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Abstract: Computer Emergency Response Team (CERT) strives for safer cyber space for all organi-
zations and citizens by responding to information security incidents, analyzing threats, and exchanging 
information with trusted partners around the world. The paper gives a brief description of the role, purpose 
and mission of a computer emergency response team. The final part of the article analyzes the situation in 
Republic of Serbia and gives recommendations on this issue.
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INTRODUCTION
Global trend shows a rapid increase in cyber attacks. The intensity of today’s targeted attacks has grown 

in sophistication. The fundamental role of a sovereign government in defense against cyber threats is to 
maintain normal functioning of the society in times of crisis, protect essential services and critical national 
infrastructure, etc.

Managing cyber security through a national strategy is a necessity inherent to all national governments 
in the 21st century. Critical infrastructure in most nations, from transportation and power generation to 
food supply and hospitals, depends on Information and Communications Technology (ICT). The reliance 
on complex and constantly evolving technology is pervasive across all sectors of critical infrastructure, mak-
ing it very difficult for national governments to understand and mitigate risks related to this technology.4

ABOUT CERT
A National CERT is a significant operational component of a national approach to executing cyber 

security strategy.5
History of CERT is related to appearance of malicious programs. This kind of team was first created at 

Carnegie Mellon University as a consequence of the appearance of the computer worm (Morris Worm).
A National CERT is a team that responds to computer security or cyber security incidents by provid-

ing necessary services to a defined constituency to effectively identify threats, coordinate at national and 
regional levels, as well as provide information dissemination. It also acts as a focal point for the constitu-
ency in matters related to cyber security. CERT primarily focuses on the response to ICT related security 
incidents on behalf of one or more stakeholders. In order to provide an overarching cyber security service 
to a constituency, most CERTs render out services such as reactive services, proactive services and security 
quality management services. At a minimum, a National CERT should provide incident response services 
to a defined constituency. 

There are several acronyms used to describe teams providing similar types of services such as:
CERT (Computer Emergency Response Team)
CERT or CERT/CC (Computer Emergency Response Team / Coordination Centre) 

1 dejan.vuletic@mod.gov.rs
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4  Haller J., Merrell A.S., Butkovic J.M., Willke J.B., Best Practices for National Cyber Security: Building a National Computer Security 
Incident Management Capability, Software Engineering Institute, Carnegie Mellon University, Pittsburg, 2010, p.1. 
5  Ibid, p.22.
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CSIRT (Computer Security Incident Response Team) 
IRT (Incident Response Team) 
CIRT (Computer Incident Response Team) 
SERT (Security Emergency Response Team) 
WARPs (Warning Advice and Reporting Points)6 

The benefits of having a CERT. Having a dedicated IT security team helps an organization to mitigate 
and prevent major incidents and helps to protect its valuable assets. Further possible benefits are:

Having a centralized coordination for IT security issues within the organization (Point of Contact, 
PoC).
Centralized and specialized handling of and response to IT incidents.
Having the expertise at hand to support and assist the users to quickly recover from security incidents.
Dealing with legal issues and preserving evidence in the event of a lawsuit.
Keeping track of developments in the security field.
Stimulating cooperation within the constituency on IT security (awareness building).7

National CERT. A CERT with a national focus, considered as security point of contact for a country. 
This type of CERT usually does not have direct constituents, as the national CERT only plays an interme-
diary role for the whole country.8

These CERTs are focused on and provide services and support to their defined constituency for the 
prevention of, handling, and response to cyber security incidents. However it is also possible for a country 
to designate an entity as a national CERT to serve a principle entity serving Government or government-re-
lated organizations.9

A CERT needs to act as a focal point for incident reporting and to be easily reached by users. A CERT 
has three essential attributes:

a central location in relation to its constituency
an educational role with regard to computer security
an incident handling role.10

CERT is key tool for Critical Information Infrastructure Protection (CIIP). Currently, there are hun-
dreds of CERTs in the world.

National CERT issue instructions, guidelines, recommendations, advices and opinions in the case of 
incidents in cyberspace that are of importance for information security in specific country.

CERT is formed on the basis of the law (e.g. Information Security Law) or by another government 
regulation. The scope of CERT’s work does not include operational troubleshooting and concern about 
the protection of computer systems, initiation of criminal charges, punishment and arbitration of disputes.

The existence of national CERT does not exclude the presence of other CERTs in the country. The role 
of the national CERT is to coordinate their work.

National CERT cooperates with relevant bodies at national institutions (Ministry of Interior, Internet 
service providers, private IT companies ...) and internationally (e.g. Forum of Incident Response and Secu-
rity Team - FIRST).

In order to create an effective CERT, Carnegie Mellon University believe that there are four core prin-
ciples all CERTs must have:11 

Technical Excellence: The National CERT should have the most up-to-date resources and advice and 
in order to maintain this advantage, the advice they give must be sound which requires high levels 
of technical excellence. This may lead to the CERT only being initially with a small number of good 
quality capabilities rather than lots of poor quality capabilities. 
Trust: If the organizations and end users do not explicitly trust the CERT then they will be unable to 
share data with the CERT and will not be able to use all the facilities on offer. The trust is crucial for 
partner organizations and the organizations themselves would want confirmation that the CERT can 
handle sensitive information responsibly. 

6  Computer Emergency Response Teams (CERTs) An Overview, Global Cyber Security Capacity Centre, University of Oxford, 2014, p. 6.
7  A STEP-BY-STEP APPROACH ON HOW TO SET UP A CSIRT, European Union Agency for Network and Information Security, 
2006, p. 7. www.enisa.europa.eu
8  Ibid, p. 9. 
9  Computer Emergency Response Teams (CERTs) An Overview, op.cit., p. 8.
10  Ibid, p.6.
11  Ibid, p.8.
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Resource Efficiency: The CERT must be constantly adapting by analyzing potential new threats and 
their potential impact. This will then help to steer the allocation of funding sources to test, which treats 
and incidents are truly of interest to the CERT. 
Cooperation: The CERT should cooperate as fully as possible (taking into account the sensitivity of 
some of their clients’ data) with national stakeholders, government and other National CERTs so that 
the knowledge can be shared and they can collaborate on complex problems. 

A CERT can most easily be described by analogy with a fire department. In the same way that a fire 
department has an emergency number that you can call if you have or suspect a fire, similarly a CERT has 
a number and an email address that you can contact for help if you have or suspect a computer security 
incident.12 

Another similarity between fire departments and CERTs is that responding to emergencies is only part 
of the service provided. Just as important is trying to prevent emergencies from occurring in the first place. 
So just as a fire department offers fire safety education to raise awareness and encourage best practices, 
CERTs produce technical documents and undertake education and training programs for the same pur-
pose. In the area of improvement, a fire department will influence laws to ensure improved safety codes 
and fire-resistant products. Similarly CERTs participate in forums to improve baseline security standards.13

Without providing at least a component of the incident handling service, the team cannot be called a 
CERT. Consider the analogy with a fire department. A fire department may provide a range of services 
(fire prevention, awareness, training), and it may undertake fire safety inspections. But at the core is the 
emergency response component.14

Constituency. During the course of its operation, every CERT will interact with a wide range of entities. 
The most important of these is the specific community that the CERT was established to serve: its constitu-
ency. A CERT constituency can be unbounded (the CERT will provide service to anyone requesting it), or 
it can be bound by some constraints. Most commonly, CERTs have bounded constituencies that tend to be a 
reflection of the CERT funding source. The most common constraints that are used to bound a constituen-
cy include national, geographical, political (e.g., government departments), technical (e.g., use of a specific 
operating system), organizational (e.g., within a given corporation or company), network service provider 
(e.g., connection to a specific network), or contractual (e.g., the customers of a fee-for-service team).15

CERT Services. For a team to be considered a CERT, it must provide one or more of the incident han-
dling services: incident analysis, incident response on site, incident response support, or incident response 
coordination. The incident handling service includes incident analysis with at least one of the other incident 
handling services: incident response resolution, incident response support, or incident response coordina-
tion (see below for detailed explanations of the differences). In practice, we see that CERTs commonly offer 
other services in addition to the basic incident handling service, depending on the needs of its constituency. 
These additional services might be provided by the CERT alone or in cooperation with other organizational 
units (such as the IT or security department).

There are many services that a CERT can offer. The Services that each CERT provides should be based 
on the mission, purpose, and constituency of the team. CERT services can be grouped into three categories 
(see the next figure):16

Reactive services. These services are triggered by an event or request, such as a report of a compro-
mised host, wide-spreading malicious code, software vulnerability, or something that was identified 
by an intrusion detection or logging system. Reactive services are the core component of CERT work.
Proactive services. These services provide assistance and information to help prepare, protect, and se-
cure constituent systems in anticipation of attacks, problems, or events. Performance of these services 
will directly reduce the number of incidents in the future.
Security quality management services. These services augment existing and well-established services 
that are independent of incident handling and traditionally performed by other areas of an organiza-
tion such as the IT, audit, or training departments. If the CERT performs or assists with these services, 
the CERT’s point of view and expertise can provide insight to help improve the overall security of the 
organization and identify risks, threats, and system weaknesses. These services are generally proactive 
but contribute indirectly to reducing the number of incidents.

12  West-Brown J.M, Stikvoort D. Kossakowski K.P., Handbook for Computer Security Incident Response Teams (CSIRTs),  Software 
Engineering Institute, Carnegie Mellon University, Pittsburg, 2003, p. 2.
13  Ibid, p. 2
14  Ibid, p. 9.
15  Ibid, p. 11.
16  Ibid, p. 23.
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CERT services17

SERBIA AND CERT
Information and Communications Technology infrastructure, computer systems and users in Serbia 

are exposed to and suffer from most of the cyber threats and attacks affecting the rest of the world. These 
include malicious software, electronic fraud, web defacement, etc

Cyber   threats are recognized by Serbian laws, strategic and doctrinal documents. Information Society 
Development Strategy in the Republic of Serbia until year 2020 defines that it is necessary to establish a 
national CERT that will be responsible for computer incident management at the national level.18 However, 
CERT is not yet established.

It is urgent that the Government of Serbia should focus on setting up a National CERT which must 
be appropriately positioned within the government’s institutional and organizational structure as soon as 
possible.

There is a definite need to set up a National CERT capability in Serbia. In parallel with the formation 
of a National CERT for Serbia, there are also some priority areas that need immediate attention and action, 
including the following:

Providing training to improve the skill-sets and competency of the personnel that will manage the 
National CERT in areas of cyber security; 
Improving the overall readiness, availability and reliability of ICT infrastructure and services to the 
public as well as the private sector; 
Developing applicable policies and regulations for telecommunication and ISPs; 
Developing and implementing cyber security awareness campaigns to the general public;
Passing, implementing and continuously improving cybercrime legislation

In order for Serbian CERT to effectively deliver its services, several key requirements need to be identi-
fied. Most important of all is the human capacity development.

The Serbian CERT’s stakeholders are responsible for the strategy and direction of the CERT and/or 
have a responsibility for information security within Serbia. 

Serbian CERT will be serving only government agencies and the ministries within Serbia, in its early 
stages. CERT will have the following constituents at its initial stage:

All government agencies
Critical information infrastructure operators

17  Ibid, p. 25.
18  Information Society Development Strategy in the Republic of Serbia until year 2020, p. 24. www. digitalnaagenda. gov.rs
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It is predicted that Serbian CERT will become the focal point to coordinate information flow, response 
to cyber attacks and remediation of cyber security incidents for the whole of Serbia.

Serbian CERT should start small; utilizing the available resources, then it will evolve as more resources 
are allocated to the team. 

In the future, large organizations that are responsible for the country’s critical national infrastructure 
should establish their own CERTs in collaboration with the national CERT. 

In some institutions there are teams in charge of information security or are being built. The RCUB 
CERT exists in the academic sector. However, the remaining sectors do not have a coordinating body re-
sponding to incidents. 

The working group responsible for the law on information security was formed. The law on informa-
tion security is in the procedure and it will specify the CERT (will be within AMRES – Academic Network 
of Serbia, Administration for Joint Services of the Republic Bodies, The Ministry of Trade, Tourism and 
Telecommunications..). 

It is expected that the law on information security to be adopted by the end of the year.

CONCLUSION
Republic of Serbia needs to establish a national CERT, in order to act preventively and coordinate reso-

lution computer security incidents on the Internet.
It is necessary to adopt regulations in the field of information security which will further regulate the 

standards of information security, as well as the responsibilities and tasks of individual institutions in this 
area.

It is very important to establish an institution in the field of information security that performs verifi-
cation and certification methods, software applications, devices and systems, as well as research and devel-
opment. This institution should monitor and implement standards for information security in government 
bodies.

It is clear from the findings above, that the setting up of a National CERT acting as a focal point in 
managing incidents and a coordination centre to manage all the information sharing and information flow 
within the country pertaining to cyber security is crucial. 

One of the most important elements in establishing and sustaining a National CERT is the competency 
of the personnel. Training and human capacity development programs must be in place to obtain profes-
sional local experts.

By forming a CERT, security challenges in cyber space will be reduced, risks will be effectively managed 
and cyber space will become a safer place for institutions and citizens of the Republic of Serbia.
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