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Abstract Article is devoted to phenomena of bioterrorism which is not new threat
to security, technique and methods of combating this phenomena should be consid-
ered carefully in societies today. Authors in article emphasis that first step in com-
bating bioterrorism are strategies which parts clearly explain what should be done.
Legal frameworks, common understanding of challenges and threats, standardized
rules of operation, improved exchange of information, increased capability to pre-
vent biological attacks are procedures as an integral parts of strategies for combat
weapon for mass destruction including bio weapon.

Article is consist of: basic terms which remind us what exactly biological weapon
is and explaining that malevolent application of biological agents in terrorist acts to
cause infectious diseases of civilians or military personnel, animals and plants, also
international legal framework concerning biological terrorism, reasons for strategic
approach for countering bioterrorism, as an example how control and prevent this
phenomenon. In addition, the strategy can be seen as an expression of the evolution
of the control of biological weapons focusing on the projection of future manifesta-
tions of bioterrorism, in order to take optimal measures in countering this phenom-
enon. Different international initiative are good tool for developing strategies as a
first step in understanding and preventing use of biological weapon. In article are
explained several regional initiatives and their action regarding bio weapon includ-
ing national approaches to this security problem. Without contemporary thinking
and acting, this issue cannot be solved in future years, threat of biological weapon
will grow if humanity doesn’t take serious measures in prevention and combating
this phenomena.
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15.1 Introduction

In the contemporary world the issue is not whether, but when a bioterrorist attack is
going to occur. What used to be a theoretic possibility during the Cold War became
reality during the last decade of the twentieth and the beginning of the twenty-first
century, in the wake of the attacks on Tokyo subway system in Japan (1995) and the
American “Anthrax crises” (2001). The concerns over non-state actors obtaining
capability to intentionally release biological pathogens have increased considerably,
although the use of conventional instruments of terrorism has not diminished. The
possibility that terrorists might apply biological weapons in the predictable future
represents a great concern of governments, international organizations and public
worldwide, having in mind a clear risk of multiplication which would potentially
increase the effects of such terror-motivated acts. With regard to the aforemen-
tioned, several international organizations and a number of countries have decided
to develop a comprehensive strategic approach, with the aim of preventing this type
of threat to national, regional and global security. Harmonized strategies should lead
us to complementary legal frameworks, common understanding of challenges and
threats, standardized rules of operation, improved exchange of information and
finally, increased capability to prevent biological attacks or limit their impact on the
targeted territory.

The fact is that the twentieth century is filled with threats which prominent
before, most notably terror attack. Even though there is a highly developed con-
sciousness concerning terror attacks, countries must invest a lot of time and effort
for their security, especially in the prevention of terror attacks. In this paper, the
authors wish to inform the reader about the need to create a strategic framework to
prevent the weapon of mass destruction proliferation, especially concerning coun-
tries of South-eastern Europe which are facing multiplied threats to their safety. The
Republic of Serbia, as a part of South-eastern Europe, joins the total effort against
mass weapon proliferation, including actions against bioterrorism. Creation and
adoption of adequate strategies on a national level are a good starting point for the
improvement of fighting capacities on a national, regional and global level against
the usage of all weapons of mass destruction.

15.2 Background

The constant progress of science, linked with the fact that biological weapons pos-
sess features which (under certain circumstances) make them suitable for violent
political purposes, has created conducive environment for abuse of biotechnologies
by terrorist organizations.

Human history records numerous cases of biological agents being misused by
armies in warfare. Such ambitions are probably as old as the mankind itself,!
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cal weapons, it is difficult to detect a biological weapon in the early .sta_ge. The
nuclear weapons are complex, expensive and require advanced transm1§s1on sys-
tems. Chemical weapons are easier and cheaper to manufactu.re, but difficult to
deliver to target areas. Biological weapons are fundameptally different fron} other
weapons of mass destruction. While nuclear and chemical weapons ha}ve 1nstgnt
effects, biological agents require hours to several days or even weeks of incubation
before they can cause death. Biological weapons are relatively cheap and easy to
manufacture, which makes them attractive for terrorist purposes. Anther aggravat—
ing circumstance is that bio-weapons may be secretly produce(.i,' maqug the timely
detection of their presence very difficult, which creat.es an additional risk to poten-
tially affected countries. Also, possible targets of a biological a}ttack do not havF: to
be humans. They can be aimed at domestic animals, food or agricultural production.
Bio-weapons can cause unpredictable psychological consequences for the defend-
ing forces and the civilian population, such as mass panic and loss of rrllo.ralei
Inability to provide adequate protection to citizeqs may be followed !ay anltlona
psychological effects. Emergence of panic is espemgll‘y dange.rous, which gives par-
ticular importance to the existence and adequate training of biodefense units.

15.3 Biological Weapons: Basic Terms

Biological weapons include microbes and other biologicgl agents, or toxips (What-
ever their origin or method of obtaining might be), kept in possession which is not
intended for prophylactic, protective or other peaceful purposes. Thc? term- may alsc;
be applied to weapons, equipment and other means or mthods of dissemination o
the aforementioned agents, used with hostile intent or during the war.

15.3.1 Definition

According to WHO definitions:

— biological agent is a “micro-organism (or a toxin derived from it) which causes
disease in personnel, plants, or animals or causes the deterioration of materiel”.
— biological warfare “is the use of biological agents to cause the loss of people and

livestock, as well as damage to plants and materials™;
— biological defense “includes the established methods, plans and procedures and

1 1 : ” 6
implemented measures of defense against biological attacks”.

The terms biological weapons and biological warfare first appeared iq official
use after World War II, at the meeting of the UN General Assembly held in 1947,

Shttp://www.who.int/csr/delibepidemics/chapter3.pdf, Public health response to biological and
inal
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when biological, nuclear and chemical weapons were included in the group of the
weapons of mass destruction. The concept of weapons of mass destruction came
into use at the end of the Cold War in the United States as a common term replacing
previous formulations of nuclear, biological and chemical weapons. It was consid-
ered to be a more adequate approach, as all of these weapons significantly differ in
their effects and the principles of their use for military purposes. In addition, each
of these categories was regulated by different rules in terms of arms control and
proliferation. Introduction of a common concept came in direct correlation with the
new tasks of the Armed Forces of the United States, defined after the end of the Cold
War. This was also the period during which, at the same time, proliferation ban for
all the three named categories of Wweapons became one of primary tasks in foreign
and security policy of many countries.”

The notion of the weapons of mass destruction was derived from the UN
Recommendation (Committee on Conventional Armaments 1948).The term was
used for weapons with the common feature of causing large destructive effects and
huge human casualties or mass starvation. Since then, Biological Weapons have
been perceived as a potentially most dangerous means of mass destruction which
may be applied on humans, animals or plants with unforeseeable consequences. As
defined by the Convention on the Prohibition of the Development, Production and
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their
Destruction, commonly known as the Biological Weapons Convention (BWC) or
Biological and Toxin Weapons Convention (BTWOQ), ( 1972-1975),8 biological
agents are classified as living organisms that are naturally derived, or artificially
produced, which can cause illness or death of people, animals and plants, depending
on the effects and the ability of reproduction in the human, animal or plant.

Pathogenic microorganisms are bacteria, viruses, fungi and protozoa, natural or
modified by genetic engineering or other biotechnological process, as well as their
poisons, if their purpose is not peaceful, causing an epidemic (on humans) epizootic
(on animals) or epiphytotic (on plants). According to the NATO definition, biologi-
cal and toxin warfare agents® are microorganisms and toxins derived from them
with the purpose of causin g disease in humans, animals and plants or degradation of
environment.

The agents are derived from living micro-organisms or their products, and their
incorporation into various types of weapons becomes a biological weapon. For a
more complete understanding of the subject area, it is necessary to define the con-
cept of proliferation, usually related to the weapons of mass destruction. The term

"Ostfield, M. L. (2004). Bioterrorism as a foreign policy issue. The SAIS Review of International
Affairs, 24(1).

8https://www.un.org/disarmament/geneva./bwc/. The Biological Weapons Convention.
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comes from the French word proliferation, which denotes germination, sprouting,
budding and in everyday speech, the expansion or the spread of such weapons, indi-
cating that it is not used only for countries that initially acquire the weapons of mass
destruction but it also indicates a qualitative improvement of the existing arsenal of
a country. In the past, the notion of “horizontal proliferation” was used to denote the
former and “vertical proliferation”, to denote the latter. The opposite process of
proliferation, non-proliferation is used to indicate the renunciation of the existing
state arsenal of the weapons of mass destruction.

15.3.2 Biological Weapon Characteristics

Particular danger of biological weapons lies in a number of biological agents that
are already found in nature and are potential biological weapons, making it difficult
to distinguish between the situations in which a disease is deliberately spread, and
the situations that occur naturally.

The indisputable fact that there are plenty of viruses and pathogenic organisms
found in nature does not mean that they are all suitable for terrorist purposes. In the
history of mankind, biological weapons have often been used as weapons of war or
for achieving other goals, although their use has always been considered shameful.
Therefore, the question is why, despite the universal public condemnation, some
actors do not give up, but keep, produce, improve and apply them in a given
situation.

The answer could be that there are numerous characteristics that make biological
weapons attractive to use, the most significant being:

(a) simple production, because certain biological agents are easy to produce in
modestly equipped microbiological laboratories: all that is required for the
reproduction of bacterial culture is a nutrient medium and an incubator
thermostat;

(b) low-cost production, related to the aforementioned; According to some calcula-
tions from a few decades ago, the cost of achieving a particular effect (“neutral-
izing manpower”) on the surface of 1 km? by using various types of weapons
are: conventional — $2000, nuclear — $800 chemical — $600, biological only 1
dollar;

(¢) bioterrorism or biological aggression is very difficult to prove if there is no
convincing epidemiological evidence or material; With the knowledge of epide-
miological and ecological characteristics of an area, professional users of
biological weapons can cause illness on a smaller or larger scale that cannot be
distinguished from naturally occurring epidemics;

(d) effective implementation, because a 1 kg of anthrax spores disseminated as an
aerosol can cover an area of 100 km? and lead to the death of 50% of people;

(e) specific effects on humans, animals or plants, without causing significant mate-
rial damage, destruction and without significant environmental consequences;

E— |
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(f) causing mass morbidity — death; it depends, mainly, on the type of pathogen and
the route of the dissemination of the biological agent; the most appropriate
agents that can be disseminated by air (aerosol), and the ones with a possibilit
of subsequent inter-human transmission (small pox virus); g

(8) causing panic,.political instability, disruption of health and other services, as

(h) Fhe problem of required fast detection and identification of the applied agents

prophylaxis.

Biological weapons can penetrate the body in three different ways: inhalation
represents the most likely way; inhaling infectious organisms or toxins found in the
air. Another way is through ingestion or swallowing, allowing the infection or intox-
lcation of the digestive organs. Absorption through the mucous membrane expo-
sure, through the skin or as a result of wounds or scratches is the third possibility. In

addltlg;m, biological weapons can damage the material resources or render them
unusable.

15.4 International Legal Framework

The ﬁrst attempt to control the use of chemical and biological weapons in armed
conflicts, perceived as a growing threat, incomparable to all previously known types
of weaponry, came at the end of the nineteenth and the beginning of the twentieth
century.

' The Hague Conventions of 189910 and 1907 came as a result of severa] interna-
tlona! treaties and declarations negotiated at two international peace conferences
he.l('i in the Hague (the Netherlands). The first Hague Conference was held on the:
Inmtiative of the Russian emperor Nicholas I Romanov “with the object of seeking
the most effective means of ensuring to all peoples the benefits of a real and lasting
peace, and, above all, of limiting the progressive development of existing
armaments.”"! From May 18th to Ji uly 29th, representatives of 26 governments were

was not completely successful, although three conventions, several other acts and
the Final Protocol’ were adopted. The Second Hague conference lasted from June
15th upti] October 18th 1907. The authoritative statements within the Final Act
Wwere signed by the delegates, but not ratified by the participating states. For that

Intel national (:()H imittee Oi the Red Cl 0SS W eb database . https . lhl-databases JCrc.or g/ lhb
H N I }{O/I 50 e ()anD()CuInel]t //
https .//lhl-databases.ICI C .Olg/IhI) T N'T I{()/ 1 45 i ()pellDOCuIl 1ent

© ; .
The Final Protocol of the First Geneva Conference (1899): https://ihl.databases.icrc.org/applic/

l]hqlﬁ?‘lA.nsf/Article.xsp?action:openDocument&documentld:SFCFl4D9507Q7ﬂ1 ACTIREACTINE



210 K. Strbac and B. Milosavljevic

reason, they never became binding. The third conference was planned for 1914/15,
but was never held, due to the start of World War L.

Seven years after the end of the World War 1, there was another attempt. The
Geneva Protocol (Protocol for the Prohibition of the Use in War of Asphyxiating,
Poisonous or other Gases, and of Bacteriological Methods of Warfare) was a treaty
that prohibited the use of chemical and biological weapons in international armed
conflicts.”® It was signed under the framework of the League of Nations'* on June
17th 1925 and entered into force in 1928. This project, although well-intended,
could not produce a long-lasting effect, due to the fact that the organization under
which it was adopted and supposed to be implemented, gradually collapsed after
1933. Japan and Germany left the League of Nations first (1933), Italy followed
their example in 1937 and only 2 years later, World War II started.

The third attempt came almost a half of century later, in the middle of the Cold
War. The Convention on the Prohibition of the Development, Production and
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their
Destruction' is often quoted as “The Biological Weapons Convention (BWC)”. It
was the first multilateral disarmament treaty that banned the development, produc-
tion and stockpiling of an entire category of the weapons of mass destruction. The
document was signed on 10 April 1972 and entered into force in 1975. Followed by
six review conferences, General Assembly Resolutions and statements of the
Secretary General of the UN, the Convention remained the supreme global frame-
work. By the end of 2016, it was signed by 173 states and ratified by 22.

15.5 Bioterrorism

The term bioterrorism has multiple meanings. It primarily covers malevolent appli-
cation of biological agents in terrorist acts to cause infectious diseases of civilians
or military personnel, animals and plants, being spread in the form of an epidemic
or pandemic. Biological agents can be used to spread infection through the air,
water or through food. From the perspective of a possible use of biological weapons
for terrorist purposes, potential terrorist organizations have a full range of harmful

agents available.

13 Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases, and of
Bacteriological Methods of Warfare, 1925 Geneva Protocol. https://www.un.org/disarmament/
wmd/bio/1925-geneva-protocol

“4Encyclopaedia Britannica, internet edition, League of Nations: https:/www.britannica.com/
topic/League-of-Nations (30/06/2017).

15United Nations Office for Disarmament Affairs (UNODA) official web site: https://www.un.org/
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15.5.1 Potential Agents of Bioterrorism in Contemporary
World, According to Clarke (2002)'¢

Aeent  Disease

Bacillus anthracis - Anthrax T
Francisella tularensis Tularaemia

Yersinia pestis Plague

Variola virus Smallpox
MHem(?rrhagic viruses Viral hemorrhagic fever

Botulinum toxin Botulism o
Brucella spp. Brucellosis

Vibrio cholerae Cholera o
Burkholderia pseudomallei Glanders

Coxiella burneti Q fever

11.1 add.ition. to that, a special “mitigating circumstance” is their availability, espe-
cially in clinical and microbiological laboratories and other scientific institiltiois
They have a short incubation period, are very contagious and consistently act il;
small doses. With a very low cost, accessible equipment and widely available
knowledge, the production of these agents is very easy.

. The threat of terrorism is different from those of the past in the changed tactics
increased destructiveness, the introduction of professionally planned and coordi-’
nateq atta'cks, as well as the transnational character of the operations. There are
growing discussions on the terms postmodern terrorism or super terrorism. With the
aim tq draw attention to the use of weapons of mass destruction for the p;.lrpose of
tgrropst attacks. Today, there is a much greater danger of their use by various orga-
nizations, cults and individuals. In this sense, the term “bio-terrorism” whichgis
defined as the violent use of biological agents for political, religious envi;‘onmental
or other ideological reasons, regardless of their moral or political just,iﬁcation Some
of these terms are different from the term “bio criminal act” and identify the'use of
biological agents for reasons not related to ideology.

' Authprs find it appropriate to recall two significant cases which included inten-
tional biological threat to public safety and influenced later strategic reflection of
global and national response to bio-terrorism. On March 20 1995, Aum Shinrikyo
(an. c.axtreme Japanese religious cult which belongs to category of apocalyptic
religious groups) performed a chemical terrorist attack on five subway trains in
Tolfyo, by releasing sarin, a deadly nerve gas."” Eleven victims of the attack died
while up to five thousand were injured, some becoming chronically ill. Further’

Clarke, S. C. (2002). Bioterrorism: An i iti,
y G, . ; overview. British Journal of Biomedical Sci ]
232-4. https://search.proquest.com/docview/220l49820?accountid=?ﬁ§53 et Setence, 50

17 . .
_LR?PCI'Y ja}’ L_lﬁon, Destroying the World to Save It: Aum Shinrikyo, Apocalyptic Violence. and
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investigation found that the cult was also in possession of biological agents anthrax
and botulinum toxin which it tried to apply in the attacks, but fortunately failed, due
to the use of incorrect strains), The group also experimented with Q fever and
attempted to acquire the Ebola virus.'®

In second half of September 2001 (only a week after the famous terrorist attacks
in New York and Washington), the “anthrax crisis” shook both the global and
American public. Several letters containing anthrax spores were sent via U.S. mail
to media offices and high-ranking politicians. The action caused the death of five
people and infection of 17 others. '

These events were a kind of a crossroad, as before them the specter of bioterror-
ism could be perceived by many only as a subject of Cold-War fiction, but suddenly
it became a terrifying reality, tangible to each individual

The described cases strongly warned the world about the increased level of the
security threat that the weapons of mass destruction (including the biological ones)
in hands of non-state actors may represent, especially for communities in large
urban areas with high population density.

The risk of the use of biological weapons for this purpose is growing due to:

— Simple production of certain biological agents,
— awide availability of scientific information through publications and the Internet
— alarge number of institutional and non-institutional laboratories (microbiology,

molecular biology, genetic) without a complete insight into their operations.

The strongest effects can be caused by large, well-equipped, sometimes state-
assisted organizations, able to use modern scientific knowledge, broad arsenal of
bioweapons and sophisticated equipment and technology for their production and
dissemination. Somewhat smaller effects can be caused by poorly equipped, smaller
organizations, and the smallest effect can be caused by small groups or individuals,
usually in attempts to assassinate certain persons or to incite panic.

Biological weapons can penetrate the body in three different ways: Inhalation
represents the most likely way; inhaling infectious organisms or toxins found in the
air. Another way is through ingestion or swallowing, allowing the infection or intox-
ication through the digestive tract. Absorption through the mucous membrane expo-
sure, through the skin or as a result of wounds or scratches is the third possibility. In
addition, biological weapons can damage the material resources or render them
unusable.

Particular danger of biological weapons is in their diversity and in the difficulties
in assessing the manner in which they would be used, which is the main problem in
detecting and responding to such threats, especially when used in undercover and
sudden attacks. In addition, bioterrorism can be a powerful factor of destabilization

18S. E., Meulenbelt, & M. S. Nieuwenhuizen (2015), 838.

1"Web page of the University of California, Los Angeles (UCLA), American Anthrax Outbreak of
2001: http://www.ph.ucla.edu/epi/bioter/detect/antdetect_intro.html, retrieved 24/06/2017.
»Fidler, D. P. (2002). Bioterrorism, public health, and international law. Chicago Journal of
International Law, 3(1), 7-26.
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of a country, especially if it aligns with great powers, as a necessity of most coun-
tries in the world that are uncompromising in the combat against terrorism that
thrhea.tens their very existence. In fact, there is a possibility that in addition to tlfe
existing weapons used by terrorists, arsenals of weapons of mass destruction and
d'angerous materials may get out of control and the international community in such
circumstances becomes significantly more susceptible to terrorism. The essential
dlffgrence between conventional and biological terrorism is in the fact that the con-
ventional means can be controlled in some way, while biological weapons, be the
;echnolog.ical,unatural or genetically modified agents, once they escape’controly
ecome virtually untouchabl i ir di ider
pecom Cominen);. ¢ and unstoppable in their disastrous effects on a wider

Thfa ne?d for cooperation between nations in eliminating the threat of biological
terrorism in the twenty-first century is more pronounced than ever. The rapid devel-
opment of science, technology and knowledge brings with it harmful consequences
of unprece(_iented proportions if used, inter alia, for terrorist purposes.

The United Nations General Assembly passed in 2005 the Global strategy to
cgmbat terrorism. It emphasizes the importance of addressing the issues that con-
t.nbute to the manifestation of terrorism, such as unresolved conflicts, discrimina-
tion, hu.man rights violations etc. The Strategy established the Workir’lg Group on
cpmbatmg terrorism. The role of the working group is to strengthen the coordina-
tion and coherence of nations in the fight against terrorism. The key responsibilit
of the yvorkjng group is to provide technical assistance to the States in the im Ie}-l
mentation qf the Strategy and measures to prevent the spread of terrorism: measfres
for preventing and combating terrorism; capacity building for the preve’:ntion and
fight against terrorism, and for strengthening the role of the UN, measures to ensure
respect for human rights and the rule of law. Contemporary risks require a warnin
system which shall be applicable not only to technical and technological accidentsg
but a@so to natu.ral disasters and threats by terrorist attacks. The warning system i;
Very important in saving lives and property.?!

15.6 Reasons for Strategic Reflection

In the pgst, the term “strategy” was primarily applied to the military, but in the mod-
ern era it has acquired much wider implementation. In the most general sense, strat-
€gy 1s a “long-term planning and political forecasting with a view to en;uring
freedom of action, social freedoms, quality of life and order of the state on the basis
of the Cf)nstitution in order to achieve common political concept”.

C‘on-s1dering the strategic approach to biological weapons, we can rightfully say
that it is not.a phenomenon of the modern era because it existed during the Cold
War, where it frequently changed and adapted. In the middle of the last century,

* Colonel Katarina Strbac PhD Emergenci
X gencies-how to manage them? Institut i
and The OSCE Mission to Serbia, Belgrade 2009, g SRR -
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biological weapons gained strategic importance in waging modern wars. This paper
attaches a special importance to the period at the end of the last century when bio-
logical weapons got new contours in the form of bioterrorism.

The strategy for countering bioterrorism is an example of modern approach to
the control and prevention of this phenomenon. In addition, the strategy can be seen
as an expression of the evolution of the control of biological weapons focusing on
the projection of future manifestations of bioterrorism, in order to take optimal mea-
sures in countering this phenomenon. The danger of biological weapons is the dark
side of globalization, so we often hear appeals for global implementation of preven-
tion and accountability. Preventing the use of biological weapons creates a new
chapter for the human race in the form of a long-term fight against the deadly myco-
bacteria. Bearing in mind the increasing threats of bioterrorism, it is necessary that
all countries consider plans of preventive action to keep from possible bioterrorist
attacks. All countries should seek to prevent the use of biological weapons, respon-
sibility should therefore be shared, and because of the use of toxic substances aimed
at the destruction and endangering people, animals and useful plants, the protocol
on the prohibition of poisonous or other gases and bacteriological methods of war-
fare was signed in Geneva in 1925.

Faced with the possibility of using biological weapons for terrorist purposes, the
governments have intensified efforts at the international and national levels aimed
primarily at encouraging the introduction and use of a strategic approach in control-
ling biological weapons in particular in terms of possible misuse for terrorist pur-
poses. The strategic concept is a general and systematic approach to the basic
features of bioterrorism in order to make rational use of available resources and
more efficient prevention of this phenomenon. In addition, the strategy of counter-
ing bioterrorism is linked to the achievement of the strategic objectives pursued by

individual countries and the international community as a whole. As a factor that
determines the strategic approach, it should be noted that a biological weapon has
its advantages over conventional, nuclear or chemical weapons. Therefore, the
threat of biological weapons requires a different paradigm than a defensive threat
from conventional or other weapons of mass destruction.

Of course, that specific contribution to the strategic orientation is the fact that
terrorism is basically is only one of the possible forms of its manifestation.

Bioterrorism as a relatively new phenomenon further adds to the complexity of
the fight against terrorism and dealing with its consequences. In fact, this special
type of weapons of mass destruction is an increasing and formidable addition to the
terrorist arsenal. Its destructive potential is so great that it is now considered a stra-
tegic threat to many countries that can cause suffering on a large scale, but also
significant political consequences.

The aforementioned indicates that focusing on preventive action in security
planning and establishing a long-term strategy to maintain global security,
emerge as imperatives. In addition, the phenomenon of terrorism, which will not
disappear overnight no matter what measures were taken, demands long-term

strategies. However, at the same time, terrorism is a continuous threat that
et ctnms winilaman writh annranriate and timelv meaanres of detecting
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and preventing terrorist attacks. Counter-terrorist strategy must involve both
emergency and l-ong-ter.m measures and actions, where the basic prerequisite for
efficiency of anti-terrorist strategy is a multidisciplinary approach

15.7 Proliferation Security Initiative (PSI
as an At
of Global Approach ) S

In December 2002, the United States of America adopted the National Strategy t
Combat Weapons of Mass Destruction (including biological weapons).?? The tiii]i .
of the action was closely linked to the dramatic events of the previ.ous ear tt?g
shook the world and the homeland public in the USA. The terrorist ailtacks iarf
New York and Washington D.C., as well as the case of the intentional dissemination
of Anthrax spores via the national mail system, and use of infected letters imposed
new concerns for security and public safety, including public health managenrf;nt 2
For bettexj u‘nderstanding of the context and the moment in which the Strate wés
adopted, 1t 1s necessary to mention the intensive (and lasting) diplomatic ca:iy aign
against the Iraqi president Saddam Hussein, who was accused of the developlzneilt
of a WMD program (mainly chemical, but potentially also nuclear). Only 4 month:
later, the military invasion of Iraq started in March 2003. B i
The National Strategy to Combat Weapons of Mass Destruction identified the
need for more robust tools, capable of halting the proliferation of WMD around the
world, agd specifically identified interdiction as an area which requested a particu-
lar attefltlon.z“ Soon after the adoption of the National strategy, a global effoft of the
U.S. d1plomacy was launched in order to stop trafficking of weapons of mass
destruction, their delivery systems, and related materials to and from the state and
non—sgate actors of proliferation concern. The Proliferation Security Initiative
(PSD)* was launched in Krakow (Poland) on May 31, 2003, under the leadership of
the president George W. Bush and additionally supported by the next U.S presicli)ent
Barrack Obama in his Prague speech of April 2009.26 By 2017, over 100 govern-
mer'lts formally endorsed this voluntary initiative aimed at enhar,lcing both the col-
lective .and in'dividual capabilities of partner nations to perform timely and
approprlatg agtlon in response to a fast-changing proliferation threat environment
_ Th§ basic idea of the PSI was to serve as a complement to existing counter r(;-
11ferat1op efforts, by coordinating activities of participating states, in accorda?nce
with national legal frameworks and international law. The declared ;mbition was to

*National Strategy to Combat Weaj
pons of Mass Destruction of USA i
2002, https://www.armscontrol.org/print/1184 S published September 17,
Maddox, P. J. (2001). Bioterrorism: A i
P i : A renewed public health threat. Dermatology Nursing, 13(6
:;37—41. Retrieved from https://search.proquest.com/docview/224832248?accoufl}tiid=3s115§,3 ©
hitps://www.state.gov/t/isn/c10390.htm

25 : . .
. Official web page of the Proliferation Security Initiative: http://www.psi-online.info
httos://www state oav/tlien/e 10200 htm
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bring together all the states which perceived expansion of WMD as a significant
security concern, regardless of their geographic location, size, or diplomatic impact,
economic and military strength. The process is based on support to the Statement of
Interdiction Principles” and readiness of each endorsing nation to cooperate with
any state whose ships, flags, ports, territorial waters, airspace, or land might be used
for proliferation purposes by states and non-state actors of proliferation concern.
During 17 years of its existence, the PSI became an important tool in efforts of the
USA to block illegal markets, detect and intercept transit of materials suitable for
production of WMD, and use financial tools to harm this trade. It proved to be an
innovative and proactive approach to preventing proliferation. The initiative depends
on voluntary actions by states that are consistent with their national legal authorities
and relevant international law and frameworks. Participants of the PSI use existing
authorities (national and international), aiming at suppressing trafficking of mate-
rial, technology and all the other resources related to WMD.

The goal of the United States is to strengthen and expand the PSI, keeping it as
an effective mechanism to stop proliferation of WMD. The efforts of the PSIinclude
the support of diplomatic, financial, military, customs, law enforcement, and other
security experts and assets to interdiction exercises, by hosting international meet-
ings, workshops, and exercises and by working with specific partner states to
improve their capacity for combating the proliferation of WMD. One of the recent
achievements is founding of the Counter WMD (C-WMD) Network, established in
2015 in cooperation with the RACVIAC Centre for Security Cooperation in South-

Eastern Europe.

15.7.1 European Approach to Bioterrorism

Bioterrorism was neither a political priority of the European Union, nor a priority of
the member-states, before the deliberate anthrax release in the United States of
America (September and October 2001). The aforementioned incidents in combina-
tion with the terrorist attacks in New York and Washington D.C. completely changed
the international perception of the risk of bioterrorism. The agencies responsible for
civil protection of the European countries, as well as their security forces were kept
in the increased state of preparedness. Many cases of suspicious mail items (con-
taining powders and suspected of being contaminated with anthrax) emerged, which
forced the medical institutions to examine them and apply emergency procedures.
Although there was no true bioterrorist attack on the European soil, the pressure on
national governments and the Union as whole was growing. An efficient response to
the new type of threat was requested. Plans for preparedness, response and actions
suddenly became a higher priority of the EU member states. Fear of bioterrorism

I oAmmAs Y

27 Statement of Interdiction Principles, presented at the web-page of the U. S. Government: https:/
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rgsu]ted in a debate on the need to reinforce existing public health structur:
sible for monitoring and controlling diseases. o respon-
The Eurc?pf:an Commission initiated a number of coordinated actions across th
areas of civil protection, healthcare, enterprise (pharmaceuticals) researche
n.ucleal'r, transport and energy. The Health Security Committee (HSC) ’Was est; b’
lished in 2001, joining representatives of the national Health Ministers. in ordelfl t ;
promote cooperation in countering bioterrorism. On November 15t1; 2001 th0
Health Council of the EU issued Conclusions, calling on the Commissio’n te
dgvelo.p an Action programme of cooperation on preparedness and response to
blologlcal and chemical agent threats.® On December 17th 2001 thg Healtl?
Security Committee agreed on a program for cooperation on prepa;redness and
response to biologic and chemical agent attacks (Health Security Programme). The
main goa'l of the Programme was to improve cooperation between the mer.nber
s.tates (using assistance of the European Commission) and to facilitate collabora-
tion 'between stakeholders (national authorities) responsible for preparedness of
public health system for bioterrorism. In May 2002, The European Commission(3
Task Forcia on Bioterrorism? was established, involving nine national experts ang
$1x commission officials. The task force was available 24 hours a day, 7 d
week to facilitate the process. g we
InJ anuary 2003, five persons were arrested in the capital of the United Kingdom
on suspicion of conspiracy and the bio-terrorist attack in London underground (“the:
ricin plot.”). The case was later found to be a false alarm (2 years later), but at the
moment it was understood as an indicator of the necessity to increase eff’orts
On -June 2nd 2003, the European Commission issued a Communication.to the
Council and the European Parliament on cooperation in the European Union on
prepa.redness and response to Biological and Chemical agent attacks (Health
security).’® On the peak of global concerns related to bioterrorism and clandestine
programs of WMD in “rogue states”, the European Union adopted its first Strate
aga.tr?st Proliferation of Weapons of Mass destruction on December 12th 2003.3! i}l)
addition, the European Union adopted the Action Plan on biological and £oxin
weapons (2006),? which obliged the Member States to annually report to the UN on

28 i

thlj.ucr:::, .ziccess to European Umqn law, Communication from the Commission of 2 June 2003 to
° cil and tl‘{e Eur.opean Parllamfent on cooperation in the European Union on preparedness

an .response to Biological and Chemical agent attacks (Health security) [COM(2003) 320,final

http://eur-lex.europa.ew/legal-content/EN/T XT/?7uri=LEGISSUM:c11576 e

#US National L.ibrary of Medicine, National Institute of Health, The European Commission’

Task Force on Bioterrorism. https://www.ncbi.nlm.nih, gov/pmc/articles/PMC3033083/ o
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thflér(-)llj:;c, .a;cce;s ;o European Uniqn law, Communication from the Commission of 2 J une 2003 to

—_ (::1 an ]t3 e Eur.opean Pa.rhamgnt on cooperation in the European Union on preparedness

and. ponse to Biological and Chemical agent attacks (Health security) [COM(2003) 320, final
ttp://eur-lex.europa.eu/legal-content/EN/T XT/?uri=LEGISSUM:c11576 T
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3 . - ;
EU Action Plan on biological a_nd toxin weapons, complementary to the EU Joint Action in sup-
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the results and confidence building measures. Also, the UN Secretary General is
authorized to issue lists of relevant experts and laboratories which might be under
investigation of alleged use of chemical or biological weapens. The Strategy against
Proliferation of Weapons of Mass destruction was further reinforced in 2008 by the
New lines for Action, aiming at better coordination activities on the level of the
Union.®

The European Union Non-Proliferation Consortium* (a European network of
independent non- proliferation think tanks in support of the implementation of the
EU strategy against Proliferation of Weapons of Mass Destruction) was established
in June 2010. The consortium united the efforts of over 70 foreign policy institu-
tions and research centres from across the EU to encourage political and security-
related dialogue and the long-term discussion of measures to combat the proliferation
of weapons of mass destruction (WMD) and their delivery systems. Issues of bio-
logical weapons and response to bioterrorism are among the main topics researched
by the consortium members.”

Awareness of the necessity to control biological and other weapons of mass
destruction is evident in the EU Global Strategy on Foreign and Security Policy
(2016). However, the WMD threat was given more attention in the previous
European Security Strategy of 2003. A mitigating factor for that can only be found
in the fact that in the meantime the EU Strategy against Proliferation of WMD was
adopted, with a purpose to strengthen the Convention on the Prohibition of the
Development, Production and Stockpiling of Bacteriological (Biological) and Toxic
weapons and on their destruction.

The Stockholm International Peace Research Institute (SIPRI) estimates that in
2016 many other issues dominated the agenda, while non-proliferation and matters
of arms control “were not given a prominent place among the priorities of the Global
Strategy”.* The institute further suggests that “one or more new strategy documents
are required and, in this context, the EU should also pursue WMD-related contin-
gency planning to increase preparedness and prevent or counter crises”.

The importance of the problem of proliferation of weapons of mass destruction
is furthered by the fact that the proliferation of WMD is closely connected with
other global risks such as organized crime, international terrorism, regional con-
flicts and other global security challenges, which are conducive to the proliferation
of WMDs.

BEY New Lines for Action, http://register.consilium.europa.eu/doc/srv?l=EN&f=ST%20
17172%202008 %20INIT

3EU non-proliferation consortium, The European Network of Independent Non-proliferation
Think Tanks https://www.nonproliferation.eu

3EU non-proliferation consortium, The European Network of Independent Non-proliferation
Think Tanks https://www.nonproliferation.eu/thematics/biological-weapons

% SIPRI, The European Union and weapons of mass destruction: A follow-on to the global strategy?
https://www.sipri.org/publications/2017/eu-non-proliferation-papers/european-
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. Thg current migration crisis also raises an issue of possibility of aggressi
biological agents reaching parts of Europe in which they have not beeﬁg T et
before. Cooperation on national and international levels of all agencies involiveiieFlt
the combat .against organized crime must be stronger, accepting standards ande o
cedurgs YVthh will strengthen governments and EU abilities to confront one fp rt(x)-
most v1§1b1§ asxmmetric threats to security of the entire European continent (3)7 e

.Bea'nng in rfund the dynamic nature of modern threats and that defence no ion
exists in ar.chalc terms, it is necessary to involve all Member States, the cand'dger
countries, including the countries that have just started the proces; of acce l'ate
such as the Republic of Serbia® in establishment of common views and st e
approach to the problem of terrorism in Europe. e

Analyzing the nature of the risks, threats and dangers to the European Securi
Strategy European security, it is faced with the following: P s

— proliferation of weapons of mass destructi i i inati
' ; on, especially in com i
international terrorism, P ’ pination wih

T lerr
) ) s mega

and

- reglpnal conflicts that occur as sources of other threats such as terrorism, prolif-
eration of WMD, organized crime and extremism.

Although.majority of Fhe EU member states are primarily focused on issues rel-
Zvant tq their own secgrlty, the concern over proliferation of weapons of mass
estruction and international terrorism (which might obtain and apply nonconven-

.() W g C ge S) (S ns in (0] i

15.8 Bioterrorism in National Security Strategies

Because of existing risks as well as other characteristics that set it apart from other
weapons, preventing the use of biological weapons for terrorist purposes is a to

pr10r1t}'f of preserving national security of modern states. Many of the strategies Ol:f,:
t}.1e nat'lonal security state pay special attention to this phenomenon. Very oftgn the
biological weapons are viewed in the context of weapons of mass ~destruction,and

¥Strbac Katarina, Branislav Mil jevi
. : osavljevic, Boban Radivojevic, Some Aspects
: a ‘ 3 1 of Illegal
g{lliraul?nsz Zborm’k prispevkov6. medzindrodnej vedeckej konferencie, Bezpegné SlovenskogaA
répska Unia, Vysok4 Skola Bezpetnostného ManaZérstva V Kogiciach, 2012.

38 : ;
RSUI'E)E;(.: Kaftasrma,- The Perspective on Challenges and Complementarities of the Standpoints of the
public of Serbia and the EU, Proceedings “Security and Defence aspects of the Republic of

Serbia’s accession to the European union” i
u ; et
Sttt D nion”, Strategic Research Institute and OSCE Mission to
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separately as it is the case in the US National Security Strategy. In the part relating
to the prevention of the spread and use of weapons of mass destruction, in particular,
it focuses on the ability of state and non-state actors to procure or develop inter alia,
biological weapons, which of course requires adequate response from relevant state
entities.

In addition to the current US strategy in the part related to health security, there
is a special mention of biological weapons, where it is stressed that the spread of
communicable diseases poses an increasing risk despite the scientific and techno-
logical advances in their prevention. In particular, in the statement regarding a lack
of the capacity to prevent, detect and respond in the event of an outbreak of these
diseases. As a world leader in the fight against the current pandemic, the US contin-
ues to strengthen the capacity for adequate response capacity and crisis manage-
ment caused by infectious diseases, which among other things requires the expansion
of cooperation through the Global Health program to achieve a safer world and less
vulnerable to infectious diseases.

Bright examples are National Security Strategies of Austria and Bulgaria, which
similarly assess the potential asymmetric threats and particularly terrorism and the
proliferation of weapons of mass destruction. This is the case with the strategies of
other countries with similar approach so we can give a general conclusion. In addi-
tion, countries pay special attention to the proliferation of weapons for mass destruc-
tion because they can be threatened with such weapons or their territory might be
used for transit.

Faced with the threat of biological terrorism and its possible consequences, many
states have tackled this problem with a lot of attention. Provisions given in national
security strategies are implemented through a separate strategy as a general frame-
work for action by all relevant government bodies. The relevant strategies are com-
monly referred to as strategies for prevention the proliferation of weapons of mass
destruction that could be seen as guidelines for improving the coordination and
activities at the national, but also at the international level. In addition, the strategy
can be seen as a response to the commitments of the countries signatories to UN
Security Council Resolution 1540, which was adopted in 2004, which calls all
States, in accordance with their national legislation and international law, to under-
take joint measures and activities to prevent the spread of weapons of mass destruc-
tion and respect international legal instruments.

Strategies are the basis for joint and coordinated action by the state authorities,
as well as the continuous improvement and finding mechanisms for the control and
prevention of proliferation of biological weapons. As a conclusion, strategies have
indicated establishment of specialized authorities for efficient implementation.
Adequately formulated strategies enable prevention as one of the key areas to coun-
ter the spread of weapons of mass destruction. In this regard, there is a need to
strengthen the national capacity of all institutions responsible for the implementa-

tion of the Strategy.
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15.9 Regional Initiative in South-Eastern Europe

Sguth—Eastem Europe is located in the area intersected by land and maritime sm
gling and human trafficking routes from Asia, Africa and Eastern Europe lead;lng '
tc?v?/ards the We.stern Europe. Such position makes it particularly sensitive to pos c
!’)lllty 0}” becoming a transit area over which material, technologies and qualif?ed o
}ndoctrmated individuals may reach western capitals and commit terrorist att kOr
including ones based on application of bio-agents. e
The ongoing “European migrant crisis” which started in 2015 brought additional
arguments for concern over possible import of disease causing pathogens. Infectious
diseases might hit parts of European population, either as a result of }nade uate
heglth control of the migrating groups and individuals or due to the intention oqf ter-
‘rorl.st' networks to use aggressive micro-organisms as weaponry. Capabilities of
1nd1v1dga1 states to manage such crises could be limited, especially if there is a lack
of mpdmaments and vaccines on stocks for diseases which have been considered
.eradlcated for many decades. The new scope of challenges imposes the need for an
increased leyel of regional cooperation in all phases, including risk analysis
exc.hange of intelligence, joint planning, capability building, harmonization of ztr :
tegic and legal frameworks and finally, joint operation. v
Among the states of South-Eastern Europe, Croatia was the first to adopt a sepa-
rate and comprehensive National Strategy for the Non-Proliferation of Weaponsp of
Ma,.vs Pestruction (with the Implementation Plan included), in 2010, one year after
ach.levmg full NATO membership and 3 years before its accession t(; the European
Union. That was alogical step, aiming to demonstrate adherence to the Euro-Atlantic
perceptlop of key security challenges, as well as a capability to share goals and
gziltersitw;thtm?in f;rseign partners. Previously, Croatia endorsed the Proliferation
nitiative i ithin i i i
ot r}lig Agreeme(n t v{/)l t?ti(zogsaxi within its framework signed the bilateral Ship
Pevelopment and implementation of such comprehensive strategy which became
an integral part of the national crisis management system, required a complex and
gzrrr(l)lanent A1i:1fte.r-agl§3ncylcooperation, coordinated by the Ministry of Foreign and
pean Affairs, but also with a signi ibuti ini
e oy i gnificant contribution of Ministry of Defense
Asa res'ult of the obtained experience and ambition of Croatia to be facilitator of
f.urther. regional security integrations, the project “C-WMD Network” was estab-
lished in 2015, and coordinated by RACVIAC — Centre for Security Cooperation.*
The project has been supported by PSI, United States European Command (IjS
EUCOM) and Defense Threat Reduction Agency (DTRA). It also enjoys expert

®Government of the Republi i
public of Croatia, https://vlada.gov.hr/UserDocsIm jedni
C A : .gov. ages//Sjednice/
i\;zhlv:ili/? 1.%20-%206.pdfhttps://www. google.rs/url?sa=t&rct=j &q=&esrc=s&sou1ie=wib&éile=
SA;SZI-:-;];ic‘l)lvicj:t=8&ved;ga§1U§I§l;vj5k7eMmeUAhVIOxoKHc_VDbsQFgngAA&urI:http%
F% w.un.org%2Fen%2Fsc %2F1540%2Fdocuments %2FCroatia-action-

=AFQ]CNFy5QijPBthx3QMerr9h3I2M8Q e rontaction-plan pdféeuse
VRACVIAC: wrunw vanvian aen
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support of the relevant European institutions — stakeholders in the process of WMD
proliferation control.

As aresult of the project, Montenegro was the second state of the region to adopt
the Strategy for Non-Proliferation of Weapons of Mass Destruction (2016-2020), in
September 2016. Most of the remaining countries of the region have made a politi-
cal decision to develop similar strategy, based on the pattern provided by PSI experts
and RACVIAC. By June 2017, the list of governments who declared the intention
to adopt the strategy included Albania, Bulgaria, Macedonia, Romania and Moldova.
Serbia was still seeking consensus over the issue whether the existing strategic
framework should be considered as sufficient or an additional “roof document”
should be added, in order to bind all strategies. Ukraine was participating in the
process, without declared obligation to adopt the strategy, but willing to use the
obtained information for improvement of its ongoing practice. Although Kosovo is
considered by Serbia as its inseparable constitutional part, it participated in the
regional process, under the terms of the Brussels Process and started working on
development of the Strategy. In the end, all regional countries individually, but in
cooperation with each other, should develop new security culture. Such security
culture should minimize the influence of the past negative experiences, prejudices,
and stereotypes, thus making the regional security one of the key factors in overall

regional development.*!

15.10 National Approach Case Serbia

Unlike Croatia and Montenegro, Republic of Serbia has not yet developed a Strategy
for prevention of proliferation of weapons of mass destruction. On the other hand,
Serbia has ratified many conventions, among others, the Convention on the
Prohibition of the Development, Production and Stockpiling of Bacteriological
(Biological) and Toxic Weapons and on their Destruction. As a UN member state
the Republic of Serbia has ratified the UN Security Council Resolution 1540 con-
cerning the proliferation of weapons of mass destruction and their transmission and
thus defines the obligations assumed in accordance with the aforementioned
resolution.

Within the negotiation process on Serbia’s accession to the European Union, the
Negotiating Group for the Chapter 31 (Common Foreign Security and Defence
Policy) came to the conclusion that a comprehensive Strategy on Non-Proliferation
of WMD should be adopted. The Ministry of Foreign Affairs initiated the process in
second half of 2016, by requesting opinion of all the relevant governmental agen-
cies and suggesting that a positive approach would be useful. However, even a year
later, the consensus has not been achieved yet. Some agencies consider that efforts
to develop such strategy would be a double and redundant effort. Their argument is

41 §rbac Katarina, Miroslav Mitrovic, Asymmetric threats-common response in Western Balkans,
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that m9st of the content that should be a part of such strategy already exists in oth
strateglc. documents covering issues of counter-terrorism and CBRN. In the mo ut
when this paper is being submitted, it is not clear yet whether Sellbia is oirrln e::l t
adopt the S.trate.gy or the existing framework will be considered sufficient some o
Having in mind geographical position of the Republic of Serbia, the sc;,curit of
Fhe coungy may be burdened by the crisis in the immediate neighbc;rhood but Zl
in the wider region, especially in the area that includes the Middle 1’East ttsxo
Caucasus', North Africa and Mediterranean. All the mentioned areas are unstal;le ifl
the‘ security area and have manifestations of transnational threats to security and
Fhelr traqsfer to the European continent. Further, Serbia is on the transit routey with
1Er:1tersect1nfgli smuggling routes from Asia, Africa and Eastern Europe to Western
loléricézle,w vzapi)lil ?akes it particularly exposed to the possibility of smuggling of bio-
Ir} :addition, the possibility of proliferation of this weapon and delivery and
obtaining them from non-state actors, especially terrorists, represent a seriousry threat
beca}use there is a real risk of the spread of technology and information for the us
of blolqglcal weapons in actions that would lead to killing and destruction of lar :
proportions. Such events would take place outside the existing control re imge
'I“here is also the danger that terrorist groups exploit the migrant routes for theg ro-'
liferation of weapons and the perpetration of terrorist attacks. Based on these l;zza-

sons, there are visible arguments why a speci i
) pecial strategy is needed, to encom i
area and formulate three goals: pess (his

— Prevent possibility of individuals, groups or states to achieve illegal possession
of weapons of mass destruction,
— Prevent the use of WMD by criminal and terrorist entities and

In.order for these objectives to be achieved, it is necessary to create adequate
security 'conditions and actively participate in the achievement of internat?onal
?ooperatlop in this field. Successful implementation of the Strategy implies the
incorporation of the planned objectives and measures for its implementation to
othgr. strgtegic and planning documents and procedures for the adoption of national
Pohcws in the security sector. Strategic planning at the national level involves build-
ing up a comprehensive policy to prevent bioterrorism. The necessity of building a
patlongl strategy is particularly important because it is a specific form of endan ir—
ing n'at1ona1 security, which requires the involvement of a large number of ac%ors
both in t.he process of preventing and eliminating the consequences. For the process
gtfi crea;mg national strategies, it is of crucial importance to conduct real consider-
natc;gn(; 1 tll:; :lcsc.)pe of the threat of biological terrorism both at the national and inter-

An objective view of the substance of the existing and the possibility of future
development and emergence of a form of biological terrorism constitutes a suffi-

..
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In addition, strategy must have an action plan which should enable the initial
work program for the practical implementation of the basic principles. The imple-
mentation of a non-proliferation of WMD strategy requires time and is therefore
essential to have action plans containing urgent and long term measures. Measures
for immediate action include implementation time required, political and legal
instruments for the implementation, and the expected costs of implementation.
However, there is not a political instrument, no “magic wand” that can solve the
problem, but there is the need for integration of multi-functioning strategy and
cooperation at the international level.

Finally, looking globally, the European and regional security environment mostly
depends on capabilities to positively direct political and security processes in this
area. It seems that in spite of all efforts made so far, Balkan countries have to do
much more in the field of protection from asymmetric threats than they do today.**

15.11 Conclusion

Biological terrorism as a phenomenon of modern times shows unpredictability,
fanaticism and cruelty which might be considered as significant threats to humanity
today. Bioterrorism can be a powerful factor in the destabilization of a country,
therefore it needs to be considered very seriously. Despite the fact that the NBC ter-
rorism was dominant throughout the twentieth century, it is certainly the main dan-
ger and a threat to humanity in the twenty-first century as well. Bioterrorism is a
specific security threat because it is characterized by a combination of high mortal-
ity rates, relatively simple method of production and the possibility of covert use.
Simplicity of the misuse of biological weapons is perhaps best demonstrated by
its definition as “the atomic bomb of the poor” because of the relatively low cost of
production. From the standpoint of terrorist organizations and groups, the use of
biological weapons brings more advantages over the conventional explosive materi-
als. Biological weapons produce a high level of mortality of humans, animals and
plants, very small amounts of pathogens can achieve a high degree of destruction
and they are relatively easily and quickly activated (released).The possibility of
permanent activation of the equipment that is necessary for production is inexpen-
sive and easily available. The trend of increasing casualties in terrorist attacks in
recent years suggests that terrorists are looking for new strategies, methods, weap-
ons and funds to make the effects of their attacks as large as possible. Plenty of
evidence suggest that the use of nuclear, radiological, and most of all biological and
chemical weapons is likely and that we should be prepared for such scenarios.
Biological “war” is quite possible, if not already our reality. The fact is that after the
spread of the contaminated letters in the US a biological war had officially started.
Those who meet it unprepared will face unforeseeable consequences. It is essential

“2Gtrbac Katarina, Evolving Asymmetric Threats in the Balkans, NATO Science for Peace and
g ASY.
- .~ ¢ T IT o and Caniatal DimamireVUnl R5 2010

15  Strategic Aspects of Countering Bioterrorism 2
25

that w A
e undertake a number of measures, means and procedures in order to have. as
’

much as possible, safe and bright fi i
ke 1ght future and reduce potential threats to the lowest
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