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Abstract The emergence of cyberspace and its growing militarization have trans-
formed the contemporary security environment, leading to the appearance of entirely
new forms of state activity within the international context. Parallel to the develop-
ment of the digital domain, the international order has begun to undergo signifi-
cant changes, triggering tensions between hegemonic powers and challengers of the
order. Within such a security context, cyber attacks have become an instrument of
hybrid warfare, with the targeting of critical infrastructure representing one form of
malicious activity. The increasing digitalization of state institutions and economic
systems, combined with the complexity of attack attribution and the emergence
of sophisticated state and non-state cyber actors, further accentuates the vulner-
ability of critical infrastructure, whose functioning constitutes the foundation of
state functioning. Given that disabling critical infrastructure may generate signif-
icant socio-economic consequences, strengthening its resilience has emerged as a
priority of modern state security policies. The Western Balkan states, character-
ized by limited material and human resources, face pronounced vulnerability in an
increasingly anarchic cyber environment. The geopolitical position of the region, as
well as the differing foreign policy alignments of individual states toward ongoing
international crises, have made them targets of coordinated cyber operations. The
aim of this paper is to analyze the resilience of critical infrastructure in the Western
Balkan states through case studies of cyber attacks on Montenegro, Albania, and
Serbia, which illustrate the structural deficits that small states face in the domain of
cyber security. The research employs a qualitative methodology based on a series
of case studies. The findings indicate a pronounced vulnerability of Western Balkan
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