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ITPVIMEHA AHAJIN3E COOUJAJIHUX MPEKA
Y NCTPAKUNBAIBVIMA OHTAJH
KPVUMNHAJIHUX ®OPYMA

Caxerak: Y pagy ce pasmaitipajy ocHoeHe Hociliaske 0 HYHKUUOHUCAY
KPUMUHATHUX IPYHA BUCOKOUIEXHONIOWKOT KPUMUHANA, KAGa CY KPUBUUHA
gena usspuiera Ha VInitepHeilly, Kao mecitiy, cpegciiey u metiu uU3spuieroa.
Lenosatrve oHnAjH KPUMUHATTHUX HOPYMA U TUPHUUTAAG, KAO HAJSHAUATHUJUX
06n1uKka opianusosara KpumuHanaua Ha VnitiepHeiiy, mosice ce, iopeg ociiid-
JIUX Metloga U TexXHUKd, UCTHPANUBAUU U UPUMEHOM AHANU3e COUUATHUX
mpesxca (ACM). ACM upegcitiasrpa KoHUelili U cKyi Meilioga u ilexHuKka 3a
uctipancuearee gpyuiiieenux mpexca. OHNAJH KPUMUHATHU Popymu iipeg—-
citiaemwajy ciieyuduuan obnux gpywitieeHux mpexca. Kpeupajy ux tiojequryu
{l08e3aHU 3ajegHUUKUM KPUMUHATTHUM AKTUBHOCTHUMA, HA OCHOB8Y KOjUX U3-
ipahyjy mehycobHe ogroce. Y pagy je iiokazan 0CHO6HU KOHUeilill, moiyhiHociiu
ipumene u ocnosHa meiipuka ACM kojom ce mosxce oiucattiu ClpyKidypa u
PyHKUUOHUCAre KPpUMUHATHUX Mpexca Ha VInitiepreitiy. Ogpehusare ynoia
liojeguHaya y Mpexu U wuxoso soyupare moxce iomohu opianuma 3akona
ga enuMUHULLY genosarbe hopyma u CaHKUUoHUuLy 0giosopHa nuya. Passuje-
HU copiiisep 3a tpukyilpare u obpagy tiogaiiaka onakuiasa ipumerny ACM
u omoiyhasa ananusy wupoxux mpexca ca éenuxkum 6pojem axiiepa. [aitiu
upumepu uctpaxcusarea uokasyjy wupoke moiyhnociiu tipumere ACM, ipu
uemy ce Jonasu go cazHara o CHAPyKimypu u Ha4uHy yHKUUOHUCAA OHIIAJH
KPUMUHATHUX Popyma, ogHocuma usmehy axitiepa, HAUUHUMA TAPAHCAKYU]A,
ouysarby toseperva U KibyUHUM AKiiepuma KPUMUHAIHE Mpedice.

Kibyune peun: ananuza couujantux mpexa, oHaAajH KPUMUHATHU (opy-
MU, KpumuHanre ipyie 8UCOKOULEXHONIOUKOT KPUMUHANA, CUUPYKILypa mpe-
e, UeHTUPATHOCTIL mperce.



236 Anbhenuja Byxuh

YBon

Cge Behn 6poj cryauja moce 2010. rogyHe, yKasyje ja cy robanmnsarm-
OHU IIpOLieCK ¥ KoMepLyjanmsannja VIHTepHeTa onpuHenn ga BMCOKOTEX-
Honowky KpumuHan (BTK), y Benukoj Mepn, nocrane opranusosaH. BTK je
JIOCTUTA0 HYBO HAIVIOHAIHUX IPUOPUTETA 1 IpropuTeTa MehyHapoznHe mo-
mutuke (Wall, 2017: 531), a OCHOBHM Pas3yIor Cy Be/IMKY PMHAHCHU]CKIU TYyOUIN
KOjuMa Cy M3/I0KeH) II0jeAVHIM, MHCTUTYLMje, KopIopauuje u gp>xase. Kao
nocneguua genosamwa BTK y 2018. rogunny, npoueﬂ)}{jze ce Jla HacTaju ryou-
IV M3HOCe TIPeKo Xmwbafgy Munujapau fonapa (1*10 ), na he 2019. roguue
ryouiy OMTH OKO JiBe Xu/bajie MUIMjapan fonapa, a 2021. rogyHe oKo IIecT
XI/bajja MUIMjapay OApa, of yera he mpeko Xxmmbagy Myvjapau 6UTy aH-
ra)koBaHo 3a cajoep 6e3begnoct (Forbes, 2018). Hajuspasutuju obnuk op-
ranmnsoBaHor BTK npezncTaB/bajy mierainy oHmajH KpUMUHATHU GOPYMHU U
Ha BJMa oopM/beHa TPKMIITA Ha KOjIMa Ce TPryje YKpaJeH!M HofjaiymMa
rpabaHa, 371oHaMepHIM cOTBEPOM, XapABEPOM, MHTETIEKTyaTHIM yCIyraMma
U IPYTOM HeJIeTaTHOM ,,p0OOM“ MOTpeOHOM 3a KPYMIHATHE aKTBHOCTY Ha
urepuery. Kpo3 ucrpaxupama OH/IAjH KpUMUHATHUX GopyMa [OLIIO ce
IO CasHama Jja Ce IhIXOBa OPraHM3alMOHa CTPYKTypa 1 OCHOBHY IIPMHIIN-
1y GYHKIVMOHUCAbA OMTHO Pas3/INKyjy Off TPAAMILIMOHATHIX OPraHM30BaHIX
kpumuHanaux rpymna (OKT), jep ¢popymu mmajy MpexxHy OpraHu3aIioHy
CTPYKTYPY ca crmabujoM xujepapxujom u Behom crernyjanmsanmjom Kagposa.

OwnJtaju kpyuMuHaaHKu Gopymu Cy criennpuydad 06K APYIITBEHUX Mpe-
a, jep MpeaCTaB/bajy CKYII IojefuHala Koju ¢y Meh)ycobHo roBe3aHu 3ajeq-
HIYKIM KPMMJHA/THIM aKTVMBHOCTIMA, HAa OCHOBY KOjUX CTYIajy y ofpehene
nHTepakuyje. IlosHaBame KJbyyHUX aKTepa U CTPYKTYpe OH/IajH KpYMMMHAI-
HUX opyMa O/aKIIaBa HaJJIeKHNUM IP)KaBHUM OpPTaHMMA HUXOBY eIMMU-
Halyjy ¥ CAaHKLMOHMCarbe OfaroBopHuX muna. Ca oBUM Iu/beM, IIOpef OCTa-
JIMX METOJA M TeXHNUKA, Y IIOC/IEIbUM JlelleH/jaMa Ce MHTEH3VBHO KOPUCTH
KOHILIENT ITO3HAT Kao aHajm3a counjanuux mpexxa (ACM) (Social Network
Analysis - SNA), Koju IpeficTaB/ba CKYIl METOAAa U TEXHUKA 32 OIMCUBAaIbEe
" KBaHTUUKALVjy ITapaMeTapa ApyLITBeHNUX (colujanHux) Mpexa (Serrat,
2017: 40). PazBojy ACM yMHOroMe je JOIIpMHEO pa3Boj Teopuje rpadosa y
MaTeMaTHIIM, Kao ¥ HapacTambe CHare pauyHapa Koju cy HoTpebHu 3a o6pany
Be/IMKOT 6poja noparaka. [Ipumena ACM y kpuMuHosnoruju gaje MoryhHocT
CTUI[aa Ca3Hama O aKTepyMa y KpMMMHATHUM Mpe)kaMma U Be3ama Meby
BVMa, UeHTUNKALVje MCTAKHYTUX aKTepa, IpolleHe TeHJeHIMja pa3Boja
U OfIP>)KMBOCTU MpEeXe U JIpyro. BuTHO orpanmyeme TaKBUX MCTpaXkKiBamba
je IoCTymaK IpUKyIUbakba IOofaTaKa Ha MPeXI, YiMMe MOTy OUTY yrpoxkeHa
IPUBATHOCT U IPYTa J/byACKa IIPaBa, OHOCHO UCTPAKMBatba Ce MOpajy pea-
JIM30BATH Y3 OfroBapajyhe 103BoIe IPaBOCYIHUX OpraHa.
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Y oBoM pajy cy nmpukaszaHu ocHoBM opranmsosama BTK, ca Harmackom
Ha QYHKIVOHNUCAkY OHJIajH HeleraTHNX GopyMa Kao APYIITBEHNX MPEXa,
matu ¢y ocHoBM ACM Kao KOHIIEITa 3a aHa/IM3y CKPUMBEHUX Mpexa Ha VIH-
TEPHETY, Kao 1 IIPMKa3 HEKMX UCTPaKMBambha 1 IbUXOBUX Pe3y/ITaTa O CTPYyK-
TYpU M [ielIOBalby KPUMMHATHUX TPyNa Ha oHMajH popymuma. OBaksa yc-
TpaXUBama JNOIPUHOCe 60/beM pasyMeBamwy CTPYKTYpe U (QYHKIMOHUCAbA
KPMMUHAHMX Tpyna Ha JVIHTepHery u moBehaBa ce MoryhHocT cympor-
CTaB/balba IbMIXOBOM J€/IOBAIbY.

Kpumnnanuu popymn Ha VHTepHETY

[Ipu pedunucamwy opranusosanor BTK y dokycy ucrpaxusama je jour
yBeK INMTame Ja /I HOBM OOMMIM peammsanyje KpyMuHamHux gema BTK
IIpefiCTaB/bajy OpPraHM30BAaHU KPUMMHAI WIM Ce KPYMUHAIHA Jela CaMo
M3BOJle HAa OPraHM30BaH HAa4MH, OJHOCHO Jia IV je TeXHOJIOUIKV HaIlpefak
CaMO OJIaKIIA0 M3BpIIEHe TPAAMLMOHATHIX 00/IMKa KPYMIHAJIA WIN je Jo-
IO IO CTBapara HOBOI Tajaca TPAAMIMOHATHOL, BUPTYAIHOT ¥ OpraHu-
3oBaHor kpuMuHana (Brenner, 2010; McCusker, 2012; Leukfeldt, Lavorgna
& Kleemans, 2017a). Behuna ucrpakmpava nox opranmsoanum BTK ne
noppasyMeBa fiesia y kojuma je VHtepHeT moMohHO cpeicTBo Koje ce Kopu-
CTV pany eUKacHMjeT N3BpIIeha, Beh 00yxBaTa caMo Jiena Koja He 6u 6110
Moryhe n3BpimuTy 6e3 ynorpebe Vurepaera (McGuire & Dowling, 2013: 4;
Yar, 2013: 10). Taxo ce mox mojmom BTK moppasymeBa o6nmk kpumuHa-
HOT ITOHAaIIama y cajoep mpocropy y kome ce VIKT u cuctemn, mpBeHCTBEHO
padyHapy 1 padyHapCcKe Mpexe, I10jaB/byjy Kao Wb, CPEICTBO U MECTO W3-
BplIIeha KPUBUYHOT fiea. To je HOBM OOIVK KPUMMHAJIA, Ylje U3BpIIeHe je
ycMepeHO pOoTuB 6e30eJHOCTY, ZOCTYITHOCTH I LIeIOBUTOCTY PadyHAPCKIX
CHCTeMa ¥ Mpexa, a 6e3 ynorpebe HoBux VIKT u VHTepHeTa TakBa fena He
6 6o moryhe usBpumty (Jpakymh n dpakynuh, 2014: 206).

Y sakonopascTBy Perry6ke Cp6uje He3aBUCHO Cy leyHUCAHY IOjMOBU
0pIaHU308aHU KPUMUHAT U BUCOKOTHEXHONOWKY Kpumuran. OBe geduHMLIAje
cy ycknabene ca fedunniujama 13 KonseHnuje YjenqumeHnx Halyja IpOTUB
TPaHCHAIMOHA/THOT OPTaHM30BAHOI KPMMMHAJIA ¥ JOIYHCKUX IIPOTOKOJIA U3
2000. rogmHe (3akoH o motBphuBamy..., 2001) n KonseHumje 0 BUCOKOTEXHO-
nomkoM KpyMuHany us 2001. roguae (3akoH o norsphusamy..., 2009). ITojam
opianusosaru kpumunan oppebyje ce y wi. 346. Kpusuunor sakonnka (K3)
KPUBUYHNM JIeJIOM ,,VAPY>KVBatbe Paiy Bpllerma KPUBUYIHOT Jea‘, Koje ce
CacTOjy y OpraHM30Balby IPyIle MWIN OpPraHM30BaHe KPUMMHAJIHE TPyIe Koja
MMa 3a Wb Bpllewe KpuBuuHux jena (Kpusnunnm sakonnk [K3], 2005). Iog
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0pIaHU308aAHOM KPUMUHATIHOM Ipyiiom TIOApasyMeBa ce IPyIIa Off TPV /M BUIIe
JmIa, Koja mocToju ofipeheHo BpeMe U fieyje CIIOpasyMHO y LM/ BpIIema
jemHOT MIN BUIlle KPMBUYHIIX Jle/la 3a KOja je IIpOoMcaHa Ka3Ha 3aTBOpPa Off ue-
TPV TOfIVHE VIV TeXKa KasHa, a Paiyl HeIIOCPEJHOT WJIV MIOCPEIHOT CTHUIAba
¢dunaHCHjcke man gpyre Kopuctu (wi. 112, cras 36. K3). Ipymy unne Hajmame
TpY JINIIA IOBe3aHa pajy TPAjHOT WM IOBPEMEHOT BPIlerha KPYBIUYHIX e/a.
He mopa fa nma feduHICcaHe yIore CBOjX WIAHOBA, KOHTMHYUTET WIAHCTBA
VIV pa3BUjeHy CTPYKTYpy (Wi 112, ctas 22. K3), a leHO OpraHmn3oBarbe 1Ma
3a )b Bpllee KPUBUYHIX flefla 3a Koja ce Moxke m3pehn kasHa 3aTBopa of
TPV TOJVHE YU TeXXa Ka3Ha (WI. 346. ctas 1. K3).

Bucokoitiexronowku kpumunarn je nepunucan Baxehum Kpusuunnum 3a-
KOHVKOM 11 3aKOHOM O OpPTaHM3alVjy ¥ HA[JIeKHOCTY AP>KaBHMX OpPraHa 3a
60p6y IPOTUB BUCOKOTEXHOIOUIKOT KpUMMHa/IA (3aKOHOM O OpraHM3alVjiL...
[BOHIOBTK],2005). Y rnaBu sBagmecet cemam K3 (wr. 298-304a), ka0 KpuBMUY-
Ha fiera BTK, HaBezieHa cy kpyBuyHa ieia MpoTUB 6e30eHOCTI padyHapCKIX
noziaraka: (a) omreherme padyHapCKUX IofaTaka v mporpama; (6) padyHapcka
caboTaxxa; (B) IpaB/berbe U YHOIICHE payyHapCKUX BUPYCa; (I) padyHapcka
npeBapa; (1) HeoBnmamheHy NIPUCTYH 3alITMheHOM padyHapy, padyHapcKoj
MpeXU 1 eJIeKTPOHCKOj 00paau noparaka; (I) crpeuaBarme u orpaHn4aBame
IPUCTYIA jaBHOj padyHapCcKoj Mpexs; (e) HeopnamrheHo kopuinheme pady-
Hapa WU padyHapcke Mpexe; (3K) IpaB/beibe, HabaB/barbe 1 JaBambe APYroM
CpeficTaBa 3a U3BPILIeHhe KPYBUYHIX Jie/a IIPOTHUB 6e30eHOCTI PauyyHaPCKIX
noparaka (K3, 2005). Y wnany 2 30HJJOBTK pedunncano je ga: “Bucoxoiiiex-
HOZMOWIKU KPUMUHAJ TIPEACTaB/ba BPIIemhe KPYBUYHIX fea KOf| KOjJX ce Kao
objeKaT WM CPeACTBO U3BPILIEHa KPUBUYHIX JIe/Ia jaB/bajy padyHapu, pady-
HApCKM CUCTeMU, padyHapcKe MpeXke ¥ PauyHapCKM IOfaly, Kao U HBIXOBU
IPOM3BOAM Y MaTepyja/IHOM WIN elIeKTPOHCKOM 06/uKy. ITox nmpousBopgyma
Y €eKTPOHCKOM OO/MKY IOCeOHO ce TOoApasyMeBajy padyHapCKM IIPOrpaMu
U ayTOPCKa Jlefia Koja ce MOTY YIOTPeOUTH Y eeKTPOHCKOM 06/muKy“. OBa fiBa
oppebema BTK cy BrcokokopenaTyiBHa ¥ YuHe jefMHCTBEHY LIeTIMHY, jep Of-
pebyjy BTK ca craHoBuInTa MecTa, 111/ba U CPEACTBA U3BPILIEHHA.

B1cOKOTEXHOMOMIKM KPYMMHAJL jeé TIOCTAa0 OPraHM30BAHM)M M Ca €MIIN-
PVjCKY TOTBpHeHNM IpeTIIoCTaBKaMa O HOBOj IIOfIe/N IOC/IOBA I IIOCTOj Ay
OpraHM30BaHMX TPyIa KPMMMHA/IANA 32 M3BPIIeHhe KPUMUHATHIX Pafbu Y
BUPTYa/IHOM CBETY, OfHOCHO Ha VIHTepHeTy 1 y cajoep nmpocropy (Brenner,
2002; Grabosky, 2007; McGuire, 2012; Lusthaus, 2012; Yar, 2013; Leukfeldt,
2015; Wall, 2015). MHOrM MCTpaXKuBauu yKasyjy Ha MOCTOjarbe PasImanTIX
TUIIOBA OPraHU3AIMOHMX CTPYKTypa ykbydeHux y BTK u Ha ocHOBY TOra
ra cBpcraBajy y opraumnzoBany kpumunan (Williams 2001; McGuire 2012;
Grabosky 2017), mro Huje y ckapy ca gepMHUIMOM Koja je, TOCPEACTBOM
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onpebema 1ojMoBa opiaHu308aHA KPUMUHANHA IPYTia U THexaK 37104UH, TaTa
y Kousennuju YH (3akoH o motBphuBamy..., 2001). [Ipyru ncTpakupauu cy
KPUTUYHU)U ¥ CMATPajy Ja He IIOCTOje YBPCTM JOKa3M Jla Ce€ HallpaBy aHa-
noruja mnaMebhy opranmsoBanor kpummHana u BTK; ocrasmajy moryhHocT
dbopMupama KpMMIUHATHUX IPYIIa y cajoep MpOCTOpY, aly CMaTpajy fa OHe
Hehe 61Ty oHmaju perrmmka Tpaguyonananx OKI (Wall 2005/15; Lusthaus
2013; Leukfeldt, Kleemans & Stol, 2016; Lavorgna, 2018).

Kpumunanue rpyne BTK, yrnaBHoMm, HMCYy OpraHmnsoBaHe Ha Tpaju-
IVOHa/IaH HauuH, Beh flenyjy kao mabaBe OHIAjH MpeXKe KOje Cy KpaTKOT
Tpajama. Behu crenen xmjepapxmje je HOCTUTHYT KOJ OHJIAjH VIIETATHNUX
TPXKUILTA, YMMe ce IocTIDKe Behe moBepeme KnjeHaTa, 60/be yIpaB/bame
M CTaOM/THOCT TP)KUILTA, /1M je OBaKBa OpraHM3alyja OCeT/bBYja Ha Jiej-
crBo nomunujckux oprana (Holt, 2013; Lusthaus, 2013; Holt, Smirnova,
Chua & Copes, 2015). ITopen mpexxue komnonente BTK, y mojegnuum
Clly4ajeBuMa, OpraHusanyje uMajy U jake BAHMPEXHe U JI0KaTHe KOMIIO-
HeHTe!, jep KpYMUHAJIIY YeCTO OfITy4e Ja pajie ca BbUMa MIO3HATUM 0coba-
Ma, 13 KOMIIMIYKa WK LIKOJIe, Y/Me ce IojayaBa Mehyco6HO moBepeme u
usrpabyje 3aTBOpeHOCT cucTeMa IIpeMa HaJJIeKHUM JIP>)KaBHUM OpPTaHMMa.
OBakBOM CTaTyCy OpraHusalyje JOIPUHOCU U KOPYIIIINja, IT0Ce6HO Ha JI0-
kanmHoM HUBOY (Lusthaus & Varese, 2017: 1).

Kpumnnanuu ¢popymu umajy BakHe ynore (PpyHKuuje) y akKTUBHOCTIMA
KPYMMHATHUX MpexXa, a HajsaxHMje cy (Wehinger, 2011; Hutchings & Holt,
2014; Leukfeldt, Kleemans & Stol, 2017b): coyujanta ¢pynxuyuja — na bopymy
ce KpMMMHA/ILU MOTY cacTajaty, (GOpMMpaTy caBe3e MIN JOTOBapaT yCiIy-
re; pyHKyUja yuerba — BPIIM ce pa3MeHa MHPOpMaLuja U Aene crenydudHa
CTpy4Ha 3Hama Mehy KpUMMHaIINMAa; WpHUWHA PYHKUUja — jeTHA Off TIPU-
MapHUX (pyHKIMja Koja oMoryhaBa mjerajHO TProBamwe pasInduToM pobom
n nadopmannjama. Popymn 1 Ha BUMa GOpMMPaAHA OHJIAjH TPXKUIITA IMAjy
pasnmmunTe JTOKaIuje n JOCTynmHOCT Ha VnTepHery (Wehinger, 2011: 210):
JIETUTVIMHE BeO-CTpaHNIle KO MamblX Y Malbe KOHTPOIMCAHUX IIPOBajfiepa;
npeysety GopymMu Koju Cy paHMje UMaIM IPYTY HaMeHY U BUXOBO IIPOIIN-
peme 3a KpUMMMHA/IHEe aKTMBHOCTY; AVPEKTHE BeO-CTpaHMIle JTOLMpaHe Ha
ny6okoj mpexxu VIntepueta (Deep Web); orBopenn ¢popymu Kopi Mame I0-
3HATHX IIPOBajAepa y 3eM/baMa ca MalbOM KOHTPOJIOM 1 C/TabujoM 3aKOHCKOM
pery/naTuBoM; 3aTBOpeHM GOpyMH, OPraHM30BaHM Kao M OTBOPEHN, i ca
OTPaHMYEHMM U KOHTPOIMCAHUM YIaHCTBOM.

1 Pymyncku rpap Pamuuky Bamga (Rdmnicu Vélcea) je mpumep mose3usama KpUMMHA/IAla Ha MPEXU 1
Ha JIOKa/IHOM HUBOY. Y oBom Tpapy ce xmwpbaje byan 6aBu OH}'IajH IIpeBapaMa 3aCHOBaHMM Ha OIVIalllaBaiby
Ipofiaje TaXXHMX IPOM3BOLA ¥ KOHTAKTUMA Ca )XPTBaMa pajii CTuIamba nosepema. JKprse cy rpabanu CAJ]
" ApyTuX 3alajHUX 3eéMajba. Ymnara p06e BpuIM C€ Ha padyHe Yy 3allalHMM 3€Maj/baMa, HOBall npeysMMajy

MHOCTPAaHM TUMOBHU (,MyJle 3a IpeHOC HOBLA®), a ¥ PyMyHUjy ce MCTM IpeHOCK MOCPENCTBOM areHuuja 3a
npenoc Hosua (Lusthaus & Varese, 2017: 5).
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dopymm mpencrtaBmajy crenyuduyaH OOMMK APYLITBEHNMX MpeKa.
YonmTeHo, coryjantHa (IpymTBeHa) MpeXka je CKYII COLMjaTHO pelleBaHTHIX
YBOpPOBaA KOje MoBe3yje jeflaH MM BUIIe OfHOCA, I7ie Cy YBOPOBY (YIaHOBU
MpesKe, aKTepH) jelMHNIIe YMjy ce OfHOCH IpoydaBajy (Marin & Wellman,
2011: 11). OBO cy KapaKTepUCTUKe U KPUMMHAIHUX Mpexa y cajoep mpo-
CTOPY, jep Cy OHe CacTaB/beHE Off MHOIMX aKTepa — CapaJHMKA KOjU MMajy
pasmuuute ynore u koju msrpabyjy cnenuduune ognoce (McGloin & Kirk,
2010: 170). Tpeba HarmacuTu fa KpMMUHATHE MpeKe HICY, jeJHOCTABHO,
[IpyLITBEHE MpPeKe Koje IeNyjy Y KPUMMHATHOM OKpY>Kemy. OKpysKeme Kpu-
MMHa/JTHUX MPeXa je CIOKEHO U YK/bydyje Ae/loBaibe KOHKYpPeHIVje U II0-
nunyje, 360T yera ce y KpMMUHATHUM MpeXaMa 3aXTeBajy U crenyduiHe
UHTepakuuje yHyTap u usBa Mpexxe (Morselli, 2009: 9; Neto, 2017: 181).

Crnenuduunoct ¢opyma, b6ap oHmux ca musrpaheHujom cTpykTypom,
OI7lefia ce y MOCTOjalby YHYTpAIIlbel MeXaHNM3Ma 33 Peryaanujy M KOHTpPO-
JIy TIOHAIlIalba K/MjeHaTa. Y TOM LM/bY IIOCTOje XMjepapXMjcKu IOCTaB/beHe
CIlenMjaIM30BaHe yIore: Ha BpXy Cy af/MVHUCTPATOPY VM TUM CTPYYHMX JINIA
ca COQUCTULMPAHUM 3HamMMa (TeXHU4Yapy, IpOrpaMepy, KpUITOAHAIN-
TIYapHu), CIefie MOCPeTHUIN, OPOKepH, a 3aTVM M OCTA/IM YIAHOBU, YK/bY-
gyjyhu u npenocaue Hosua (money mules) (Yip, Shadbolt & Webber, 2012:
60). PykoBoayonyn ¢opyma 3afip)xaBajy XujepapXujcKi CICTeM YIpaB/bamba
Kao OCHOBHU CHCTeM pykoBobema, jep TuMe 06e36ebyjy Behy edukacHoct
pana n octBapyjy Behy KoHTpoy Hazt popyMOM, YIIPKOC OTTAaKIIAHOM OTKpPH-
Bamby OfI CTpPaHe OpraHa romema. 3a paslnKy of Mpexxa Ha VHTepHeTy Koje
ce yobu4ajeHO HasWBajy ApylWITBeHNM Mpexxama (Hip. Pejcobyk), y mopsem-
HUM (opymMmMa obpasal; KOMyHUKAIVje je KOAVPAH M Cafp>Ku JUHAMUY-
He OfIHOCe TIOBepema KO, MIHaye, HeITOBEP/bUBIUX CTPaHaKa — KPYMIHAIALA
(Motoyama, McCoy, Levchenko, Savage & Voelker, 2011: 72).

MpexxHa opraHusanyja KpuMMHaTHNX opyma y cajbep mpocTopy je
npuxsaheHna u noTBphena ncrpaxnpamyuMa 6pojHux ayrtopa (Yip, Webber
& Shadbolt, 2013; Wall, 2015; Leukfeldt et al., 2017b), anmu cy jomr yBek He-
JIOBO/BHO IIO3HATM OfJHOCK YHYTap IPyIa, Ha4MHU (PYHKIMOHNCAmba, @ I0-
ceOHO ITIaBHM aKTepy U HUXoBe nokanuje. Ilonsemuan dopymn un Ha myMa
¢dbopMmpaHa TPXKUILITA, CMaTpajy ce HajopranmzoBauujuM obmikom BTK u
yIITaBHOM QyHKUMOHNUIIY Kao Be6-cTpanuue * (Lusthaus, 2013: 57). OBakBe
MpeXxe MOTY VIMaT! 1 HEKOIMKO XVW/baJd YMPEXEHNX IOjeiluHala OKYII/be-

2 TIlpouemenn 6poj HeMHIEKCMPAaHNX BeO-cTpaHua Ha VIHTepHeTy, Ha MpeXH Koja je o3HaTa Kao 1y6oKa
Mpesxa (Deep Web), morao 61 ga 6yme 400 o 500 ryta Behu o 6poja MHIeKCHpaHNX Be6-CTpaHMIIa CMELITeHNX
Ha flospuiunckoj mpesxu Viareprera (Surface Web). Ha camo 60 mopsemuux Deep Web nokanuja 4yBa ce 0ko
40 myra Beha Maca mofraTaka Hero Ha CBMM JIeTa/THYM NOBPIIMHCKIM JIOKALMjaMa; »gy6oka mpesca VIHTepHeTa
YjelHo je 1 ieroBa TaMHa cTpaHa Koja iera” (Sui, Caverlee & Rudesill, 2015: 6).
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HUX y Mame noaprpyne.’ VcnntuBame CTPYKType KpUMMHATHNUX GopyMa,
BVXOBOT (PYHKIMIOHNCalba 1 YJIOTa Y JIOKallMja II0jeiMHalla, IIPefICTaB/ba I10-
ce6aH u3a3oB 3a npuMeny ACM, 1ITO MOXe TOBECTU U JIO Xalllleha K/byd-
HUIX [TOjefiyHalla I Tallema Gopyma.

AHanusa conmjaTHIX Mpexa

AHanM3a conMjaTHUX Mpe)ka MMa KOpeHe Y ICTpaKUBamlMa Koja Cy Bp-
meHa jour 30-TVX roAMHA IPOLIIOT BeKa, i 6p3 pasBoj ACM nountse 70-Tix
ropuHa XX BeKa 1 Y MaTeMaTMUKOM CMMICIIY Ce OC/Ialba Ha Teopyjy rpadosa,
ay pauyHapcKoM — Ha Mohze pauyHape (Zhang, 2010: 25). ACM ce yrmaBHOM
feduHMIIE Kao MamMpame 1M Mepeme OfHOCa M TOKOBa MH(popMamuja
usMeDhy nojeguHana, rpyma, opraHusaiyja, padyHapa WM Ipyrux cybjekara
nHpopMarmonux npoueca (Can & Alatas, 2019: 3). [lanac je ACM r1aBHM
KOHIIEIIT KOjJi ce KOPVICTY Y IIPOyYaBamby OpraHM3aLMOHe CTPYKType HeKpu-
MIHAJTHVX Y KPUMVHA/THIX [IPYIITaBa, OPTaHN30BaHMX OKO ofpeheHx ogHo-
ca u Koju unte Mpexy* (Morselli, 2009: 2; Neto, 2017: 180).

Y cymrrnan, ACM Huje popmanHa Teopyja, Beh IpucTyn 3a MCTpa->KuBambe
IPYIITBEHNX CTPYKTYpa, 300T Yera ce 4ecTo HasMBa M CTPYKTYpHA aHA/IN3a
(Serrat, 2017: 40). ACM je Bu1e of CKyIla METOJia — TO je OpUjeHTalyja Ha pasy-
MeBambe JbYCKOT IIOHAIIaba Koja ce (OKyCHpa Ha B&XXKHOCT PYIITBEHUX OJHO-
Ca, aJIi je M CKYTI ajIaTa Koju oMoryhaBajy MCTpa>kuBarbe JPYLITBEHNX OHOCA U
wIxoBux nocnegyia (Neto, 2017: 183). ACM carefjaBa gpyIITBeHe OHOCE Ha
HAUMH KaKo je TO TeUHMICAHO Y TEOPHjI MPeXKa, IPY YeMY Ce MpeyKa CacTOju Off
4yBopoBa (nodes) 1 Be3a (ties). YBOpOBU Cy HOjeMHAYHY aKTepy YHYTap Mpexa,
a Bese cy ogHocu n3Mebhy akTepa (HasnBajy ce 1 MBMIle, KOHEKIIVje VIV MHTePaK-
nyje) (Lu, Luo, Polgar & Cao, 2010: 33; Marin & Wellman, 2011: 11). Bese mory
OUTV Pa3IMYNTOr MHTEH3UTETA Y OfpaKaBaTy pas/rduTe TUIIOBE OffHOCA (IIpu-
MaIHOCT TPYIIN, IIPUjaTe/bCTBO, CAPAJHNIITBO, POLOVHCKI OTHOC) WIN BIIXOBE
koMOuHaryje. TpaauiMoHamHO IpoyYaBakbe APYIITBEHNX MpPeXKa 3aII049MEbe O
aKTepa I CTPYKType U BOAM IIpeMa IBIXOBMM offHOcuMa, a ACM mporec 3ano-
YJEbe Off OIHOCA ITojefiMHala (YI/IABHOM HENIO3HATVIX), HA OCHOBY KOjUX CTBapa
CTPYKTYPY Mpexe 1 ofipehyje yore 4iaHoBa.

3 Ha mpumep, 3a dopym Infraud, xoju je Mehymapogsom momuumjckom akiujom yraurex 2018. ropuse,
cyMma ce Jia je 6uo jemau off Hajehux HeneramHux gopyma mo 6pojy wianosa (61m3y 11 xupaja WiaHOBa).
Munncrapcerso npasge CAJl mpernocrasba Aa je GOpyM OAroBopaH 3a rydurke Buiue of 530 MuInoHa
ponapa (MuHNCTapCTBO yHYTpalmux nocnosa PC, 2018).

4 Jlanac je TO mocTama O6MacT MCTpaKMBama Koja MMa CBOjy MehyHapopny opranmsanmjy (INSNA -
International Network Social Network Analysis, USA, dopmupana 1977), ucTpaxuBauke LeHTpe, LieHTpe
3a 00yKy, 4acolnce, Ha JieceTyHe ylIOeHMKa, Kao 11 pasBujeHe coTBepcKe ajare, MOCeOHO [M3ajHUpaHe [ia
O7IaKIlajy NPUKYI/batbe U aHA/MN3Y CTPYKTYPalTHUX MOflaTaKa IIPM Peanu3aliji KOHKPeTHIX UCTPAXKUBakba.
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Y ncrpakuBamy OH/IajH KpUMIHATHUX popyMa, pesynrat ACM omoryha-
Bajy [ja ce KBaHTU(UKYjy 11 BU3YeTHO NPUKKY MHPOpMaLMje ¥ TapaMeTp O
BE/IVIKMM OHJIajH KPMMMHA/IHUM MPeXKaMa ¥ KOMIUVIEKCHMM OJHOCKMA IbJXO-
BUX aKTepa. [IpoyyaBameM pasMeHe MHPOpPMaIVja, 1 YOIIITe KOMYHUKALVje
Ha OBUM MPE&XaMa, MOTY Ce M3BECTU 3aK/by4llM O CTPYKTYPy MpPeXe, UIEeHTH-
¢uxoBary rmobamHM obpacuy noHanrama 1 crehu yBuay y mehycobHe ogHoCe
axtepa n wrxose yrnore (Holt & Smirnova, 2014; McGloin & Kirk, 2014; Serrat,
2017). ITpu mpoyuaBary OpraHu3aloHe CTPyKType, mpumeHa ACM ofakia-
Ba pasyMeBamhe YTUIIaja MojeMHalla, CTPYKType KPYMIHA/IHIX OpTraHu3anyja
I KPUMMMHAJTHOT JPYIITBEHOT ITOHAIIAMka, A/l je HajsHadajHMje Ia MoXKe OuTH
KOPMCTaH ajlaT Ha/I/IeKHUM OpTaHMMa 33 CMAIberhe KPYMIHAIUTETA. °

[Toctynmak ACM nipu uCTpa>kuBamby OHIAjH (popyMa cafpyKii HEKOIUKO J10-
TMYKIX KOpaKa: IPMUKYIUbakbe MofjaTaka ca (JopyMa I BIXOBO pasBpCTaBambe
y 6uHapHy Matpuiy nosesaHoctu (0-1, ;Ba 4Bopa Cy IoBe3aHa MU HICY I0-
Be3aHa) U MaTpUIly MHTeH3NTeTa Be3a mim jorabaja; uspauyHaBame KBaHTHU-
TaTMBHUX ITapaMeTapa IojeflrHala ¥ KOMIIETHE MpeKe; BU3yenn3aliuja Mpe-
e (coumorpam) u kBajmraTuHa aHammsa (McGloin & Kirk, 2010: 172).

[Ipukympame mofjaTaka 0 KpMMMUHaIHOj Mpexn (popymy) mpepcrasba
u oce6aH npobem y crposobhemy mocrynka ACM, a Bpum ce aHamM3ama
HOIUIIVjCKMX €BUMIeHIMja, PAasTOBOPMMa Ca IIOYMHMOIIMA KPUBUYHUX Jiea
VUYL )KPTBaMa, CHYMambeM KOMYHMKAI[Vja KpYMIHA/ala vy npahemeM mu-
XOBMX aKTMBHOCTU Ha VIHTepHeTry (Motoyama et al., 2011; Yip et al., 2013;
Holt & Smirnova, 2014; Rechavi, Berenblum & Maimon, 2018). 36or Hapy-
IIaBama /byACKMUX IpaBa IPMMEHOM HaJ30pa U CHMMameM KOMYHMKaIuja
Ha VHTepHety, y Cpbuju HajmexxHy gp)aBHU opranu (mommuuja, besbep-
HOCHO-MH(pOpMaTMBHA areHIuja, BojHoOe3bemHOCHA areHIyja) MOTy Bp-
IINTY CHUMAalbe IofjaTaka caMo 110 ofobpemy HajiexHor cyza. ITomamu o
KPMMUHATHO] MPEXJ MOTY Ce NPUKYIUbATH CaMo IO Ofo0Opemy cyauje 3a
IpPeTXONHM NOCTyHmaK (3akoHMK O KpuBMYHOM mocTynky [3KII], 2011).
[Tpukymbame, CHIMMame U Hajg30p KOMYHUKalMje Koja ce o0aB/ba IIyTeM
TeleOHA VIV APYTUX TEXHUYKUX CPEJCTaBa MM HAN30p €IeKTPOHCKe
WIN IpyTe afpece OCYyMIbMYEHOT, MOXKe TpajaTy HajBUILe LIeCT Mecey (4l
166-170. 3KII). OBakaB HaJ30p KOMyHMKaI[Mja Ce MOXKE OffPEfNTH, IOpes
Apyrux, u 3a KpunyHa gena BTK, kao mto cy: omrehemwe pauyHapckux mno-
mataka u nporpama (wr. 298. cras 3. K3), pauynapcka caboraxka (wi. 299.
K3), pauynapcka npesapa (wr. 301. craB 3. K3) u HeoBnamhenu mpucryn
3amTnheHoM padyHapy, pauyHapCKOj MpeXXI 1 eIeKTPOHCKOj 0O6paju mopa-

5 Hapexsu opranu sa OTKpuBame, KPMBUYHO romerbe U cyheme 3a kpusuuHa fena BTK y Cp6uju cy:
Ioce6uo Tyxumamtso 3a BTK, Cryx6a 3a 60p6y npotus BTK u B cyn y Beorpany koju je Hagnexan 3a
tepuropujy Penry6nuke Cpbuje (30HIIOBTK, 2005).
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taka (1. 302. K3) (3KII, 2011). Ha oBaj HauMH je cTBOpeH IpaBHM OKBMP 32
npuMeny ACM y OTKpuBamy KpYMUHATHUX MpeXka Ha VIHTepHeTy, amu u
IpyruxX 06/1MKa OpraH130Bamba KpUMIHAIALIA.

Opn pasBujeHNX TeXHMKA 32 IPUKYIUbabe MOJaTaKa O KpUMIHATHIM Mpe-
»kama Ha VIHTepHeTy, Kao HajsHauajHuje ce u3zBajajy (Canali, Colajanni &
Lancellotti, 2011: 2-9):

(a) Ananusa mpexctoi caobpahaja (Network traffic analysis) xao mpouec
CHUMama, Iperefama 1 aHaIM3Mpama MpexxHor caobpahaja y cBpxy npu-
KyIUbalba IOfjaTaka 0 KoMyHuKalujama nsMehy xopuchuka. ¥ ACM kpu-
MUHATHUX PopyMa, Hajuenthe ce MpUMerbyje TEXHMKA ,IbYIIKamwa" (sniffing),
KOjOM Ce BpIIM CHUMambe ofpeheHux caip>kaja Ha MpeXxu, a 3aTuM ce MHpop-
Malije aHaM3MPajy ca Ly/beM YIapyBamba KOPUCHIKA MpeXXe IpeMa cajp-
ajy KoMyHMKanyja. Ca IpaBHOT acIIeKTa, II0CTOje OTpaHNYeha Y IPUMEHN
TeXHIIKe, jep ce yrpo>kaBa IpuBaTHOCT rpabhana.

(6) Ag-xox atnuxayuja (Ad-hoc applications), kao ammmkanuja tpeher
ydecHuka (third-party applications), 3noynorpe6/paBa nHTepdejc 3a mporpa-
Mupame amukanyja (application programming interface - API) n nmpukyrba
nHpOpMaIje ca perncTpOBaHNX KOPUCHNYKUX npoduna. IIpobnemn Besa-
HJI 32 IPMBATHOCT Y IPUKYIUbalby IIOJATaKa OBJle He II0CTOje, jep KOPUCHUIIN
CaMOBOJ/bHO Kpenpajy npoduie Ha Mpexxama (HIp. Pejcbyk) u mpuxsarajy
MoryhHocT ryburtka nHpopmanuja. TexHuka nma 06jeKTMBHEe HefOCTaTaKe
u pebe ce kopucru.

(B) Texnuka wiysarwa (crawling) npencraBba MHIEKCUPalbe aKTepa Mpe-
Xe, Tonasehu off Mo3HATHX YWIaHOBA MpeXXe U OTKpuBajyhu ocrase 4iaHOBe
Kpo3 BelMKy O6poj utepannja (Kopak-1mo-Kopak), aume ce rpad Mpesxe IUpH.
3a OBy TeXHUKY je pa3BMjeHa 3aBUHA COPTBEPCKA MOAPIIKA, YaK 1 32 HOBE
wiaTopme, Kao IMTO je pauyHapcTBO y obmanuma (cloud-based crawling)
(Canali et al., 2011: 6). CodrBep omoryhasa 6pxu mpoliec MPUKYI/barba
HofjaTaKa, u3beraBame KOHTpaMepa KpMMIHAIHUX (GopyMa U IIPUMEHY MO-
fynapHor copTBepa KOjuM ce, y3 Mamba IpuiarohaBarma, MOTy IPUKYIUbATH
HOfjally U3 BUIIIE KPYMIHATHUX Mpexa.

Tlo6ujenn mogany ce ga/be KOPUCTE 3a M3padyHaBarbe IIapaMeTapa Ioje-
AVHALA ¥ Mpeke. 3a aHAINM3y MpPeXe y LEeIMHU IOTPeOHO je OfpennTu
K/by4He MpeXXHe MeTpMKe 3a HIBO 4Bopa 1 HuBo Mpexe (Kim, Choi, Yan &
Dooley, 2011; Carrington, 2011; Johnsen & Franke, 2018).

Ha HMBOy 4BOpOBa, HajBXHUjU IapaMeTpPy OFHOCE Ce Ha I|eHTPATHOCT
YBOPOBA KOja Offpa>kaBa BaXKHOCT I10je[HIIX YBOPOBA, & OCHOBHE METPUKE CY:

e  cremneH ueHTpanmHOCTU (degree centrality) xao Mepa Koja IOKasyje

6poj JUPEKTHO II0Be3aHNX YBOPOBA ca IIOCMaTpaHUM YBopoM; Behn



244

Anbhenuja Byxuh

CTeIleH IIeHTPATTHOCTH yKa3yje Ha BaXKHMje YBOPOBe U TIOjeiuHIle ¥
MPEeXI I OHM Cy BU/BMBUjU TP BU3yenusanuju mpexe (cnmka 1,
4BOp 6);

uenitipanHociti usmehy tiogipytia (iiogmpexca) (betweenness centrality)
omoryhapa npuenTuduKanujy YyBoposa Koju ce Hajuemrhe 1ojaBibyjy
Kao MOCPeJHMIM Y KOMYHMKAI[MjaMa, IITO Cy U claba MecTa y Mpe-
X1 360r MoryhHOCTM Ipeknsia KOMyHUKaIMje; aKTepy ca BICOKOM
betweenness BpemHoIIhy MMajy BakKHY Y/IOTy Y MP€XKU, OHI YITABHOM
HeMajy LIeHTPaTHO MeCTO y MPeXI HUTH y IIOATPyIaMa Mpexe, Beh
ce Haslase Ha nepudepuju Bullle IOATPYIA ¥ OUTHO yTIYY Ha OFHOCEe
usmeby apyrux uyBoposa (cnuka 1, 4Bop a);

ueHtlpanHocii tio 6nusunu ueoposa (closeness centrality) mpencraspa
npoceyHy 61m3uHy (yAa/beHOCT) MOje;UHOT aKTepa Off OCTAaINX aK-
Tepa y MpeXXu Wiy 6p3VHy KOjoM ce MOTY BOCTVOY CBU OCTayu 4YBO-
POBM y MpPEXU; BUCOKA BPEHOCT OBe METPUKE je TUIIMYHA 33 YBO-
poBe Koju ¢y 61m3y LieHTpa moarpyma y sehoj Mpexxu, a akrepu ca
BIICOKOM closeness BpegHOIINy Cy BeoMa yTHI[ajHV HAa HUBOY MOATPY-
IIa ¥ Matbe YTUIAjHU Ha HUBOY L[eJIe MpeXe.

Cnuxa 1. - Ilpuka3s 0CHOBHMX MeTpUKa YBOPOBA U MpeXKa °

Ha HuBoy Mpexe, ocHoBHa MeTpuKa je (Kim et al., 2011; Carrington, 2011):

ryctuHa Mpexe (network density) — ogHOC 6poja OCTBapeHMX Be3a
npema Opojy yKymmHo Moryhux Besa y Mpexxu (6poj jeHaK Vi Mamu
Off jejaH); TYCTMHA Mpeke HajBehe BPeHOCTM ,jeaH” 3Hauu fia Cy
CBU YBOPOBU Y Mpexu MehycobHO mupekTHO moBesanu (cmmka 1,
nopMpexa A);

6 IlpukasaHa je OCHOBHA MeTPMKA YBOPOBA I MPEXKa, Ifie je: a — YBOP ca BUCOKOM betweenness Bpenuouhy,
6 - uBOp ca BUCOKOM degree BpenHoiuhy, A - mogmpexa HajBehe rycTiuHe U HajMarbe LieHTpaau3anyuje, b —
HOIMpeXKa HajMarme IycTHHe U HajBehe LeHTpanusanuje (me6/pMHA /IMHMja O3HAYABA MHTEH3UTET Bede, a
Be/IMYNHA KPYTa — 3Ha4aj YBOpa).
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®  yenitipanuzayuja mpexce (network centralization) — Mepa Koja Io-
Kasyje CTelleH OPraHM30BAaHOCTU Mpeke OKO ofpeheHnx 4BopoBa;
HajMamy CTelleH LIeHTpay3anije je IMOCTUTHYT aKo CBYM YBOPOBU
UMajy jemHaK 6poj Besa (mopMmpexa A), a Hajpehu cTereH IjeHTpa-
Nu3aluje IOCTOjU 3a 3BE3JJaCTy CTPYKTYPY MPEXe, T/i€ je jeflaH YBOp
u3pasut 1o 6pojy Besa (mogmpexa b);
e cnoxenocil mpexce (network complexity) — npencraspa Mepy (6poj)
OCTBapeHMX OfHOCA YHYTap Mpeyke, OfTHOCHO C/IOKEHOCT MpeKe 3a-
BUCH Off 6poja YBOPOBA I CTEIIEHA IIIXOBE TOBe3aHOCTH; Behe n crio-
JKeHIje Mpeske 3aXTeBajy Behn cTeneH KoopAMHanMje ¥ Halopa fia ce
MICTa KOHTPOJINIIIE.
[Tpumena ACM 3axTeBa 06pajy 1 aHa/MM3y BeIMKOT Opoja mozaTaka (amm
U IbUIXOBO IIPUKYIUbalbe, CeNIeKIjy U KIacuUKaLjy), U3padyHaBarbe BUIIE
IapaMeTapa YBOpPOBa U MpeXXe U pa3He popMe Busyem3aluje, 3a ITa je 1no-
TpebaH ajfiekBaTaH cO(TBEP U APYIM padyHApCKM anaTi. 3a morpebe mpu-
CTyIIa Be/IMKOM Opojy IofiaTaka U ’bIUX0Be 00pajie, pasByjeHo je MHOIITBO
coprBepckor amara ACM’, a Behmua mpyxa moryhHocT m3padyHaBama
CBMX IOTPEeOHMX METPMKA, BU3YeIU3aljy MpeXXa ¥ OTKpUBambe IOAMpeXKa
U K/bYYHUX aKkTepa. MebhyTum, unrerpanuja copraepa sa ACM moxe fjoBe-
CTU IO KpllIerka eTUYKMUX 1 IPaBHUX HOPMY, LIITO 3aXTeBa U Kopuirhemwe y
CKJIaJly ca 3aKOHOM.

ITpumepu npumene ACM y ucTpakuBamyMa OH/IajH
KpUMMUHATHNX popyMa

[TpumeHom ACM MOTy ce MCTPaKMBATY PasinduTe 0COOCHOCTI KPUMU-
HaJTHUX MpeXa y cajoep IIPOCTOpY, @ Y OCHOBY Cy IIPBEHCTBEHO CTPAKMBaba
BIXOBNX CTPYKTypa 11 Be3a Mel)y wianosuma. To unHM 1 omasuinTe 3a care-
llaBambe PYTMX KapaKTEPUCTHUKA, Kao IITO CY: MOJe/Ia II0C/I0BA, HAYVHY IIPY-
CTyIIamba, IOHAIllabe YIAHOBA, IIOCTYIIIV TPAaHCAKIIMja, OYyBambe I0BEpema I
apyro. Pagu nnycrpaunje npumene ACM y carnefiapamy 1ojefHIX KapaKTe-
PUCTVKA OHJIAjH KpUMUHATHUX (POpyMa, HaBoJje ce HeKa CTPaKUBamba:

e  JicTpaxkmBame KPVMMUHAIHUX aKTMBHOCTM Ha 4YeTUPU OIEpaTMBHA
¥ jaBHO focTymHa noaseMua ¢opyma (Pastrana, Hutchings, Caines, &
Buttery, 2018), omoryhnuo je moce6Ho fu3ajHupan copTBep 3a CHIMAbE
nopaTaka. [Ipukyrubame mojaTaka je BPLIEHO TOKOM JieBET Mecely,

7 Ilpernen codreepa 3a ACM Moxe ce Hahm Ha uHTepHer crpanuuama INSNA - International Network

Social Network Analysis (https://www.insna.org/) u RankRed - Science, Technolgy, Knowledge (https://www.
rankred. com/free-social-network-analysis-tools/).
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IIpUMEHOM TeXHUKe ITy3ama (crawling). CodBep je ocMMIIIbeH TaKo Aa
ce MOfjaLl IPYUKYIUBajy IPUKPUBEHO, CIIpede 3/10yIoTpebe 1 06e3benu
eTUYHOCT UICTPKUBama, a oMoryhasao je npahermwe ucropuje gpopyma
yHa3aj, fieceT royHa. TuMe cy carnefanu passoju ¢opyma, rie moje-
JVIHY MIMAjy TeH[eHIVje ja/bel pacTa, JOK APYTy Oerexke CTarHauujy.
[Tpumenom ACM yTBpbeHa je CTpyKTypa, WIaHOBM OpyMa U HBIXOBE
yJIOTe U €/IEMEHTY XMjePAPXMjCKOT YIIPaB/batba. 3aK/bydlyl CyTepUIITy fla
IIOCTOje KapaKTepPMUCTUKE CBOjCTBEHE CBVIM MCTPAXXMBAHUM QOpYMIMA:
HPUCTYII je oMoryheH caMo perMcTpOBaHMM WIAHOBMMA; IIOCTOje T10-
ceOHM ¥ 3aTBOPEHM OIe/bIIV KOjU CY JOCTYIIHY CaMO TIOjeAVHIIMMA; IT0-
CTOje ToCeOHM Ofie/bIIN 32 TPTOBMHY; CBM KOPUCTE TEXHMKe Y COPTBEp
3a 3abpaHy HeoB/malheHoOr IPYICTYTIA U1 CHYMalba ofaTaka. VcrakHyTa
je ¥ ylora aJMMHICTPATOPa M CTPYYHOr TUMa Pajiii Ofip>KaBamba CTa-
6utHOCTN hopyMa.

Y ucrpaxmBarmy XaKepcke 3ajelHuLE Koja je BpLIMIa KOMIPOMUTO-
Bawe VIKT cucrema ppkaBHUX mHcTHTYIMja Vspaena (Rechavi et al.,
2018), 3a mpMKyIUbambe MofjaTaka KopuiheHa je TeXHMKa MPEXHOT ca-
obpahaja. YcriocTaB/beHa je MpeXka JOITYHCKMX padyHapa Koju Cy IoBe-
3anu ca 60 JVIII agpeca uncTuTynMja 1 TOKOM 36 laHa Cy CHUMAHI CBU
Hamazy (IIOHeKaJ HeKOJIMKO CTOTVHA Y MMHYTY). BplreHo je moBesu-
Bambe Halla/Jja Cca IO3HATUM XaKepuMa, 3aTUM BIX0BO Mehyco6HO mo-
Be3VBambe, IITO je CTBOPU/IO CTPYKTYPY ITI0OA/THE pauyyHAPCKe Mpexe.
VicTpaskmBameM Cy ManmpaHe XaKepcKe akTMBHOCTH y VIspaerry, amm u
U3BaH Hera. YCTAHOB/BEHO je Ja II0CTOjM jacHa Hofena mocia Meby xa-
KepuMa ¥ Jja e HaIlafiu M3BOjie y ABe (pase: HAIAVM pajyi OTKPUBarba
IPYUCTYIHVX JIO3MHKM 11 KOIOBA (jefiHa rpyTIa Xakepa) ¥ I/IaBHY HaIlaiu
pamn xommpomutoBama VIKT cucrema (mpyra rpyma). 3a Bpeme cHU-
Mamba, U3BELEHO je 389 yCIelHNX Hamlaja y KojuMa Cy y4eCTBOBaIN
Xakepy u3 53 mpkaBe. VicTpakuBarme je II0Ka3aso Jja OCTOju MPEXHO
j€3TpOo XaKepcKe 3ajefHuIie KOje jeé KJby9HO 3a aKTMBHOCTU MPEXe, fia je
Mpe)ka pasTpaHara IIMPOM CBeTa, Jia €y jake nopmpexe y CAJl n Kunn
U JIa BepOBATHO y VI3paeny mocroju ¢popyM 3a TProBUHY JIO3VHKaMa U
koposyMa VIKT cucrema MHCTUTYIMja M OpraHM3aIyja.

VcTpakuBame pasIMunTiX KPUMVHATHKMX QOpyMa Koje je CIpoBeo
Maprn Motojama (Marti Motoyama) ca capagHuIiMa, 3aCHOBaHO je Ha
HO/IMIVCKUM U TY>KIWIaUKUM 6asama noparaka (SQL dumps) 3a 6 moz-
3eMHUX popyma8 (Motoyama et al., 2011). VcTpakusame je 6110 yc-
MepEeHO Ha VICHUTHBAkbe CBOjCTaBa KPMMMHAHIX MpPeXa, aCOpTUMaHa

8 VY oKBMpY OBOT HCTpaKuBama Cy npoydaBanu popymu: Black Hat World, Carders, Hack Sector, Hack Elite,
Freehack u L33tCrew.
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poba 1 yciryra Koje ce pasMerbyjy 1 OTKpUBarbe HadlHa YCIIOCTaB/batba
HIOBeperba YHYTap TPXKMINTA. YCTAaHOB/bEHa je jaka Besa n3Mehy mpopa-
Balla M KyTIAlla 1 ca afMIHNCTpaTtopuMa Gopyma, Kao 1 ;ob6ap HUBO I10-
Bepema Mehy mbIuMa, 4eMy je OIPMHEO U MeXaHM3aM CaMoperyanyje
TPKUIITA ¥ KOHTPOJIA Off CTPaHe aJ]MIHICTpaTopa Gpopyma.

e ConujanHa arHaMMKa usMeby cajoep kpummHamama 6mia je 6asa 3a
UCTpaXKuBamwe QYHKIVOHMCama MOi3eMHMX OHIajH TpxkumTa (Yip
et al,, 2013). Y capapmwu ca opraHuMa 3a cy3bujarme OpraHu30BaHOT
KpuMuHana Bennke bpuranuje, ncTpaxxuBauy ¢y KOPUCTUIN aHO-
HYIMHe 3aIlice O IPMBATHMM IIOPYKaMa Ha YeTHPY IT03HAaTa KapAVHT
(carding)® popyma koju cy kacuuje yraumenu." IIpumenom ACM mo-
Ka3aHo je fa cy oBU GpopyMu (GYHKIVIOHNMCAIN HA 3aBUTHOM HUBOY
nosepema Mehy kpumunanuuma, 3oor: (a) moryhunoctu mehycobue
capajme 1 Kopuihema GpopyMa 3a yCIocTaB/babe IPUBATHNIX Be3a
U TIpoBepa mapTHepa; u (0) XmjepapXujckor yrnpasbama Gopymom
U pa3sBMjeHOr MeXaHM3Ma KOHTPOJIE ¥ CAHKIMja Of CTPaHe afIMUHI-
crparopa popyma. Y ctyauju ce cyrepuiie fa he npodurabumu caj-
6ep KpMMIHAIIM HACTaBUTHU Ja TeXXe XMOPUIHOj OpraHM3alOHOj
CTPYKTYPH, Ca X1jepapXujoM y yIpasbamwy popymuma.

e [Ipumenom ACM cnpoBeneHo je ucrpaxmpame Tomaca Xonra
(Thomas Holt) n capajjHuKa, ca Ijy/beM ofpehuBama KapakTepucTu-
Ka xakepa 1 buxoBux opHoca (Holt, Strumsky, Smirnova & Kilger,
2012). Ha mmpoxo fOCTYIHMM APYIUTBEHMM Mpe)KaMa CHMMaHe Cy
KoMyHMKanuje 336 pycKux xakepa, 3a Koje cy sobujene nHpopma-
nyje o MehycoOHUM OfHOCHMA, IOHAIIAKY, MHTEPECUMAa, CTABOBMU-
Ma, yBepemuMa 1 okannjama. [Ipema yueurhy y kpenpamy, JUCTpu-
OyLuju 1 ynorpebu 3joHaMepHOr coTBepa M XaKOBamby IOJaTaKa,
uspabeHe cy oljeHe pu3mKa CBAaKOr XaKepa. YCTAaHOBJ/BEHO je Jia je
caMo Manu 6poj Xakepa y KaTeropujyu BUCOKOT pU3MKa — BMCOKOKBa-
mdrkoBaHy Xakepu (0ko 6%), 1ok je BehnHa ca ckpoMHMM MHDOP-
MaTUYKuM 3HawuMa. Behuna xakepa nounpana je y Pycuju, Hajsehn
6poj wux uma og 21 o 29 ropyHa, Mo je XKeHa Koje Cy yK/bydeHe
y 3ajenHuIy (0Ko 2%), a IIOjeANHIN Cy ICTOBPEMEHO YWIAHOBM BUILE
XaKepCKUX IOATpyma. XaKepy ca 3Ha4ajHMM TeXHNYKMM BeIITIHAMA
Cy JIOIMpaHu y cpepuuTy Mpexe. Ha Mpexn je yodeHo Buiue xa-
KepCKUX MOATPYIIa Koje Cy moBe3ane nsMehy cebe, amr u ca gpyrum
¢dopymmMa Koju ce 6aBe TPrOBMHOM MaINIMO3HUM CO(TBEPOM U

9 Kapapunr $opymu cy crenujanu3oBaHy 3a IPOfajy M KYIOBUHY NOAATaKa O GAHKOBHMM KapTuLaMa U
IPYT¥M KpefieHIMjamima rpabaxa.
10 Vcrpaxusauu cy dopymn: Carderplanet, Shadowcrew, Cardersmarket u Darkmarket.
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yKpafieH!M Iofanyma rpabana.

e  JlcTpaxuBame 3aCHOBaHO Ha mpahemy akTuBHOCTH 13 dopyma, unju
CY YY4€CHUIY KOMYHUIIMPA/IY Ha PyCKOM U €HITIECKOM je3MKY, MMAJIO je
3a Wb IIPOy4YaBarbe KPYMIHATHE €EKOHOMMj€e ¥ OpTaHM3aLVje KPYUMI-
HaJTHMX Tp>KMIITa yKpajeHux nogataka (Holt & Smirnova, 2014). Pe-
3y/ITaTyl IIOKAa3yjy pasimanTe oOmmKe ¥ KOMIUIEKCHOCT OpraHu3anja,
PasmMINTO BpeMe Tpajarma (GopyMa U IPUCYCTBO PasINIUTUX OFHOCA
usmeby rpyna u ynyrap rpymna. Hexu op popyma cy umanu cTpykrypy
1y 00/IMKY XUjepapX1jCKMX OpraHU3alyja, JOK Cy Apyru Ommm BoheHn
TMMOBMMa, Kpaher Tpajama u crabuje oprannsaryje.

Cnuxka 2. - OpraHusalyoHe CTPyKType gBa pasmmunra Gpopyma
(Holt & Smirnova, 2014: 118-120)

Pesynratn pobujern nmpumenom ACM ykasyjy /ja oBe Mpexe JyXe U
ycnemmHyje GyHKIMOHNITY YKOMNKO Cy Bede n3Mel)y akrepa rymhe. OcHoBHa
KapaKTePUCTUKA MPEXa je PefylaHTHOCT, ITO IIOfIpasyMeBa Jia YK/IambaheM
jemHOT K/bYy4YHOT aKTepa Ha Mpexxu (6110 KyIILa VM IpojaBlia), MpeXka Ha-
cTaB/ba Jja (QYHKIMOHMILE, jep Taj aKTep OuBa 3aMeleH APYIMM Ha VCTOj
¢dyHxumjn. VI3 oBor ncTpaxknBama MOTY Ce U3/IBOjUTH [Be KapaKTepUCTIIHE
MpEeXHe OpraHusanuje, npukasane Ha Ciuny 2, Ha K0joj BeIMYMHa YBOPOBa
npezcTaB/ba 6poj AMPEKTHO OCTBAPEHNX Be3a — LIEHTPAHOCT 4Bopa. Popym
(a) mMa cTPyKTYypy y Kojoj je mpeko 90% kopucHuka Melyco6HO moBesaHo.
OBaj popym Genesxu peTKy eKOHOMCKY aKTHBHOCT, jep Ta BehnHa 4IaHOBa KO-
pucty 3a pasmeHy nHpopmarja. PopyM (6) je peaTvBHO Maby Y OFHOCY Ha
¢dopyM (a) n obyxBara camo 66 KopucHyka. CBY IpOJaBIM Ha 0BOM (opymy
Cy LIeHTPaJTHY aKTepY, 0K Cy HeyTPATHV KOPYICHUIIM U KYIIIIM HajOpOjHUjN.

Ha ocHOBy mnpukasaHmux MCTpaXMBara KPMMMHATHMX OpraHM3anuja
BTK npumenom ACM (anu u ApyIMX UCTpakyBamba), YCTAHOB/BEHO je [ja
OHJ/IAjH KpUMMHaMHN GopyMy QyHKUIMOHNINY M KAO OHJIAjH KPMMMHATHA
Tp>xuiTa. Ha dopymy Moxke HOCTOjUTH je3rpo Koje YiHe CTaTHNU WIAHOBH, A
y OIIIITOj IIeMM) XMjepapXMjCKIX OfHOCA, IOpes PYKOBOAMOLA, Ha BPXy do-
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pyMa ce UCTUYY afJMMHICTPATOPU Ca TUMOM CTPYYHUX /IMIIA KOja MMajy CO-
¢ductnnypano sHame y ofpehennm nogpydjuma. Vneranana oHmajH Tp>KAIITa
Cy £oOpu mpyMepy TP>KMIITA KOja MMajy CIIOCOOHOCT caMoperyanyje u e
HeMa IpaBHe 3alITUTE MMOBMHE. 3a Pa3NIMKy Off TETUTUMHUX, OH/IAjH KPU-
MMHa/THU QOpyMU M pas3BMjeHa TPXKUILITA VIMajy Mamby OTIIOPHOCT Ha jake
CIIOJbHE yhape, OMJIO Ja OHM JI0Ma3e M3 KPUMMHATHOT OKPY)XXema WIN Of
CTpaHe TY)XWIAIITaBa 1 MOJNIYje, TOCeOHO Kafia Ce YKIambajy K/bYIHN akK-
Tepu. YKIambambeM HajBaXXHIUX aKTepa MpeXe, YK/Iambajy ce U K/by4He Be3e
y MPEXH, ILITO MOXKE Jla IEMOHTMPA ¥l MPEXY Y LIe/IHY, YMMe Ce JOIIPUHOCK
eIMMMHALVjY MPEXe Y CMatbelby OH/IajH KPYMMIHAIA.

3ak/by4ak

Texunke ACM cy pasBujeHe Tako fia omoryhaBajy oTkpuBame ob6pasara
MHTepakiyje n3Meby akrtepa y apymrseHoj Mpexxu. [Toce6Ho cy kopucHe 3a
IpoyYaBame KPUMIMHATHUX MPEXa, jep HyJe KOHIENTyalaHe OKBUPE, TeX-
HIKe 1 cOPTBEPCKe ajaTe 3a Mepere U BU3YenM3alnjy eMINPHjCKUX Mpe-
»a O6MI0 Koje BPCTe, Ia TAKO M OHJIAjH KPUMMHATHUX Mpexa. To je jemaH
0] OCHOBHUX KOHI|eIIaTa Koju ce Kopucre 3a npoy4asamwe OKI, jep cy one
cacTaB/beHe Of] II0jefiIHaIla KOjJ YCIIOCTaB/bajy ofpeheHe ogHoce 1 Melycob-
HY capafiiby 1 UMajy ofipebene ynore y rpynama, tako fa ce OKI' mory nocma-
TpaTH, ONMCUBATU U IIPOyYaBaTy Kao ApywmTBeHe mpexe. [Ipumenom ACM
Ha KPUMMUHA/IHE MpPeXe, MOXXe Cé eMIMPMjCKM OTKPUTHM OpraHM3alMOHa
CTPYKTypa MpeKe, UeHTU(PNUKOBATY L[eHTPATHN TI0jeVIHLIM, OTKPUTY 00-
pacuy MHTepaKIyja, NAeHTU(UKOBATY MIOATPYIIe y MPeX) U cTehn casHama
0 KOMIIJIEKCHOj KPMMMHA/IHOj CTPYKTYPM.

CrpykTypa 1 GyHKIVOHMCalbe OH/IajH KPUMMHATHIX (OpyMa M TP>KMIITA
je joul yBeK HeJJOBO/bHO II03HATA, a/li Cy MHOI'a UCTPa)KMBamba II0Kasana fia
ce npuMeHoM KoHIenTa ACM Moke nohu 1o casHama O OpraHmM3auyju U
aKTepuMa TPXKUILITA, OCTBAPeHMM OfHOocuMa m3Mehy kpumuHamana, Kako
Ce IOCTIKe HEOIIXOHO IIOBeperhe, KOjy Cy MEXaHM3MU CaMOpeTy1anuje Tp-
kumrta u cinmyHo. Ilpumenom ACM, meHMX MeTO/la ¥ TEXHMKA, YCIIEIIHO ce
MOTY OKapaKTepycaTy KpYMIHAIHe MpeXXe Koje Jenyjy y cajoep mpocTopy,
IpY 4eMy Ce MOTY MAeHTU(MKOBATY MeCTa U Y/IOore IOjejuHala, TMIepCKe
nosuuyje, 10Kanuje nugepa u gpyro. OBakBa UCTpakKuBamba MMajy U IpaK-
TUYHE UMIDUIMKaLje, Kpo3 obe3beheme mogarTaka 3a fenoBame HaJIeKHIX
oprasa Koju ce 6aBe cy30ujameM OBOT 00/IMKa KpYMIHAIA.
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THE APPLICATION OF SOCIAL NETWORK
ANALYSIS ON THE RESEARCH OF ONLINE
CRIMINAL FORUMS

Andelija Duki¢, PhD Student
University of Belgrade, Faculty of Security Studies

Summary

The paper discusses the basic assumptions about the functioning of
cybercrime groups, when offenses are committed on the Internet, as a place,
medium and target. The functioning of online criminal forums and markets,
as the most important forms of criminal organization on the Internet, can be
explored, among other methods and techniques, by the application of Social
Network Analysis (SNA). SNA represents the concept and set of methods and
techniques for social networking research. Online crime forums are a specific
form of social networks, made up of individuals connected by common criminal
activities, on the basis of which they build relationships. The basic concept,
application possibilities and basic metrics of SNA are presented, which can
describe the structure and functioning of criminal networks on the Internet.
Determining the role and position of individuals in the network can help law
enforcement to eliminate the forum activities and to sanction the responsible
persons. The developed data collection and processing software facilitates the
deployment of SNA and enables the analysis of wide networks with a large
number of participants. The given research examples show the wide possibilities
of application of SNA, whereby it is learned about the structure and way of
functioning of online criminal forums, relations between participants, modes
of transactions, preservation of trust and key members of the criminal network.

Keywords: Social Network Analysis, online criminal forums, cybercrime
groups, network structure, network centrality.



