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Consequences on European
defence integration entailed by
the establishment of the European
Intervention Initiative

ABSTRACT

Alexandru LUCINESCU, Ph.D.

European Intervention Initiative (EI12) wasputforward by Emmanuel Macron in 2017for enhancing the process
ofEuropean integration in thefield ofdefence. The proposal took offand eventually attracted 13 member states and
facilitated the deploymentoftwo operations outside Europe. Representingaform ofdifferentiated defence integration
carried out outside theframework ofthe European Union (EU) but involving mainly EU members it was opened to
the criticism that it runs the risk ofaffecting the Common Security and Defence Policy which, back in 2017, was infull
process ofconsolidation. The examination ofthis concern, voiced by politicians and scholars, informs the article which
approaches itat the level ofboth the main objective and the concrete outcomes oftheE12. It is concluded that there is
aproblematic complementarity between EU and EI2 and, based on its underlining rationales, a possible approach to

improving it is suggested.

Keywords: European Intervention Initiative, Common Security and Defence Policy, Permanent Structured Coop-
eration, differentiated European defence integration, European Union, France.
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Introduction

Differentiated integration at the level of
the European Union (EU), when considered
internally, refers to the lack of uniformity with
respect to participation of member states in
specific policies developed therein or, in other
words, the possibility of member states to ad-
vance towards integration at different pacesl
One EU policy where internal differentiation
is strongly present is the Common Security
and Defence Policy (CSDP)2 where it gives
raise to what is usually called differentiated
defence integration3 External differentiation
describes the participation of non-EU coun-
tries to certain EU policies which are designed
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to provide this option4 and CSDP illustrates
this form of differentiation by enabling states
that are not members of the EU to take part,
for example, in the Permanent Structured
Cooperation (PESCO) and in missions and
operationsh However, differentiated defence
integration also develops outside the frame-
work of European Union and, when it brings
together both EU and non-EU countries, it
becomes another dimension of external dif-
ferentiationg the Framework Nations Concept
(FNC), the Joint Expeditionary Force (JEF)
and the European Intervention Initiative (EI12)
are all illustrative for this approach to enhance
at sub-regional level the integration in the
area of defence?.



Differentiated integration generates sup-
port among experts who underline its poten-
tial to accommodate in the process of Euro-
pean integration the heterogeneity among the
growing number of EU members; it is argued
that more advanced states on the path of in-
tegration would generate a centripetal force
which will eventually bring all the others in8
Critics of differentiated integration point out
that it operates as an incentive for disunity,
because it introduces dividing lines that are
detrimental to the prospects of the EUQ In the
peculiar case of EI2, various members of the
European Union, including Germany, voiced
concerns about the potential damaging ef-
fects that it could entail for the enhancement
of ESDP, particularly for the then newly cre-
ated PESCO10 Their attitude was fuelled by the
fact that EI12 was proposed, while final arrange-
ments for PESCO, whose ultimate design did
not satisfy France, were ongoingll There was
also the concern that EI2 could undermine the
EU Batdegroups by operating as their compet-
itorl2 The absence of any formal connection
between EI2 and the EU and the doubts about
their complementarity were the main reasons
for which some prospective countries delayed
their EI2 membership13 At a higher theoreti-
cal level, it is maintained that the EI2 actually
calls into question the effectiveness of EU in
advancing European defence integration4

Implications for ESDP are, thus, a central
topic in the political and academic consider-
ation of EI2 and this article aims at examining
concerns about the compatibility between EI2
and ESDP. To this purpose, the first section re-
fers to the origins of EI2, as well as to its de-
sigh, membership and operational outcomes,
while the assessment of the EI2-ESDP inter-
play is addressed in its second section.

European Intervention Initiative-
an overview of its inception and
implementation

The idea of establishing EI2 was launched
in 2017 by the President of France, Emmanuel
Macron, as part of his landmark speech about
______ ~8~

Europe delivered at Sorbonne Universitylh
Macron approached this topic within the con-
text of his reflections on providing Europe with
capabilities for operating autonomously, con-
sidering that EI2 complemented the progress
already made by means of PESCO and the Eu-
ropean Defence Fund. According to Macron,
the added value of EI2 laid in building a com-
mon strategic culture across Europe whose
absence was a significant factor impeding the
development of a substantial defence coopera-
tion among European states. The French presi-
dent conceived this initiative as a long-term
process, taking as its starting point the hosting
by French Armed Forces of military person-
nel from all interested European countries and
aiming at enabling working together within
the fields of intelligence, planning, support and
operational anticipation.

Macron’s initiative reflected his convic-
tion that defence policy provided France with
an opportunity to enhance its international
stance, an objective whose pursuit character-
ised French foreign policy since Charles de
Gaullels EI2 was conceived almost exclusively
by Emmanuel Macron, who did not rely on the
expertise from the French ministries with re-
sponsibilities in the areas of foreign and Euro-
pean affairs and in that of defencelZ. Macron
was motivated to put forward the EI2 initia-
tive by his dissatisfaction with the support
that France received from European countries
in fighting threats coming from its southern
neighbourhood (Sahel, sub-Saharan Africa),
an attitude that, in his view, resulted from di-
vergent threat perceptionsi8 The proposal also
reflected the difficulties experienced by the
French armed forces, which were exposed to a
severe overstretching because of their involve-
ment in several operations, closed or ongoing
at the time of Sorbonne speech, conducted in
Africa and the Middle East: Operation Serval,
Operation Barkhane, Operation Chammal,
Operation Sangarisl9 Moreover, Macron was
deeply dissatisfied by what he considered as
the low effectiveness of the European Union,
with respect to conducting on short notice
crisis management missions and operations
2 and he was equally well aware that the Eu-
ropean Union avoided to implement article
43.1 from the Treaty on European Union and
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launch combat force operations for crisis man-
agement2l The French president was also at
odds with the broad PESCO membership2and
its focus on capability building, given that he
considered that PESCO had to bring together
only states with a clear desire and capacity to
deepen their defence cooperation and that it
needed to give weight to the operational di-
mension23 The interest of the French presi-
dent for a defence initiative, parallel to CSDP,
also reflected the importance he attached to
the participation in the defence of Europe of
both the United Kingdom, once Brexit was
completed4 and Denmark, which at that time
had an opt-out from CSDPZ the presence of
the United Kingdom was considered essential
on grounds of the Franco-British close defence
cooperation in the framework of the Lancaster
House Treaties (2010) which, among others,
enabled the establishment of the Combined
Joint Expeditionary Force (CJEF)A EI2 could
also be regarded as an attempt by Macron to
supplement in a broader context, the deep
defence partnership of France with both Ger-
many and the United KingdomZ2.

In less than a year, on June 23, 2018, fol-
lowing a formal invitation extended by France
to selected countries, nine European states
(Belgium, Denmark, Estonia, France, Germa-
ny, the Netherlands, Portugal, Spain, United
Kingdom2) signed, at the level of defence
ministers, a Letter of Intent®. The document
defined EI2 as a "flexible, non-binding forum
of European participating states”® designed
to provide protection for the security interests
of Europe, by means of fostering a strategic
culture as a significant contributing factor to
the conducting of military missions and op-
erations, along the whole spectrum of crisis.
The strategic culture was intended to be devel-
oped along four primary areas of cooperation,
namely strategic foresight and intelligence
sharing, scenario development and planning,
support to operations and lessons learned and
doctrine. It was emphasised that EI2 did not
create military obligations affecting national
sovereignty and that the defence cooperation
objectives pursued through it were designed as
complementary to those aimed at within the
framework of the United Nations, European
Union and NATO. With respect to PESCO, it
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was emphasised that EI2 was intended to ad-
vance as much as possible its objectives and
projects. From an administrative point of view,
the document provided for the establishment
of a Permanent Secretariat staffed with French
personnel and located in Paris; the absence
of an institutional framework for EI2 was ex-
plained as a reflection of Macron’s preference
for efficiency over bureaucracy3l

For the functioning ofthe EI2 it was agreed
that its members would convene regularly at
different levels. At the military level, high-
ranking officials from the General Staffs meet
twice a year, within the framework of the Mili-
tary European Strategic Talks, while at the po-
litical level, the reunions bring together the de-
fence policy directors, at least once a year, and,
at the highest level and every one year, the de-
fence ministers The first meeting in defence
ministers format took place on 7 November
2018, in France, and provided the opportunity
for the then French defence minister, Florence
Parly, to emphasise that EI2 came in addition
to the already existing solutions for the de-
fence of Europe and to indicate that it will be
active in the areas of disaster relief, natural di-
sasters, maritime safety, and large-scale opera-
tions& After the Russian Federation launched
its aggression against Ukraine, the ministers of
defence from EI2 members came together in
December 2022 at Oslo, where the building of
a common strategic culture took the form of
exchange of views on the situation in Ukraine
and of a discussion based on scenarios3

The EI2 membership grew over time with
the signing of the Letter of Intent by Finland
(2018), Norway (2019), Sweden (2019) and It-
aly (2019)3 so that currendy 13 states are part
of this initiative.

The EI2 facilitated two military actions
in which European states, including France,
got involved in Sahel and in the Middle East,
namely the Takuba Task Force and Operation
Agenor respectively3 It should be mentioned
that there are experts who do not link EI2 with
these actions considering that they were mere
ad-hoc military coalitions and therefore did
not share with EI2 the objective of supporting
in the long run the defence integration among
European states3’.
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With respect to the Takuba Task Force,
when it was launched on 27 March 2020, the
participants were two African states (Mali and
Nigeria) and eleven European states which, ex-
cept for the Czech Republic, were all EI2 mem-
bers (Germany, Belgium, United Kingdom,
Denmark, Estonia, France, the Netherlands,
Norway, Portugal, Sweeden)3 Later on, the
task force was joined by other EI2 members
(ltaly, Finland) and by Hungary, Lithuania, and
Romania3® The task force, which operated un-
der the chain of command of the preexisting
French Operation Barkhane, reached the level
of complete operational capacity on 2 April
2021, but, as a result of unfavourable politi-
cal circumstances in Mali, came to a complete
end in June 202240 Operation Agénor was the
military dimension of the European Maritime
Awareness in the Strait of Hormuz (EMASoH)
which, following a strong backing from Paris,
was established on 20 January 2020 by seven
members of EI2 (Belgium, Denmark, France,
Germany, lItaly, the Netherlands, Portugal)
plus Greece. For over four years (25 February
2020 - 1July 2024), Operation Agénor covered
by means of naval and aerial forces the Persian
Gulf, the Strait of Hormuz and part of the Ara-
bian Sea4l

Common Security and Defence
Policy and European Intervention
Initiative: contiguity
and incongruence

The development of a European strategic
culture as the paramount objective assumed
by EI2 could be linked with the importance
attributed by the European Security Strategy
(2003) to the building-up of a common stra-
tegic culture within the EU. According to this
document, strategic culture was required for
the EU to effectively apply all means at its dis-
posal in the field of crisis management and
conflict prevention4£2 More recently, the Stra-
tegic Compassfor Security and Defence (2022)
emphasised the relevance for CSDP of a genu-
ine common strategic culture developed on the
basis of a common understanding of threats
and challenges faced by the European Union43

CSDP represents, thus, the primary tool of
the EU for creating a strategic culture among
EU member states and, taking into account
the participation in CSDP of some countries
from outside the EU, also somehow broadly
between European states44. It is to be observed
that, within CSDP, PESCO plays a central role
in the endeavour of building a strategic culture
among its participants.

Despite not being defined by the Letter of
Intent establishing EI2, strategic culture was
taken by Florence Parly, the French minister
of Defence, back in 2018, to mean that "Euro-
pean armed forces must know and understand
each other, and be able to act quickly and ef-
fectively together’s6 On grounds of a more
detailed meaning of strategic culture, which
fits the overall concept referred to by Parly47, it
was argued that the founding members of the
El2 did not share the same strategic culture4g
in the peculiar case of Germany, its reserved
attitude towards involving its armed forces in
interventions abroad, sharply contrasted with
France’s keenness to do it, an incongruity that
was highly relevant, given the prominent role
that the Franco-German defence cooperation
played for the European security9.

The feasibility of the EI2 objective to devel-
op a consistent strategic culture among Euro-
pean states raised doubts on grounds that such
aculture did not emerge within the framework
of much more complex Euro-Adantic struc-
tures such as NATO, European Political Coop-
eration, Common Foreign and Security Policy
and CSDP. This persistent failure is usually ex-
plained in geopolitical terms, namely by point-
ing out that the threat perception of states is
heavily dependent on their vicinities3

Moving to the operational field, it is to
be observed that, in 2021, conclusions of the
Council of the European Union and the Eu-
ropean Unions Integrated Strategy in the Sa-
hel, commended the Takuba Task Force. It is
also significant that the possibility of turning
the Takuba Task Force into a CSDP operation
found support among EU military officials,
who appreciated that it would adequately com-
plementthe European Union Training Mission
in Mali (EUTM)5L Aiming to broaden the Eu-
ropean participation in the Takuba Task Force,
France was supportive of strengthening links
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with the EU and did not reject the prospect
of including the task force under the scope of
CSDP2 As for Operation Agenor, close coop-
eration between it and European Union Na-
val Force Operation Atalanta (EUNAVFROM
Atalanta) gradually developed and led the
European External Action Service to consider
the integration of the former within the latter
one3 The potential merger of the two opera-
tions was welcomed by France, which, like in
the case of the Takuba Task Force, was pursu-
ing an increase of the number of contributing
European states.

The preoccupation for connecting CSDP
with Takuba Task Force and Operation Age-
nor was echoed in The Strategic Compass for
Security and Defence, which set as one of the
EU priorities in the area of CFSP, the devel-
opment of close links with ad-hoc missions
and operations under leadership of European
states54 To this purpose, the mentioned docu-
ment indicated that there should exist recip-
rocal support between such ad-hoc missions
and operations and CSDP missions and opera-
tions, when deployed in similar or close areas.
Moreover, it was mentioned therein that ad-
hoc missions and operations, led by European
states, could receive support on the part of the
European Union, if they further its interests.

Both operations facilitated by EI2, but es-
pecially the Takuba Task Force, prove the dif-
ficulty of aligning the EU approach to crisis
management with the operations conducted
against the background of EI2. With respect
to Takuba Task Force, the mismatch resulted
from it being considered as too close to the
interests of France in the Sahel and as overfo-
cused on military aspects of the crisis®h The is-
sue of French national interests underpinning
Operation Agenor was also raised, in connec-
tion with incorporating it into EUNAVFOR
Atalanta, but the abandonment of this project
was mainly an outcome of the increased inse-
curity within the Red Sea, that determined the
EU to launch, in 2024, the EUNAVFOR Opera-
tion Aspidess

As elements linking EI2 to PESCO, one
could mention two PESCO projects: Co-bas-
ing% and Military Mobility. The first project
was initiated in 2018, after the establishment
of EI2 and had France as its coordinator. It
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also brought together four other EI2 members
(Belgium, Germany, Spain, the Netherlands)
and the Czech Republic, which would latter
join Takuba Task Force. The project, which
lasted until 2023, aimed at improving how bas-
es and support points from Europe and outside
it were shared among participating states® As
for the Military Mobility project, its contribu-
tion to bring EI2 closer to PESCO could lie in
the fact that, since 2022, all EI2 participating
states, that is including the United Kingdom
and Denmark, are also part of this project®

Conclusions

El2 and European Union share the objec-
tive of building a strategic culture so that, if EI2
succeeds in this endeavour, it seems that CSDP
benefits out of this achievement because, the
majority of EI2 members are also CSDP mem-
bers. Moreover, it could be maintained that,
when EI2 was launched, a strategic culture was
yet to emerge through CSDP so that EI2 did not
envisage to duplicate an already existing result,
but to fill an obvious gap and thus to be instru-
mental in relation to CSDP. Put it briefly, EI2
would create faster and outside the EU frame-
work what CSDP would produce slower and
inside the EU. However, the strategic culture
to be brought about by means of EI2 is most
likely not the same as the one to which CSDP
is designed to give raise to. First of all, the fact
that the United Kingdom, a highly prominent
actor in European defence, belongs to EI2, but
left the EU, is liable to give a different shape to
the strategic culture in the context of EI2, as
compared to that within the CSDP framework.
Additionally, the limited EI2 membership and
the absence of any country from Central or
Eastern Europe is expected to foster a strate-
gic culture that evinces geopolitical peculiari-
ties, which do not define the strategic culture
that follows from the much wider and diverse
EU membership. Taking into account that, in
the context of the Russian aggression against
Ukraine, the United Kingdom started to take
part in CSDP and is likely to extend its involve-
ment herein, and also that Denmark abolished
its opt-out from CSDP, the similarity between
CSDP and EI2 strategic cultures may be in-
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creased. Finally, the centrality of France in EI2
is expected to make its interests more visible,
within the strategic culture emerging out if this
format of defence cooperation, as compared to
the one associated with CSDP.

With respect to the operational dimension,
the contemplated possibility of turning both
Takuba Task Force and Operation Agenor into
CSDP operations, indicates their relevancy for
the EU and points towards a model of EU-EI2
interaction, where EI2 assumes the initiative
and the EU comes in latter and takes it over.
Under these conditions, EI2 and EU are not
engaged in a competitive relationship, but
complement each other. However, the opera-
tions facilitated by EI2 proved too close to the
interests of France and thus difficult to accom-
modate with the broad approach advanced
through CSDP. The same considerations are
likely to affect the provision of support by the
EU to operations facilitated by EI2. Conse-
quendy, EU-EI2 relationship in the operational
field remains problematic, despite EI2 mem-
bers being present in areas of concern for EU.

The differences separating EI2 from the
EU are an expression of the incongruity exist-
ing between a narrow and a broad perspective
on European defence issues and, therefore,
between advancing European defence integra-
tion from outside or from within the EU. Con-
sequently, for an effective complementarity
to operate between EI2 and EU, the develop-
ment of adequate solutions for broadening the
outcomes of cooperation under EI2 should be
considered.
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be studied within the social sciences, was
introduced by Bertrand Russell, who famously
stated that power is ‘“the fundamental concept
in social science in the same way that energy is
the fundamental concept in physics”1

One of the primary characteristics of
power is its inherent tendency to manifest, as
unmanifested power, in essence, ceases to be
power. Force serves as a convincing transmitter
of manifested power, functioning as a means
of achieving and maintaining power, while
violence acts as the expression and enforcer
of power, provided that ‘the subject of power
mediates its influence through force in its
communication with the object of power.”2 It
is also particularly important to understand
that political power does not necessarily have
to be an instrument of political authority, as
it is often oversimplified. In the increasingly
complex interactions among today’s key
political actors, we are witnessing the rise of
non-state actors who, also, and often with
exceptional brutality, wield the institution of
powver.

Although force, in and of itself (by its
mere existence and potential for application),
contains elements of indirect violence, un-
derstood as a threat, it is primarily viewed as
a static category until it assumes a dynamic
form - violence. In studying the use of force
by the state, Max Weber emphasizes that the
state is upheld by legitimate violence3 while
Hannah Arendt argues that violence is never
legitimate, but it can be justified.4 In short,
“political violence represents the use of force
with a political purpose or motivationa

Based on the definitional framework, in
which political violence is understood as the
harmful use of force by state or non-state ac-
tors, aimed at effecting changes in the distribu-
tion of power or resources within a given state
or community,6political violence can occur at
various levels and involve different actors. In
practical terms, political violence encompass-
es armed conflict, waged by one state within
another (e.g., Saudi Arabia in Yemen or Russia
in Ukraine); internal struggles between state
and non-state actors (e.g., the Tuareg rebellion
against the central government in Mali); vio-
lent protests, such as those by citizens in Tuni-
sia or the recent ones in Iran; state repression,
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such as the Egyptian state security apparatus
aimed at suppressing supporters of the Mus-
lim Brotherhood; or attacks by Al-Qaeda ele-
ments on the Free Syrian Army within Syria.
All of these examples involve efforts to control
territory, populations, natural and economic
resources or represent battles between oppos-
ing ideologies.

Over the past fifteen years, various forms
of political violence on the European periph-
ery have ascended to the top of the European
security agenda. While the consequences of
past crises and wars were generally confined to
the conflict zones themselves, the conflicts ig-
nited by the “Arab Spring”in 2010 reverberat-
ed across the Mediterranean, leading to waves
of migration, increased threats (and realiza-
tions) of terrorism and economic disruptions.
On the eastern edge of Europe, long-simmer-
ing tensions resulting from the dissolution of
the Soviet Union led to armed conflict, when
Russia intervened in Ukraine in 2014, which
ultimately escalated into open Russian aggres-
sion against Ukraine in early 2022. The main
premise is that political violence persists at
significant levels across the periphery and the
likelihood of this trend continuing and further
impacting European security is considerable.

Trends in Political Violence in the
“European Neighbourhood”

What European analysts refer to as the “Eu-
ropean periphery” represents an environment
that frequendy and critically influences secu-
rity conditions within Europe itself. It can also
be confidently stated that these areas, charac-
terized by pronounced historical dynamics and
divergent religious, ethnic, class and identity-
specific peculiarities, are often marked by a
continuous series of violent events and sudden
upheavals. Policymakers face the challenge of
predicting trends in political violence, under-
standing its impact on the international order
and addressing its underlying causes. There-
fore, analyzing trends in political violence on
the “European periphery”and the correspond-
ing threats that might potentially materialize
in Europe becomes significant in the overall



‘equation” of political violence on European
soil. Geographically, our focus is on dividing
the “European periphery”into four distinct re-
gions: the Middle East, North Africa, the Sahel
and the post-Soviet space.

Middle East

Among all the regions observed, the Middle
East is undoubtedly the most indicative in
the context of the persistent production of
political violence and conflict. Consequently,
it has traditionally been a focal point for
many regional and global powers. However,
until recently, the effects of Middle Eastern
political conflicts largely remained confined
to the region itself: even the devastating Iraq
War, which began in 2003, scarcely posed a
direct security threat to Europe. This situation
changed significandy with the onset of the
Arab Revolutions (starting in 2011), which led
to an escalation of various forms of political
violence, that continue in many ways today,
with security repercussions that consistently
demand attention and resources.

In the context of protests with elements
of violence, demonstrations in this region
continue to provoke intense state reactions.
Simultaneously, terrorist and government
opposition forces exploit this environment
to convey their own political messages. Thus,
non-state conflicts can “flourish” in a power
vacuum and within a context where they
perceive that current governance systems, fail
to meet their fundamental needs. Considering
these factors, the increase in protests during
2018 and 2019 was marked as an indicator
of future instability, a prediction that proved
justified in subsequent years. This rise in
political violence has primarily resulted from
significant anti-government protests across
Iran, initially marked by dozens of fatalities
and injuries and several hundred participants
arrested.7Mass protests in Iran were renewed
in 2022 and especially in 2023, resulting in a
high number of casualties and injuries. In
terms of understanding the structural causes of
political violence in the region, it is important
to highlight the role of youth discontent as

a catalyst for protests and violent unrest in
several countries within the region.8 The youth
population in the Middle East is significantly
larger than in Europe, with up to 60 percent of
the population in the Arab world being under
the age of thirty.9

Regarding the ultimate manifestation of
political violence in this region - open conflict
and war, the Middle East remains one of the
most unstable parts of the world, a condition
that has persisted since the mid-20th century.
By early 2024, as many as ten intense conflicts
have erupted throughout the region. Israel has
fought four majorwarswith its Arab neighbors,
including Egypt, Syria and Jordan, between
1948 and 1973. However, since the establish-
ment of the Palestine Liberation Organization
in the mid-1960s, Israel has increasingly faced
challenges from militias and non-state actors,
such as Hezbollah in Lebanon, Hamas in the
Palestinian territories and the Houthis in Ye-
men. Militias became key military players in
the 1980s and have since evolved into influen-
tial political entities. In the 21st century, they
represent the most persistent and, likely, the
greatest threat to both Israel and broader re-
gional security. In the current conflict, Israel
faces two fronts: to the south against Hamas
and to the north against Hezbollah. Members
of both groups are part of the former “Axis of
Resistance” a network of Shiite movements
armed, trained and financially supported by
Iran. The essence of all these conflicts (initiat-
ed by Hamas and Hezbollah) is believed to be
the escalation of tensions between the United
States and Iran, with the attacks serving as a
manifestation of this broader narrative.

Entering the second year of intense conflict,
a crucial question arises: Can lIsrael eliminate
Hamas through military means? It is often em-
phasized that “bullets cannot defeat ideas”10
Such slogans are appealing and, at the highest
level of generality, can be considered accurate.
It is true that ideologies rarely disappear and,
in this respect, Hamas is not unique. Histori-
cally, there are few (if any) examples of ideolo-
gies that have been entirely eradicated. Nazis,
Fascists, Al-Qaeda, and ISIS, all faced military
defeat and were completely morally discred-
ited, yet none were entirely eliminated. There
will always be adherents to such monstrous
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ideologies and circumstances will continue to
exist that favor their “revival’ Indeed, a key les-
son from October 7 is that while Hamas main-
tains its military and violent capabilities, it
remains capable of shaping political reality. To
be defeated, Hamas must be deprived of this
capacity, which can only be achieved through
the use of force.

Hamas has always clearly articulated its
objectives, which are jihad and the elimination
of Israel. It has never emphasized economic
advancement as a strategic goal and has con-
tinuously announced large-scale offensives
against Israel. At atime when it remains uncer-
tain whether Israel will be able to completely
eliminate Hamas, the question arises of how to
politically manage the Gaza Strip after the de-
struction of Hamas and its terrorist structures.
It appears that the Israeli government has not
provided an adequate answer to this question.
However, what is clear is that a power vacuum
must be avoided. A swift withdrawal following
the destruction of Hamas’ regime would create
a void likely to be filled by anarchy and radical
Islamist groups.ll The constellation in which a
power vacuum can attract even more radical
forces was demonstrated in Afghanistan, where
the “Islamic State” exploited the notorious
weakness of government institutions, follow-
ing the Taliban’s takeover. A similar situation
occurred with ISIS in the Sahel region. More-
over, although it might seem paradoxical at first
glance, even lIran could benefit from a power
vacuum. Despite the potential loss of its “part-
ners” such as Hamas and Islamic Jihad, lran
might employ new methods or even form new
alliances to continue posing a persistent threat
to Israel and, consequently, to regional security.

Thus, the only sustainable solution appears
to be a scenario in which, following the mili-
tary defeat of Hamas, however partial, Pales-
tinian authorities must be revitalized. As long
as the majority of Palestinians view these au-
thorities as illegitimate, Hamas can position it-
self as a viable alternative. The revitalization of
Fatah must be accompanied by addressing the
legacy of corruption and the consequences of
poor governance. As long as Palestinians per-
ceive their leaders as corrupt and ineffective,
they will not gain the credibility necessary to
oppose Hamas effectively.
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Looking ahead, the prospects for reducing
political violence in the Middle East region
appear slim. It is estimated that the greatest
risks of continued violence in this part of the
world are concentrated in the Gaza Strip, Iraq,
Syria and areas of Turkey, near the Syrian
border.22 Although the number of casualties
in the Syrian war is decreasing, a sustainable
or acceptable peace solution remains elusive.
Moreover, if the Kurds manage to retain their
territory (Rojava), the Turks defend their
enclave (Afrin) and Iranian forces remain on
the ground (with Russian forces withdrawing
due to ‘pressing matters” in Ukraine), Syria
may have only completed the first phase of its
conflict, with the second phase focused on the
struggle between remaining factions and their
external supporters. Furthermore, although
ISIS has been largely defeated, it still has the
potential to regenerate, including in lIraq,
where a final political compromise remains
fragile.13 Finally, the echoes of the Syrian
conflict continue to be felt intermittendy in
Lebanon and Jordan, indicating that political
violence, primarily in the form of protests at
lower levels, will persistently spill over into
these countries.

The ‘export potential” of various forms
of political violence from the Middle East to
Europe is far from negligible. The extremiza-
tion of the region, coupled with both high and
lower-intensity conflicts, has generated a sig-
nificant migration wave towards Europe, with
a range of consequences including economic,
cultural and security implications. Additional-
ly, the October 7 attacks and the Gaza war have
led to an increase in incidents of anti-Semitism
and Islamophobia across Europe, including
violence and hate crimes against the respective
communities. Data from five case studies (the
USA, the UK, Italy, Germany, and France) re-
veal a noticeable rise in both phenomena, fol-
lowing the attacks.14The war in the Middle East
has evidently facilitated increasingly close ties
between extremist and terrorist groups across
the ideological spectrum, as evidenced by their
collective exploitation of the conflict for their
own purposes. Particularly indicative infor-
mation in this context comes from Germany,
where collaboration between Islamist groups
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and anti-imperialists has been observed, espe-
cially around protests against the Gaza war.5

These examples underscore that conflicts
in the Middle East not only have the potential
to impact societies far beyond the immediate
region, but also serve as a catalyst for terrorists
and violent extremists across the ideological
spectrum. As the war in Gaza continues and
even after intense fighting subsides (as seen in
the case of the Syrian conflict), the repercus-
sions will be felt for generations in the Middle
East and beyond.

North Africa

Despite the optimism generated in the
region during the Arab Spring, the subsequent
years have been marked byinstability, terrorism,
hostile regimes and large-scale migrations.
In terms of governance, only Tunisia has
undergone a transition to democracy, though
the raid on the headquarters of the Ennahda
party and the arrest of its leader suggest that
the country may be reverting to an illiberal
form of governance.16 Egypt returned to au-
tocracyl7, Maroco and Algeria are in a state of
protracted political authoritarianism,18 while
the security situation in Lybia faces a seri-
ous declinel9 Data from this region indicate a
mere “normalization of violence” serving as a
warning that terrorist organizations can thrive
in the context of fragmented states.

Data for North Africa illustrate that state-
based violence remains the most significant
contributor to fatalities in the region. Conflicts
in Egypt (between the Egyptian government
and ISIS) and Libya (between the Libyan
government and opposition forces, as well as
between the Libyan government and ISIS) at
the beginning of the 2020s accounted for the
majority of violent deaths.D At the same time,
the majority of non-state violence in North
Africa is attributed to the activities of various
militias within Libya, which are vying for
control in a vacuum of political power. Three
years after the ceasefire agreement ended the
conflict in Tripoli, in 2019-2020, Turkish and
other military forces, along with thousands of
foreign fighters from Chad, Sudan and other
countries, including members of private se-
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curity companies, such as the Wagner Group,
remain present in Libya.2l Various conflicts
between warring Libyan militias resulted in
over 600 fatalities in 2019, reflecting a nearly
70 percent increase compared to data from
2016-2018.2 Most importandy, fatalities
caused by armed groups’ activities (including
government forces) targeting civilians have
shown an alarming increase, highlighting
disturbing trends of organizations and states
deliberately targeting civilians. Data from the
last three years, excluding 2020 (ayear marked
by COVID-19 and lockdowns), is far from
encouraging.

Regarding political violence associated with
protests and demonstrations, while the current
rate of protests in North Africa may not seem
high compared to the peak of the Arab Spring,
demonstrations remain prevalent and are
expected to increase as economic conditions
worsen. Declared austerity measures, lack of
employment opportunities and the inability
of ordinary people to afford basic necessities
and a minimal standard of living are some of
the issues that have triggered protests in the
region. Additionally, the escalation of political
violence in North Africa is often linked to rising
food prices.23 Studies indicate that in low-
income countries, rising food prices often lead
to unrest, anti-government demonstrations
and civil conflict. 2 Serving as both a cause and
aconsequence of conflict, food prices in North
Africa have been continuously rising in recent
years. It is somewhat paradoxical that prices
have been relatively stable in Morocco, the
only country where bread subsidies have been
minimized.5

Another factor often considered when
explaining political violence in North Africa
is youth unemployment. Countries in the
region experienced a declining unemployment
rate up until around 2006-2010, after which
they began to withess a continuous increase.
Tunisia and Egypt have been particularly
affected, with unemployment rates rising by
approximately ten to fifteen percent during
2023. In the absence of an economic system
capable of absorbing new generations into the
workforce, young people in North Africa are
prone to seeking purpose and income through
illicit activities, further destabilizing the region
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and creating conditions for new antagonisms
and conflicts.

With the exception of Tunisia, the
governments of North Africa rank at the
bottom, in terms of governance and resource
management. Most governments in this
region are anocracies (hybrid regimes) and
consequently exhibit persistent instability.5
Dueto the lack of centralized authority in hybrid
regimes, a pluralization of power structures
has emerged, fostering the strengthening of
terrorist networks and organized criminal
groups. Libya serves as a glaring example of
this phenomenon, with its two competing
governments in Tripoli and Tobruk, making
it a country ripe for the proliferation of
arms, drug trafficking and human smuggling
operations. Its geopolitical position links the
Horn of Africa, West Africa, the Sahel region,
the Middle East and Europe. Additionally,
Libya has become a major departure point for
African migrants heading to Europe, with the
route once strongly controlled by Gaddafi now
marked by persistendy high numbers.Z7

Overall, despite the recent decrease in the
number of state-violence-related fatalities,
government forces remain highly active in
establishing control through the use of force.
Researchers analyzing political violence
in North Africa identify Libya, Egypt and
Algeria as key countries that require careful
monitoring in this context. Driven bythe power
vacuum in Libya and socio-economic tensions
in the region, non-state violence is expected
to continue dominating, with civilians either
becoming direct victims of violence or being
indirecdy affected by the economic and social
issues, generated by this violence. Libya, with
its dual government, exemplifies a country
on the path to self-destruction and is often
described as a “supermarket” for arms, drugs
and human trafficking.8 As the political,
economic and security situation in Libya
deteriorates, ordinary people live in fear of a
resurgence of conflict, even as they prepare
for focal elections in October 2024.9 At the
same time, significant migratory activity from
this region, primarily through Libya, the main
“provider” to Europe, continues to impact
European security.
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Sahel

This region is marked by systemic
corruption, terrorist organizations, insurgent
groups and illegal trafficking. As a result,
political violence is highly prevalent. This
instability is increasingly spreading regionally,
with non-state actors exploiting porous
borders to carry out attacks, traffic weapons
and people and recruit new fighters. The effects
of these activities are highly ‘tontagious”
as illustrated by the alarming spillover of
instability into North Africa, with significant
implications for European security.

Sahel is the only region on the periphery
of Europe where the number of various
conflicts has been persistendy increasing.
While fatalities related to state-based political
violence show a slight declining trend,
fatalities resulting from non-state violence
have increased by nearly 50 percent over the
past 7-8 years (excluding the year 2020, which
was marked by the COVID-19 crisis). This
rise is associated with the growing number
of different actors and groups engaging in
political violence in the region. The majority
of this activity takes place in Mali, where, since
2017, there has been interaction among various
non-state actors, such as ISIS, the “Movement
for the Salvation of Azawad” and the Al-
Qaeda affiliate “Jama’at Nusrat al-Islam wa al-
Muslimin’ Attacks by these groups, alongside
the well-established organization Al-Qaeda
in the Islamic Maghreb, have resulted in new
non-state, state and unilateral conflicts in Mali
and, consequendy, an increased number of
fatalities.3

Regarding the role of protests and
demonstrationswithinthe spectrum ofpolitical
violence in this region, the relatively low level
of protests in Sahel is more indicative of severe
state repression against demonstrators than
of social cohesion. Across Sahel, individuals
who choose to peacefully protest against food
prices, living conditions or their governments
typically face violence, arrests and imprison-
ment. The brutality of police forces in this re-
gion and the “zero tolerance” of the judiciary
towards “public order disturbances” serve as
effective deterrents to the mobilization of so-
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rial movements.3l The peak of the protest wave
in 2015 was primarily due to demonstrations
in Mali, Niger and Mauritania, in response
to the satirical depiction of the Prophet
Muhammad in Charlie Hebdo?2These protests
were particularly violent in Niger, resulting in
dozens of civilian casualties.

Central states in the region, Burkina
Faso, Mali and Niger (under military juntas)
have been engulfed by a decade-long jihadist
insurgency, involving various branches of Al-
Qaeda. ACLED data illustrate the worsening
security situation in Central Sahel. In 2023,
the number of people killed in acts of political
violence in Burkina Faso doubled, marking
the highest increase in West Africa after
Nigeria. Across Central Sahel, fatalities from
political violence conflicts rose by 38 percent,
with civilian casualties increasing by over
18 percent.8 The high level of violence in all
three central Sahel states is likely to persist in
the near future, as counterinsurgency efforts
increasingly escalate, resulting in a significant
number of collateral casualties. Additionally,
the growing influence of the Wagner Group
(now renamed the ‘African Corps”), its relative
success in Mali and the increasingly noticeable
involvement of Russia in the region suggest
that the mercenary group may expand from
Mali into Burkina Faso and Niger.34 There are
indications that a military base for Russian
troops is being established in Burkina Faso,
although it appears that the Nigerian junta
is divided on this issue. In northern Mali,
where the Malian Armed Forces (FAMA)
and Wagner forces continue their offensive,
their increasingly frequent and synchronized
involvement has direcdy contributed to the
escalation and brutalization of the conflict.3®

A multitude of factors contributes to the
persistence and complexity of violence in the
Sahel region. Here, we highlight the roles of
demographics, food prices and governance
crises. The Sahel is among the world’s regions
with the highest demographic proportion
of individuals under the age of thirty -
approximately seventy percent, according
to World Bank research. Consequently, the
population aged 15 to 29 is about seven
percent higher in the Sahel region compared to
more developed countries.3This demographic
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factor, combined with poor governance and
a weak economy, can exacerbate conflict due
to widespread unemployment and discontent
among the youth, who increasingly turn
to illegal means to achieve economic gain.
Existing population growth trends in Sahel
demonstrate elements of regularity and, in
predictive terms, the population growth is
expected to continue unabated in the coming
decades.¥

The link between climate change, drought
and food security is often considered crucial
for understanding (in)security in the Sahel
region. Recent studies indicate that the Sahara
Desert has expanded by more than ten percent
over the past century. Since the early 1990s, the
region has experienced over 20 years of severe
drought.38 This development has influenced
the rise in food prices, which saw a relatively
modest increase between 2010 and 2020, with
the exception of Mauritania. However, data
from 2022, as well as the first six months of
2023, indicate an escalation in the prices of
basic food products. Indeed, in addition to
these indicators, some current global issues
(such as the aftermath of the pandemic,
new conflicts like the war in Ukraine and
similar factors) also contribute to the adverse
economic conditions.

However, while many reports suggest that
the likelihood of political violence is increasing
due to food production failing to keep
pace with population growth, institutional
factors must not be overlooked in explaining
political violence in this region. Although
states potentially contribute to the escalation
of conflicts, empirical evidence from Sahel
suggests that the fundamental causes of land
disputes are more historical and political than
climatic.®

Overall, the trends in political violence in
the Sahel region offer little hope for positive
developments. Specifically, countries such
as Sudan, Mali and Niger are particularly
vulnerable. Driven by young people with
limited economic prospects and restrictive
laws on protest and dissent, conflicts fueled
by non-state actors are likely to continue
dominating the region. The absence of strong
borders and effective governance, coupled with
a pervasive culture of corruption, heightens
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the tendency for violence to spread across the
region’s countries, potentially “infecting” other
fragile states.

Post-Soviet space

Political violence in the post-Soviet space
has long been relatively contained, compared
to other regions under examination here.
However, it dramatically escalated in 2014
with the first Russian intervention in Ukraine
and, especially from the beginning of 2022,
with the outbreak of open aggression, whose
direct and reverberative consequences are
incalculable. Prior to this, various countries
in the region had already witnessed significant
protests, including Russia (2009, 2011-13 and
2017-18), Ukraine (2013), Belarus (2011, 2017
and 2020), Armenia (2013), Georgia (2011 and
2012) and Azerbaijan (2011). Additionally,
there were limited armed conflicts between
Russia and Georgia in 2008 and between
Armenia and Azerbaijan over Nagorno-
Karabakh in 2014 and 2021.40 The protest
rate in this region was notably high, until
the Russian aggression against Ukraine in
February 2022, though demonstrations were
less intense compared to those in the Middle
East. Aside from the protests in Kyiv in 2013
(Euromaidan), which resulted in the loss of 130
lives4l, most of the protest didnt have many
casulties. Some protests have been successful
in achieving their goal of ousting incumbent
leaders. Notable examples include the “Velvet
Revolution” in Armenia in 2018, which led to
the resignation of President Sarkisian and the
protests in Moldova, in 2015, which resulted
in the resignation of then-Prime Minister
Gaburici.2 Other protests, however, did not
succeed. Examples include the protests against
Georgian President Saakashviliin 2009, against
Russian President Putin in 2011 and 2018,
against Belarusian President Lukashenko in
2017 and 2020/21 and against Azerbaijani
President Ilham Aliyev in 2011.

Particular attention in the context of
the post-Soviet space is drawn to the war
conflict in Ukraine, which has had extremely
devastating consequences for Ukraine, Russia
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- essentially for the entire global economy and
especially for Europe.43 Given that the cur-
rent conflict has been extensively analyzed
from various perspectives, the following pages
will primarily focus on the initial strategy, the
(non)existence of clearly articulated political
objectives, exhaustion as a coerced strategy by
the Russian side, the crisis in diplomacy and
morality, as well as the potential outlook and
consequences of the conflict.

The Russian aggression against Ukraine,
initially conceived as a swift operation, has
evolved into a large-scale conflict. Despite oc-
casional and relative successes by both sides’
military forces, a clear prospect for resolving
the conflict now seems absent, both militarily
and politically. The Russian leadership is fre-
quently criticized for initiating the war with-
out fully considering the potential military,
political and economic consequences. Among
the miscalculations are the lack of a coherent
and clearly articulated political objective for
the campaign, errors in assessing the combat
effectiveness of the Ukrainian Armed Forces,
the West’s determination to unite in support
of Kyiv and the questionable readiness of the
Russian economy, society and, notably, the
military for the invasion.

Russia initially attempted a classic blitz-
krieg44 banking on the rapid capture of a sig-
nificant portion of Ukraine. However, it evi-
dendy overlooked the fact that a swift break-
through campaign places advancing armies in
unfavorable material conditions. Due to the
need to secure flanks and rear areas, such op-
erations require significant logistical efforts,
and protection against ultimate failure is only
achievable through a series of exceptional op-
erational victories, which were not realized.
While the Russian military pursued a classical
blitzkrieg strategy in Ukraine, Ukraine evi-
dently employed a defensive tactic developed
during World War 1l, centered around well-
fortified strongholds, known as the “hedgehog
defense’!

Once it became evident that a rapid war
did not achieve success, a second phase of
the conflict commenced, commonly referred
to as a war of attrition. The purpose of “at-
trition” is to deplete the enemy’s resources
and deny them the capacity to continue the
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war. The arduous path of attrition, which in-
volves expending significandy more resources,
is generally chosen only when a war cannot
be concluded with a single decisive move. In
other words, by employing attrition tactics,
a state begins to gauge its economic strength
against its adversary. In this case, the forces are
measured against Ukraine, which is supported
by many of the world’s most developed coun-
tries, while Russia finds itself in a complicated
situation with very few allies and no military
coalitions. The only country that could be con-
sidered an ally - Belarus, has allowed Russian
troops to launch their invasion into Ukraine
from its territory, but has not officially partici-
pated in the invasion to date.

Both sides in the conflict employ method-
ologies that enable them to present losses in
personnel, equipment, armament, infrastruc-
ture and the country’s economy in a manner
befitting the war, through overt manipulation
rather than straightforward reporting. Those
attempting to view the situation from as neu-
tral a perspective as possible are, at the very
least, perplexed. While it is widely acknowl-
edged that truth is often the first casualty of
war, the data provided by both the Russian
and Ukrainian sides are so divergent that they
likely surpass those seen in previous conflicts.
Reports from both sides minimize military ca-
sualties to the greatest extent possible, while
data on civilian casualties and the destruction
of industrial and residential infrastructure
in territories controlled by each side reveal
a completely opposite trend. On this front, a
competition persists to display more civilian
casualties and infrastructural devastation in
order to highlight the barbaric and uncivilized
actions of the opposing side.%

In the context of the coordinate system
oudined, objectives, strategy, attrition, diplo-
macy and consequences, the future of this
conflict must be considered. If we base the
predictive element of this form of political vio-
lence on the past developments, it is evident
that Russia, lacking unequivocal allies, does
not possess infinite resources for conducting a
prolonged and attritional war, regardless of the
casualties and destruction suffered by Ukraine.
Therefore, the likelihood of an unfavorable fi-
nal outcome for Russia appears higher. This, of
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course, assumes that support from the world’s
most developed countries continues to flow
into Ukraine at its current or even greater lev-
els, which is anticipated but not guaranteed.
Conversely, if assistance to Ukraine were to
decrease, or if we consider the potential of
the involved countries’ military and human
resources from their own perspectives, Rus-
sia’s advantage becomes more apparent. Addi-
tionally, given the authoritarian nature of the
Kremlin regime, one cannot rule out a scenar-
io where Russia might respond with nuclear
measures in the absence of success with con-
ventional weapons.%6 In such a scenario, there
would be no clear winner.

Conclusion

Theprimaryconclusionisthatcurrentlevels
of political violence on Europe’s periphery
will remain high, but stable (excluding the
unpredictable nature ofthe war in Ukraine) for
at least the next few years. More specifically,
non-state actors will continue to dominate in
perpetrating violence against states, civilians,
and other non-state groups. In response, it is
highly likely that state-led campaigns against
these groups will persist in their efforts to
assert control through violent means. While
the majority of political violence in these
regions stems from state-based violence, non-
state violence is increasing both in terms of
the number of conflicts and the mortality rate
of violence. Even as the frequency of conflicts
declines, fatalities generally remain stable
because conflicts tend to become more deadly
on average. Despite the decrease in civilian
casualties from non-state violence, a trend
that has been noted since 2017, existing trends
in the mortality rate of non-combatants will
persist (and even intensify) in both the post-
Soviet region and the Middle East, indicating
that ordinary people will continue to suffer
from violence perpetrated by both state and
non-state actors.

General conclusions about the root causes
of political violence in the analyzed areas can
be drawn. While the proportion of youth
within the total population in the northern
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and central African regions will remain high
in the foreseeable future, some slow declining
trends are visible, particularly in North Africa.
Secondly, youth unemployment, closely
linked to demographic trends, is especially
concerning in North Africa and the Middle
East. High levels of dissatisfaction and
persistent high unemployment rates in most
areas on Europe’s periphery may provide
additional “ammunition”for terrorist groups to
recruit followers and sustain themselves. This
is particularly dangerous in parts of Libya and
Mali, as well as in Syria and Iraq. Additionally,
the continued resilient resistance of Hamas,
compounded by indiscriminate Israeli strikes
on the civilian population in Gaza, highlights
the potential for further suffering in this
region. Furthermore, food prices continue
to rise (with the latest conflict in Ukraine
exacerbating this trend beyond expectations)
across all regions, and trends in North Africa
and the Middle East remain of utmost concern.
Finally, the quality of governance remains low
in all analyzed areas. Despite some recent
positive developments concerning violence
levels in the Sahel region and the Middle East
(especially related to the Syrian conflict), there
is litde indication that situations of severe
instability, such as those in Libya, Gaza, Syria
or Ukraine, will improve in the near future.

Theconsequences ofthese trends for Europe
are significant. The key finding is that Europe
will face ongoing instability on its doorstep for
the foreseeable future. On average, levels of
political violence have increased over the past
decade in every region examined here. These
trends also highlight that, in all regions except
Sahel, state actors predominandy dominate
fatal events and protest-related incidents. At
the same time, in all regions except the post-
Soviet space, the number of conflicts involving
non-state actors has also risen over the past five
to ten years, despite a recent trend of decline
in North Africa over the past two years. This
long-term trend suggests that state authority
(“sovereignty”) will continue to be contested
across Europe’s periphery. Countries with a
high likelihood of continued violence in the
coming years include Syria, lrag, Mali, Libya
and Ukraine.
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These developments have various social,
economic, territorial, physical and ethical
consequences, impacting Europe’s security
outlook up to 2030. Firstly, from the perspective
of social security, ongoing instability in North
Africa, the Middle East and the Sahel region is
likely to further increase the flow of migrants
into Europe in the coming years. The refugee
crisis stemming from the post-Soviet region
has been exacerbated by the Russian aggression
against Ukraine that began in February 2022.
Following an initial wave estimated at around
6.6 million Ukrainians who fled the country,
the number has stabilized at significantly lower
levels, with almost equivalent data on entries
and exits from the country. The most unreliable
prediction pertains to this hotspot, as the
conflict that should have been avoided offers
no certain anticipatory arguments, instead,
every scenario appears both impossible and
possible simultaneously. All of these trends
will continue to impact social cohesion in
Europe, with potential increases in protests,
heightened tensions between social groups and
sustained support for fringe political parties.
As European border security initiatives move
further south across the Sahara, there will
likely be a growing demand for redirecting aid
and financing peace and security operations.

Furthermore, trends in political violence
on Europe’s periphery will likely impact
the physical security of European citizens.
The resilience of non-state groups and the
persistently unstable environment suggest
that terrorist organizations will continue to
attempt or carry out attacks across Europe.
Finally, conflicts on Europe’s periphery will
persist in challenging both collective European
diplomacy and the diplomatic efforts of
individual European countries based on their
values.
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Razboiul informational rus
Tn Republica Moldova.
Obiective, naratiuni si mecanisme

ABSTRACT

Dr. Daniela SISCANU

n the currentgeopolitical climate, Russian propaganda and disinformation have a significant presence in the
Republic of Moldova. The country’s aspiration for European integration is complicated by its historical ties to the
former Soviet Union, making ita key targetfor Russian influence. Disinformation campaigns, particularly amplified
by the war in Ukraine, aim to sow division within Moldovaspopulation,focusing on issues such as national security,
sovereignty, and political direction. The primary themes of the propaganda involve fears surrounding European
integration, the destabilization of Moldova’ social and economic systems under the pro-Western government, and
the perceived threats to Moldovas identity and sovereignty from neighbouring countries, the European Union,
and NATO. This article examines the objectives of Russia’s information warfare in Moldova, the key themes and
narratives ofRussian propaganda, the methods by which these messages reach the public, and the challengesfaced by
the government in addressing disinformation. Understanding these dynamics is essentialfor developing strategies to
strengthen Moldovas resilience to external manipulation andfostering an informed, resistant society.

Keywords: Russian Federation, Republic of Moldova, disinformation, propaganda, European Union, NATO,

informational security, war in Ukraine.
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Introducere

Tn contextul geopolitic actual, influenta
propagandei si a dezinformarii rusesti devi-
ne tot mai evidenta Tn Republica Moldova, o
tara cu o pozitie strategica Tntre Est si Vest,
care aspira la integrare europeana, dar care se
confrunta cu o istorie profund legata de fostul
spatiu sovietic. Amplificate de contextul raz-
boiului din Ucraina si de tensiunile regionale,
strategiile de dezinformare ale Kremlinului
vizeaza divizarea populatiei si manipularea
perceptiilor publice Tn legatura cu problemele
critice, cum ar fi securitatea nationala, suvera-
nitatea si directia politica a Chisinaului.

Campaniile de dezinformare sunt orches-
trate printr-o varietate de metode, prin canale
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de televiziune, retele de socializare, dar si prin
politicieni locali pro-rusi care sustin narativele
Kremlinului. Temele dominante ale propagan-
dei includ riscurile legate de integrarea euro-
peana, destabilizarea socialad si economica atri-
buita guvernarii pro-occidentale, amenintarea
identitatii si suveranitatii moldovenesti de
catre statele vecine, Uniunea Europeana si
NATO.

Acest articol Tsi propune sd exploreze
obiectivele razboiului informational rus in
Moldova, naratiunile si principalele teme ale
propagandei ruse, metodele si mecanismele
prin care propaganda si dezinformarea rusa
influenteaza opinia publica Tn Republica Mol-
dova, consecintele acestei influente asupra
societatii si provocarile cu care se confrun-
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ta guvernul Tn combaterea acestui fenomen,
Tntelegerea impactului acestor campanii este
cruciala pentru dezvoltarea unor strategii efi-
ciente de rezistenta la influentele externe si
pentru consolidarea unei societdti informate si
reziliente in fata dezinformarii.

Razboiul informational rus Tn Republica
Moldova este o actiune coordonata si bine
structuratda de manipulare a opiniei publice,
avand scopul de a consolida influenta Rusiei Tn
aceasta regiune, de a slabi Tncrederea Tn orien-
tarea pro-europeana si de a preveni apropierea
Moldovei de Uniunea Europeana si NATO. Tn
acest sens, Kremlinul foloseste o combinatie
de naratiuni manipulatoare, dezinformari si
atacuri sistematice Tndreptate Tmpotriva gu-
vernului pro-european din Chisindu, Tncer-
cand sa genereze nesigurantd, neincredere si
divizare in randul populatiei.

Obiectivele principale
ale razboiului informational rus

Mentinerea influentei geopolitice asupra
Republicii Moldova. Rusia incearca sa pastre-
ze Republica Moldova in sfera sa de influenta,
folosind o combinatie de mijloace economice,
politice si culturale. Mass-media pro-rusa pro-
moveaza ideea ca relatia cu Rusia este vitala
pentru securitatea si prosperitatea Moldovei.
De asemenea, Moscova sustine organizatiile
culturale si religioase ortodoxe care promo-
veaza valorile traditionale asociate cu Rusia.

Tmpiedicarea integrarii Moldovei Tn
structurile euro-atlantice. Rusia se opune
ferm apropierii Republicii Moldova de NATO
si Uniunea Europeana. Kremlinul doreste ca
Moldova sa raméana in sfera sa de influenta si
foloseste razboiul informational pentru a ma-
nipula perceptia publica asupra Occidentului
si a modelului occidental de democratiel

Desi neutra, Moldova coopereaza cu UE
si alte organizatii internationale pentru a-si
moderniza armata si a intari securitatea ciber-
netica. Chiar daca Moldova nu intentioneaza
sa devina membra NATO, exista o cooperare
activa cu alianta prin intermediul Parteneria-
tului pentru Pace. Acest lucru irita Rusia, care
Tncearca sa prezinte astfel de initiative drept
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o0 amenintare la adresa neutralitatii2 Tn acest
context, Rusia raspandeste naratiuni precum
»heutralitatea Moldovei este amenintata” si
»Occidentul Tncearcd sa atraga Moldova in
conflicte militare.”

Subminarea Tincrederii Tn guvernul
pro-european. Una dintre tintele principale
ale propagandei ruse este sa discrediteze gu-
vernul pro-european si sa-lI prezinte ca fiind
corupt, autoritar sau controlat de Occident.
Prin naratiunile care prezintd guvernul de la
Chisindu ca pe un regim dictatorial sustinut de
Vest, Rusia Tncearca sa semene nefincredere Tn
randul populatiei3.

Stimularea tensiunilor interne si a divi-
ziunilor sociale. Rusia exploateaza orice divi-
ziune interna existentd in Republica Moldova,
fie ca este vorba de orientarea politica, etnie,
limba sau ideologie. Astfel, propaganda rusa
urmareste sa slabeasca unitatea sociala si sa
creeze o atmosfera de neincredere reciproca
Tntre diferite grupuri sociale.

incurajarea sentimentelor pro-ruse si
sustinerea separatismului. Un alt obiectiv
important al razboiului informational rusesc
n Moldova este consolidarea sentimentelor
pro-ruse Tn randul populatiei, Tn special in re-
giunile din stanga Nistrului si Tn sudul tarii, Tn
Unitatea Teritoriala Autonoma (UTA) Gagau-
zia, regiuni unde exista comunitati semnifica-
tive de etnici rusi si gagauzi, vorbitori de limba
rusd. Rusia exploateaza conexiunile istorice,
culturale si lingvistice pentru a intari imaginea
unei ,,legaturi fratesti” intre rusi si moldoveni4.
De asemenea, sunt promovate valori comune
si traditii comune care Tncurajeaza simpatia
fata de Moscova.

Totodata, Kremlinul a sprijinit si sprijina in
continuare gruparile separatiste din Transnis-
tria prin diferite metode, inclusiv prin oferirea
unui cadru mediatic favorabil si prin crearea
unui flux continuu de informatii care justifica
»autonomia” regiunii si prezintd autoritatile
de la Chisindu drept ineficiente sau corupte.
Transnistria este un teren fertil pentru ma-
nipularea informationald, avand in vedere ca
regiunea este mai putin conectata la sursele
media din Republica Moldova si Occident. Tn
ceea ce priveste Gagauzia, Rusia sprijina poli-
ticieni care cer o autonomie sporita a regiunii,
chiar si Tn conditiile in care acestia se opun
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autoritatilor centrale de la Chisinau. Desi Ga-
gauzia nu a declarat oficial independenta fata
de Chisinau, Rusia sprijind aceste miscari prin
intermediul resurselor politice si media pentru
a creatensiuni si a destabiliza guvernul moldo-
vean, dand astfel un mesaj ca autonomia Gaga-
uziei este un subiect important in geopolitica
regiunii.

Crearea unui climat de incertitudine si
instabilitate, care sa faca integrarea in UE sa
para riscanta si imposibila. in acest sens, Rusia
dezvolta campanii de dezinformare care sustin
ca integrarea Republicii Moldova Tn structuri
internationale pot Tnrautati situatia politica in-
terna. Totodatd, se urmareste scaderea incre-
derii Tn justitie si institutiile statului. Prin sub-
minarea autoritatilor si a sistemului juridic din
Moldova, Rusia incearca sa convinga populatia
ca statul moldovean nu este capabil sa-si apere
suveranitatea sau interesele cetatenilor, ceea ce
face ca apropierea de Occident sa para pericu-
loasas

Obiectivele razboiului informational rus
Tn Moldova sunt strdns legate de narativele
si temele de propaganda promovate de Rusia
pentru a mentine influenta asupra tarii. Prin
dezinformare si manipulare, Moscova promo-
veaza teme precum teama de razboi si perico-
lul occidental, prezentand Uniunea Europeana
si NATO ca amenintari la adresa suveranitatii
si identitatii Moldovei. Tn acest context, Rusia
sustine ideea ca Moldova ar trebui sa ramana
un ,,bastion al neutralitatii”, iar apropierea de
Occident ar adanci diviziunile interne si ar
conduce la instabilitate. De asemenea, conflic-
tul transnistrean este folosit ca un instrument
de presiune, fiind prezentat ca un element ne-
cesar pentru protectia ,,intereselor populatiei
ruse”

Principalele naratiuni si teme de propa-
ganda sunt urmatoarele:

Riscul de razboi iminent. O naratiune
frecvent folosita este cea care sugereaza ca
Moldova ar fi pe cale sa fie implicata intr-un
conflict cu Rusia, Tn cazul Tn care continua sa se
apropie de Occident. Potrivit acestei naratiuni,
NATO ar transforma Moldova intr-un ,tea-
tru de rdzboi” pentru a ataca Rusia, iar Occi-
dentul Tncearca sa militarizeze tara. Aceasta
naratiune are mai multe functii strategice, atat
pentru mobilizarea opiniei publice interne din
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Rusia, pentru descurajarea apropierii Mol-
dovei de Occident, cat si pentru subminarea
guvernarii pro-europene din Chisinau. Una
dintre functiile esentiale ale acestei naratiuni
este de a alimenta teama si incertitudinea Tn
randul populatiei din Republica Moldova. Prin
raspandirea ideii cad Moldova ar putea fi impli-
cata intr-un conflict direct cu Rusia din cauza
intentiei de a se alinia cu Occidentul (in special
cu NATO si Uniunea Europeand), propagan-
da rusa vizeaza destabilizarea situatiei interne
si sporirea fricii. Conform acestei naratiuni,
integrarea Moldovei Tn structuri occidentale
ar duce inevitabil la escaladarea conflictului
din Ucraina si la o interventie directa a Rusiei
pentru a proteja regiunile pe care le considera
,.sfere de influenta” sau teritorii de interes stra-
tegic, precum Transnistria. De asemenea, con-
form naratiunii, Republica Moldova ar deveni
un ,,cap de pod”pentru actiuni militare indrep-
tate Tmpotriva Rusiei, avand Tn vedere pozitia
sa geografica si contextul geopolitic regional.
Aceasta naratiune urmareste sa starneasca
frica Tn randul populatiei moldovenesti, cd o
apropiere de Occident ar aduce tara intr-un
conflict direct cu Rusia. Tn paralel, propaganda
rusa foloseste naratiunea despre ,,fortarea Mol-
dovei Tn razboi” pentru a delegitima guvernul
pro-european al Maiei Sandu si a Tmpiedica
orice avans semnificativ pe calea integrarii n
Uniunea Europeana. Se urmareste crearea unui
sentiment de instabilitate politica si sociala n
Moldova si subminarea increderii cetatenilor
in guvernarea pro-europeand. De asemenea,
naratiunea sugereaza ca orice decizie pro-occi-
dentald Tnseamna ca autoritatile moldovenesti
compromit securitatea nationald, prin alianta
cu un Occident care are intentii agresive fata
de Rusia.

Important de subliniat este faptul ca
naratiunea este completata de ideea ca Rusia
se afla Tntr-o pozitie de ,,autoaparare” in fata
unei amenintari din partea Occidentului. Pro-
paganda rusa construieste imaginea unei Rusii
vulnerabile, amenintate de expansiunea NATO
si de apropierea fostelor state sovietice de blo-
cul occidental. Tn acest context, orice apropiere
a Moldovei de Uniunea Europeana sau NATO
este vazuta ca o provocare directda la adresa
securitatii Rusiei. Cu alte cuvinte, propaganda
rusa sustine ca Federatia Rusa reactioneaza de-
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fensiv pentru a-si proteja interesele strategice.
Naratiunea se bazeaza si pe afirmatia potrivit
careia Moldova este o victima a Occidentului,
care foloseste presiuni politice, economice si
militare pentru a atrage tara intr-un conflict cu
Rusia. Tn acest context, se sustine ca Moldova
ar putea ajunge ntr-o situatie similard cu cea
a Ucrainei. De asemenea, aceastda naratiune
are rolul de a justifica eventualele interventii
ale Rusiei Tn Republica Moldova. Propaganda
sugereaza ca interventiile Rusiei, fie in Trans-
nistria, fie Tn alte regiuni, ar fi masuri defensive
menite sd protejeze populatia rusa si sa previ-
na o destabilizare mai ampla a regiunii. Astfel,
Rusia se prezinta ca un actor pasiv, care doar
reactioneaza la ,,provocarile” Occidentului si
care are dreptul de a-si apara interesele si de
a proteja stabilitatea Tn regiunile unde exista
comunitati rusesti.

Occidentul pregateste anexarea Mol-
dovei de catre Romania. Acest narativ de
dezinformare prezinta NATO, Uniunea Eu-
ropeana si SUA drept actori care doresc ,,;sa
ocupe Moldova” printr-o potentiala unire cu
Romania6. Se apeleaza la temeri istorice si la
sentimente de nesiguranta, Tn special in randul
minoritatilor etnice si al simpatizantilor Mos-
covei. Ideea ca americanii si europenii prega-
tesc ocuparea Moldovei de catre Romania face
parte dintr-o meta-naratiune mai veche des-
pre o presupusa ,,anexare”a Republicii Moldo-
va7. Scopul constd in alarmarea minoritatilor
nationale, a ,,moldovenistilor” si alocuitorilor
din stanga Nistrului, pentru a mentine un cu-
rent anti-occidental si pentru a promova ideea
unui ,,dusman de clasa” o mostenire din peri-
oada sovietica. Astfel, se Tncearca Tmpiedica-
rea apropierii Moldovei de comunitatea euro-
peana, mentinand-o sub influenta Moscovei8

Integrarea europeana vadistruge econo-
mia Moldovei. O altd tema raspandita de pro-
paganda rusa sustine ca integrarea europeana
va aduce sardcie si migratie, iar Moldova va
deveni dependenta economic de Vest9 Sunt
promovate informatii false conform carora in
UE Moldova va deveni un foc pentru ,fabrici
poluante” si va gazdui refugiati din afara Eu-
ropei. Acest narativ are scopul de a discredita
beneficiile integrarii europene si de a crea ne-
Tncredere Tn valorile europene. Important de
subliniat este ca aceasta naratiune contine mai
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multe subteme, precum adancirea saraciei ca
urmare a integrarii europene. Propaganda
rusa sustine ca integrarea Moldovei in Uniu-
nea Europeana va impune o serie de reforme
economice costisitoare si standardizari rigide,
care vor duce la cresterea preturilor si la o acu-
tizare a crizei economice interne. Prin acest
mesaj, se Tncearca crearea unei imagini a UE
ca un ,,actor economic nemilos” care impune
conditii severe, mai ales Tn domenii precum
agricultura (micii fermieri moldoveni vor fi
afectati de concurenta acerba a producatori-
lor din UE), industria si comertul (modificari-
le legislative si taxele vamale ar putea pune in
pericol afacerile mici si mijlocii, iar procesul
de adaptare ar duce la o perioada de instabili-
tate economicd)10 De asemenea, se sugereaza
cd Moldova ar deveni dependenta economic
de Occident, pierzandu-si autonomia in fata
marilor corporatii europene si marindu-si da-
toriile economice fata de tarile din UE. O alta
subtema a propagandei ruse este migratia ca
efect negativ al integrariill Pe de o parte, se
sustine ca Moldova va suferi un exod masiv
al tinerilor. Se vehiculeaza ideea ca Moldova
va deveni un ,,exportator” de tineri si forta de
munca, ceea ce ar contribui la declinul econo-
mic si la depopularea rurala. Pe de alta par-
te, narativa Rusiei referitoare la migratiune,
n contextul aderarii Republicii Moldova la
Uniunea Europeana, este construita si n ju-
rul afirmatiei ca integrarea in UE va atrage
o invazie de migranti din Orientul Mijlociu,
Africa de Nord si alte regiuni afectate de con-
flicte si instabilitate. Aceasta tema este desti-
nata sa alimenteze frica Tn randul populatiei
moldovenesti, sugerand ca aderarea la UE
va duce la o crestere masiva a numarului de
migranti si la o presiune pe resursele sociale si
economice ale tarii, precum si 0 amenintare a
modului de viata traditional si a valorilor reli-
gioase ale populatiei focale.

Pe langa ideea ca integrarea europeana va
duce la migratie si sdracie, propaganda rusa
sugereaza si o vulnerabilitate economica
sporita a Moldovei fata de crizele economi-
ce globale. Se prezinta scenariul Tn care Mol-
dova, n calitate de tarda cu o economie mica si
dependenta de comertul cu UE, ar deveni mult
mai expusa la volatilitatea pietelor financiare
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internationale si la crizele economice ale ma-
rilor economii europene, cum ar fi crizele din
zona euro sau recesiunile economice globale.

O alta naratiune, parte a narativului anti-
european, des intalnita Tn propaganda rusa
este: integrarea in Uniunea Europeana ar
Tnsemna pierderea suveranitatii economice
a Moldoveil2 Se sugereaza ca Moldova ar de-
veni dependentd, nu doar economic, ci si poli-
tic, sub controlul institutiilor si al decidentilor
de la Bruxelles. Astfel, impunerea intereselor
externe ar submina interesele nationale ale
Moldovei, iar Tn acest context, Rusia este sin-
gura putere capabila sa protejeze interesele
nationale ale Republicii Moldova.

O alta parte a narativului anti-european
vizeaza Tmpiedicarea reformelor interne.
Aceasta naratiune sustine ca, pentru a se ali-
nia standardelor europene, Moldova ar trebui
sa implementeze reforme interne dureroase,
care, Tn viziunea propagandei ruse, ar crea
dezechilibre economice si sociale. Propaganda
sugereaza ca aceste reforme vor afecta negativ
categoriile vulnerabile ale populatiei, iar echi-
librul social si economic va fi serios perturbat,
mai ales Tn fata dificultatilor financiare si a
unui proces de integrare care ar dura o peri-
oada ndelungata.

Dictatura impusa de guvernul PAS si
Maia Sandu. Propaganda rusa sustine ca Maia
Sandu si guvernul PAS au instaurat un regim
dictatorial in Republica Moldova pentru a
submina Tncrederea cetatenilor Tn autoritatile
moldovenesti si a construi o narativa de peri-
col extern, care justifica interventia Moscovei
n afacerile interne ale tarii. Aceasta naratiune
se bazeaza pe cateva teme-cheie precum cen-
tralizarea puterii si subminarea institutiilor
democratice. Una dintre principalele acuze
consta Tn faptul ca guvernul partidului PAS
este controlat Tn totalitate de Maia Sandu sau
de un grup restrans, apropiat Maiei Sandu,
ceea ce ar submina separatia puterilor n stat.
Propaganda rusa sustine ca presedintele Maia
Sandu si partidul aflat la guvernare au luat
masuri pentru a Tngradi libertatea presei si a
controla institutiile democratice, precum Par-
lamentul, justitia si autoritatile locale. Tn acest
context, se vehiculeaza ideea ca guvernul PAS
si Maia Sandu ar exercita presiuni asupra ju-
decatorilor si ar manipula deciziile instantelor
-—--_32.

pentru a-si Tntari controlul asupra tarii. Un
alt punct al naratiunii propagandistice este ca
Maia Sandu si guvernul PAS ar fi instaurat un
regim care vizeaza eliminarea opozitiei poli-
tice, in special a partidelor si liderilor care se
opun integrarii Moldovei Tn Uniunea Europea-
na si care ar sustine o relatie mai stransa cu
Rusiald Propaganda rusa infatiseaza condam-
narile si anchetele Tmpotriva unor politicieni
pro-rusi sau a unor grupuri politice de opozitie
ca pe o represiune politica. Se subliniaza faptul
cd Maia Sandu ar utiliza puterea pentru a stig-
matiza si discredita orice critica adusa guver-
narii, pentru a preveni formarea unei opozitii
reale. Totodata se afirma ca sub regimul Maiei
Sandu, exista o tendinta de cenzurare a presei
si de restrictionare a libertatii de exprimare.
Se sustine ca guvernul ar Tncuraja autocenzu-
ra in randul jurnalistilor si ar ingradi accesul
la informatii independente. De asemenea, se
promoveaza ideea ca autoritatile ar modifi-
ca legislatia pentru a controla mass-media i
a elimina canalele media care ar putea difuza
opinii contrare politicii oficiale. Tn acest sens,
propaganda rusa creeaza imaginea unui stat
autoritar, unde accesul la informatie este limi-
tat si controlat de catre putere.

Este important de subliniat faptul ca n
contextul alegerilor prezidentiale din Repu-
blica Moldova (20 octombrie si 3 noiembrie
2024) si a referendumului din 20 octombrie
2024, privind modificarea Constitutiei pentru
a include dorinta cetatenilor de aderare la Uni-
unea Europeand, propaganda rusa afirma ca
guvernul PAS si Maia Sandu ar fi manipulat
procesul electoral pentru a-si asigura victoria
Tn alegeri. Se vorbeste despre fraudarea alege-
rilor si despre masuri care au favorizat-o pe
Maia Sandu si au discriminat candidatii parti-
delor de opozitie. Aceste acuzatii sunt indrep-
tate spre delegitimarea alegerilor si pentru a
crea perceptia ca alegerile din Moldova nu sunt
libere si corecte4

Un alt element important al acestei
naratiunii ruse care o vizeaza direct pe Maia
Sandu consta Tn acuzatia potrivit careia guver-
nul PAS si presedintele Moldovei se supun
intereselor externe si sunt controlati, in spe-
cial de Uniunea Europeana si Statele Unite,
si Moldova ar deveni un vasal al Occidentului,
pierzandu-si autonomia politica si economica.
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Se sugereaza ca deciziile luate de Maia San-
du sunt dictate de interese externe si aceasta
actioneaza Tmpotriva intereselor nationale ale
Moldovei, iar tara ar fi ,,prizoniera” unei poli-
tici externe dictate de Bruxelles si Washington.
Astfel, Tn ochii propagandei ruse, Maia San-
du ar reprezenta o marioneta a Occidentului
care Tsi urmareste propriile interese politice,
n detrimentul suveranitatii nationale. De ase-
menea, propaganda rusa promoveaza ideea ca
actiunile guvernului PAS si ale Maiei Sandu
contribuie la instabilitatea politica si soci-
ala din Moldova. Se sugereaza faptul ca gu-
vernul nu este capabil sa rezolve problemele
economice si sociale ale tarii, Tn timp ce divizi-
unile interne se adancesc. Propaganda rusa in-
sinueaza faptul cd, in loc sa aduca prosperitate,
politicile Maiei Sandu si ale guvernarii PAS ar
conduce la crize economice, sociale si politi-
ce, ceea ce ar justifica o interventie externa din
partea Rusiei pentru a ,,restaura ordinea si sta-
bilitatea” in Moldova.

n esenta, aceasta naratiune face parte
dintr-o strategie mai larga de delegitimare
a autoritatilor moldovenesti pro-europene,
promovand ideea potrivit careia Republica
Moldova este pe cale sa devind un stat auto-
ritar sub conducerea Maiei Sandu. Prin acest
discurs, Rusia Tncearca sa submineze spriji-
nul popular pentru guvernul de la Chisindu
si sd prezinte o alternativa ,,stabilizatoare” in
relatiile cu Moscova.

Rusia protejeaza Transnistria de agre-
siunile Occidentului. Naratiunea conform
careia Ucraina si Moldova ar pregati un atac
asupra Transnistriei pentru a elimina prezenta
rusa este o tema constanta promovata de presa
pro-Kremlin, avand scopul de a alimenta ten-
siuni si frica Tn randul locuitorilor din regiu-
nea separatista. Tn cadrul acestei naratiuni, se
sustine ca autoritatile de la Chisinau si Kiev ar
planui sa atace militar Transnistria, sub pre-
textul recuperdrii teritoriale si pentru a pune
capat influentei ruse Tn aceasta zona. Propa-
ganda rusa promoveaza: Republica Moldova si
Ucraina vor incepe o ofensiva militara pentru a
Tnldtura prezenta rusa in Transnistria, ceea ce
ar Tnsemna un atac direct asupra regiunii si un
pas important in extinderea influentei NATO.
Pentru a sustine aceasta naratiune si a-i da mai
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multa credibilitate, presa pro-Kremlin citeaza
experti rusi care afirma ca Moldova si Ucraina
sunt pe cale sa declanseze un conflict militar
Tn Transnistria. Acesti ,,experti” sunt adesea
persoane fara o pregatire clard sau conexiuni
oficiale, dar care sunt folositi pentru a vali-
da teoria conform cdreia Transnistria este Tn
pericol si cd un atac este iminent. O compo-
nenta esentiala a acestei naratiuni consta n
avertismentele venite din partea autoritatilor
ruse care, prin diverse canale oficiale, averti-
zeaza ca Rusia va interveni militar pentru a
proteja Transnistria, dacad aceasta ar fi ataca-
ta de autoritatile moldovenesti sau ucrainene.
De multe ori, aceste declaratii sunt facute de
functionari guvernamentali sau de oficiali mi-
litari care subliniaza ,,responsabilitatea Rusiei
de a apara cetatenii si teritoriile ruse”15 Scopul
acestor avertismente este de a transmite me-
sajul ca Moscova este pregatita sa intervina
pentru a apdra Transnistria si pentru a proteja
securitatea etnicilor rusi din regiunela

Prin promovarea acestui tip de naratiune,
se urmareste crearea unui climat de panica in
randul populatiei din Transnistria. Frica de un
eventual atac din partea Moldovei si Ucrai-
nei ar putea spori dependenta regiunii fata de
protectia rusa, consolidand astfel controlul
pe care Rusia 7l exercitd asupra acestei zone.
Populatia din Transnistria este influentata
sa creada ca fara ajutorul Moscovei, regi-
unii i-ar fi imposibil sa se apere de un even-
tual atac, ceea ce o face sa se alinieze si mai
mult cu autoritatile ruse. Aceasta naratiune
mai serveste si ca un argument in favoarea
mentinerii prezentei militare ruse Tn Trans-
nistria. Prin aducerea Tn discutie a unei presu-
puse amenintari externe, Rusia Tsi legitimeaza
rolul de forta de mentinere a pacii in regiune
si de protector al unui teritoriu care este, In
realitate, separatis din punct de vedere juridic
si international. Astfel, se creeaza perceptia ca
Tn absenta Rusiei, Transnistria ar fi vulnerabila
si supusa unei agresiuni din partea Moldovei
si Ucrainei.

Principalele naratiuni propagandistice
ruse din Republica Moldova sunt disemina-
te printr-o gama variata de canale si metode,
care le amplifica impactul asupra publicului.
Mass-media traditionald, retelele de socializa-
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re si diversi actori politici si non-politici joaca
un rol esential in raspandirea acestor mesajel’.
E necesara identificarea acestor metode de di-
seminare pentru a intelege mai bine strategiile
utilizate si modul n care acestea influenteaza
perceptiile si deciziile societatii moldovenesti.

Metode si canale de diseminare
a propagandei ruse

Mass-media pro-Kremlin. Desi canalele
Sputnik si RT au fost interzise Tn Republica
Moldova, propaganda pro-rusa continua sa
fie activa, folosind alte mijloace si retele pen-
tru a influenta opinia publica. Printre cele mai
utilizate canale sunt televiziuni locale precum
NTV Moldova, RTR Moldova, Accent TV si
TV6, care difuzeaza narative pro-ruse. Acestea
promoveaza deseori mesaje critice la adresa
Uniunii Europene si NATO, pozitionand Rusia
ca un partener esential pentru Republica Mol-
dova. Un alt instrument cheie sunt canalele
Telegram, cum ar fi ,,Gagauznews” sau ,,Prid-
nestrovets” care sunt folosite pentru a raspan-
di stiri false si dezinformare. Aceste canale
amplificdA mesaje despre destabilizarea regiu-
nii, sustindnd pozitii anti-occidentale si con-
struind naratiuni care sa slabeasca increderea
n guvernarea pro-europeana de la Chisinau.

Retelele sociale si platformele online.
Rusia utilizeaza conturi false si retele sociale
pentru a disemina mesaje propagandistice si a
raspandi dezinformarea. Retelele de troli si gru-
puri online sunt foarte active Tn Moldova, am-
plificAnd naratiuni antioccidentale si continut
ce critica guvernul de la Chisinau. Strategia Ru-
siei se bazeaza pe exploatarea vulnerabilitatilor
din sistemele digitale, inclusiv prin atacuri ci-
bernetice care compromit sursele de informatie
autentica. Contracararea acestor eforturi nece-
sitd investitii semnificative Tn educatie media,
verificare a faptelor si tehnologii avansate de
detectare a continutului fals.

Organizatii si ONG-uri. Prin intermediul
unor organizatii din Moldova care au simpa-
tii pro-ruse sau sustin valorile conservatoare
si ortodoxe, Rusia Tncearca sa construiasca
0 baza locald de sprijin. Aceste organizatii
desfasoara activitati aparent culturale, dar n
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realitate sustin interesele Kremlinului. Printre
aceste organizatii se numara Rossotrudnices-
tvo, care joaca un rol Tn diseminarea narative-
lor pro-ruse, n special in UTA Gagauzia si In
regiunea transnistreana, care sunt vazute ca
puncte strategice pentru influenta Moscovei
Tn Moldoval® Un alt exemplu este ,,Uniunea de
Afaceri Moldo-Rusa; fondata de Igor Dodon,
care a primit finantare semnificativa din Rusia
prin intermediul unor retele de afaceri conec-
tate la Kremlin19 Aceasta organizatie si altele
similare au fost implicate Tn diverse initiative
menite sa sprijine utilizarea limbii ruse si sa n-
tareasca legaturile culturale cu Federatia Rusa.

Lideri politici si partide pro-ruse:
Anumiti politicieni si partide moldovenesti
care au legaturi cu Rusia, precum Igor Do-
don, flan Sor, Partidul Comunistilor, Partidul
Socialistilor si Partidul SOR, promoveaza ac-
tiv naratiunile si dezinformarile Kremlinului.
Acestia amplifica mesajele propagandistice,
raspandind temeri despre integrarea europea-
na si despre orientarea pro-Vest a tarii. in plus,
anumiti politicieni, cum ar fi flan Sor, Mari-
na Tauber, sunt implicati Tn promovarea unor
astfel de mesaje prin retele de influenceri si
organizatii media afiliate.

Un alt politician cunoscut pentru orienta-
rea sapro-rusa este lon Ceban, actualul primar
al Chisinaului, care a avut in trecut o asociere
stransa cu Partidul Socialistilor din Republica
Moldova (PSRM). Totusi, in ultimii ani, Ce-
ban si-a ajustat discursul politic. in decembrie
2022, a fondat Miscarea Alternativa Nationala
(MAN), un partid declarat pro-european, si a
criticat guvernarea pentru lentoarea procesului
de integrare europeana. Aceasta schimbare a
fost interpretatd ca o incercare de a se distanta
de pozitiile pro-ruse anterioare si de a atrage
alegatorii care sustin directia europeana, dar
sunt nemultumiti de guvernarea actualad

Cu toate acestea, exista opinii divergente
despre autenticitatea reorientarii sale politice.
Unele surse sugereaza ca acest viraj ar putea fi
tactic, dat fiind contextul geopolitic actual si
cresterea reticentei populatiei fata de influenta
rusa, mai ales dupa invazia Ucrainei. De ase-
menea, este vazut ca un politician capabil sa
atraga electoratul deziluzionat, situat intre ex-
tremele pro-ruse si pro-europene ale spectru-
lui politicL
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Grupuri religioase si biserici. Unele gru-
puri religioase ortodoxe din Moldova, afiliate
cu Patriarhia Moscovei, sunt utilizate pentru
a raspandi mesaje de ,salvare” si ,,protectie”
din partea Rusiei, prin prisma valorilor
traditionale si a religiei ortodoxe. Aceasta este
o0 metoda subtild, dar foarte eficientd, mai ales
n mediul rural.

Concluzii

Pentru Republica Moldova, contracararea
razboiului informational rus este o provoca-
re majora. Chisinaul a Tnceput sa colaboreze
cu organizatii internationale si cu tarile occi-
dentale pentru a combate dezinformarea, dar
provocarile sunt multiple. Avand Tn vedere
complexitatea situatiei informationale din
Republica Moldova, Parlamentul a adoptat,
pe 2 iunie 2022, un proiect de lege destinat
sanctionarii raspandirii dezinformarii cu im-
pact asupra securitatii nationale. Legea inclu-
de modificari ale Codului Serviciilor Media
Audiovizuale, avand ca obiectiv principal pre-
venirea si combaterea dezinformarii Tn spatiul
public. Conform noilor reglementari, furnizo-
rii de servicii media nu vor difuza, iar distri-
buitorii de servicii media nu vor retransmite
programe cu continut informativ, analitic sau
militar-politic produse Tn alte tari, cu exceptia
celor din Uniunea Europeana, Statele Unite,
Canada si state care au ratificat Conventia Eu-
ropeana privind televiziunea transfrontaliera,
cu exceptia programelor de divertisment sau
filme fara continut militarist. De asemenea, le-
gea interzice difuzarea programelor care justi-
fica razboaiele de agresiune, negarea crimelor
de razboi sau a crimelor impotriva umanitatii
ori care incita la urd.

De asemenea, autoritatile moldovenesti
depun eforturi de consolidare a securitatii ci-
bernetice, Tn contextul cresterii numarului de
atacuri cibernetice si manipularii prin platfor-
me online si retele sociale22 Desi au fost facute
progrese Tn combaterea dezinformarii, pro-
vocarile raman semnificative, iar succesul de-
pinde de continuarea consolidarii institutiilor
statului si educarea publicului Tn privinta ris-
curilor de manipulare informationald. Repu-
blica Moldova ramane vulnerabilad in fata raz-
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boiului informational rusesc, iar pentru a face
fata acestei amenintari, sunt necesare strategii
complexe, pe termen lung, ce implica cola-
borarea internationald, cresterea nivelului de
educatie si a rezilientei informationale Tn ran-
dul populatiei.
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Romania’s Defense Policy.
Challenges and

Development Perspectives

as Part of NATO’s Eastern Flank

Andreea-Loredana TUDOR, Ph.D.

ABSTRACT

We are going through a period ofcontinuous change. Statesface real challenges in adapting their defense policies
tofit major developments on the international scene, thatshow us a real change in the balance ofpower International
relations belong to another, much more complex, multipolar world, marked by the rise of emerging powers, such as
China orIndia. Although the US remains a central actor on theglobal stage, internationalgeopolitics isfacinga nov-
elty, a diffusion ofpowerfrom centralactors (states) to non-state actors (international organizations or multinational
companies). Chinas coercivepolicies, the strategic competition between China and the USand the actions ofthe Rus-
sian Federation, in serious violation ofinternational law, are only part ofthe direct threats to international security.

Romania is at the intersection of multiple spheres of influence and, thus, must simultaneously respond to several
types ofthreats, conventional (military) and non-conventional (hybrid). One ofRomania’s main challenges isadapting
its defense capabilities to deal with potential military conflicts and hybrid attacks (disinformation, cyber warfare).
Also, the militarization ofthe Black Sea and thefrozen conflicts in the neighborhood, make this region a criticalpoint
in Romanias defense policy.

Thispaper aims to analyze Romaniasposition aspart ofNATO% easternflank and as a member state ofthe EU,
which places itina key position ina world where competition between majorglobalplayers is intensifying. Italso stud-
ies how thegeopolitical competition between the United States and China affects the security alliances that Romania
isapartof, includinghow NATO can reconfigure its priorities to respond to new threats in the Asia-Pacific. Last, but
not least, the paper tries to identify possible perspectivesfor adapting Romanias defense policy to respond to a wider
spectrum ofrisks,from security in the Black Sea region to cyberand hybrid threats.

Keywords: balance ofpower, regional security, strategic competition, partnerships, resilience, flexibility.
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Introduction

The current international system is facing
several changes, one of the current specific
characteristics being the diffusion of power.
Certainly, some trends were signaled by ex-
perts, think tanks, or political leaders, years
ago, but the accelerated dynamics make the
world stage increasingly uncertainl For exam-
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pie, Kissinger, in his speech at the World Af-
fairs Council in 1975, mentioned: ‘Now we are
entering a new era. Old international patterns
are crumbling; old slogans are uninstructive;
old solutions are unavailable. The world has
become interdependent in economics, in com-
munications, in human aspirations. No one na-
tion, no one part of the world, can prosper or
be secure in isolation’2 In full agreement with
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Kissinger’s statements, we believe that, indeed,
the old models of global politics, as well as the
international order, characterized by the bal-
ance or balance of power between sovereign
states, are no longer valid in the current global
dynamics3. The present challenges can only be
managed by leaving the classic rigid paradigms
and channeling towards interdependence and
cooperation among nations. However, today’s
international relations are shaped not only by
the old international actors and states, but also
by other subjects of international law, such as
international and non-governmental organiza-
tions, or transnational companies4. Moreover,
the security dimension shifts the focus from
military threats to economic, cyber, ecological,
energy or food componentsh

In the context of the post-war order, the
creation of the UN system was of major im-
portance, which had the main purpose of pre-
venting war and facilitating interstate coopera-
tion. Although intended to address global in-
equalities and insecurities, the UN system has
faced tensions since its inception, for example,
the challenges of the Cold War and decoloni-
zation6 Meanwhile, the legitimacy of the UN
is being questioned, with several important
state actors suggesting the need for reforms
to maintain international order. Specialists are
circulating the idea that the international or-
der is in danger, due to institutional problems
and the threats of new global leaders?7. This
is increasingly circulated in more and more
formal or informal environments, at interna-
tional meetings or in reports of academic re-
search structures8 Even Antonio Guterres, the
General Secretary of the UN, draws attention
in one of his recent speeches to the problems
of global inequality, pleading for a new agree-
ment to address structural imbalances. More-
over, he mentioned in his speech: ‘And we have
no effective global response to emerging com-
plex and even existential threats’d

Perhaps a more realistic approach is ap-
propriate for the current context. Indeed, the
goals and principles that underpinned the es-
tablishment of the UN system were too ideal-
istic, they certainly are for the moment. There
is a lot of discussions, including the decline of
multilateralism, in the sense that international
organizations, especially the UN, are no longer
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effective, the main argument being represent-
ed by the fact that, although they are members
of the UN, states such as Russia, China, Iran or
Israel are involved in conflicts10

Moreover, Guterres argued in his speech,
at the 76th Session of the UN General Assem-
bly, that “‘multilateralism is limited in tools and
capacitiesfor efficient governancel However,
somewhat dissonandy, within this year’s ‘Sum-
mitfor the Future of the UN”, the efforts to
increase the effectiveness of the UN, through
the reform of multilateralism, are illustrated,
one of the listed commitments being: “We will
transform global governance and reinvigorate
the multilateral system to tackle the challenges,
and seize the opportunities oftoday and tomor-
row’12

The arms race and geopolitical tensions
contribute to the idea of relevance on the world
stage of international organizations, given the
fact that most negotiations and agreements
are now carried out either between states or
within smaller cooperations13 This is how the
concept of smart power appeared and small
states are starting to develop more and more
smart power strategies. Although the concept
was developed in the United States, recently,
with the return to the logic of power, small
states, such as New Zealand, Switzerland, San
Marino, Lichtenstein, Qatar or Norway, in or-
der to intensify national defense, have devel-
oped different alliances or partnerships with
economical, environmental purposesl4 The
doctrine talks also about the “success of small
states” in the idea that they offer credentials
to regional and international organizations,
legitimacy and credibility that they need to-
dayls Small states are beneficiaries of the in-
ternational order, at the same time respecting
the decisions taken within these forums, un-
like the great powers, which “afford” not to
respect them16

With the military aggression of Russia in
Ukraine, the concept of ‘balance ofpower”is
often used by political leaders or analysts. Cer-
tainly, this war has a global impact, but for the
European space, a particular one. However,
this concept is interpreted differendy by each
state or region, trying to maintain its strategic
balancel’. In the case of NATO, similar to the
point of view expressed by the Minister of For-
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eign Affairs of Estonia, in the Tallinn meeting,
in March 2022, alongside secretary Antony J.
Blinken, and taking into account the assump-
tion of the change in balance of the power and
security environment in Europe, we believe
that a series of real measures must be adopt-
ed urgently, to strengthen the defense within
NATO and especially on the eastern flank18

Starting from a brief review of the main
challenges facing the international system, the
present study will focus on their impact on
the space located on NATO eastern flank. At
the same time, this paper analyzes how recent
geopolitical developments affect Romania’s
security, the challenges faced by the national
defense and its adaptation prospects in a mul-
tipolar world. We will explore the impact of
global rivalries, as well as the opportunities
and constraints facing Romania in the context
of its international obligations within NATO
and the EU.

The global context and security
challenges

The volatile geopolitical context is repre-
sented by a series of transformations and a re-
configuration of the balance of power, that is
difficult to predict, otherwise a phenomenon
that affects all states, but especially those on
the border between two spheres of influence,
as the case of Romania.

Against the background of the growing
geopolitical competition between the great
powers (USA, China, Russia), but also the
emergence of new regional actors (India, Bra-
zil, Argentina), a redistribution of global pow-
er is foreseen. China’s economic rise and the
way it positions itself in relations to Russia’s
illegal invasion of Ukraine, represent the main
economic and security challenges or threats, a
source of regional and global destabilization,
in the context in which both Russia and Chi-
na have the right to veto in the UN Security
Council®a

Likewise, a multipolar world, in which the
Global South expresses bitter frustration with
Western dominance, and finds support in Rus-
sia. It argues that in the context of a growing
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influence of actors, such as China or BRICS,
Russia can support and encourage the states
of the Global South to become independent
powers, sovereign states, that pursue their
national interests by moving away from the
%elfish West” and developing collaborative re-
lations based on common interests with Rus-
sia or China2l The Russian foreign minister
mentions in his speech, at the Conference on
Russia’s foreign policy performance, in 2023:
“They believe thatfor 500 years they have ruled
the world as they wish, living at the expense
of others and they think this should continue.
This logic completely ignores the objective real-
ity, inparticular, thefact that the vast majority
offormer colonies have gained independence,
become aware of their national interests, want
to strengthen their national, cultural, and reli-
gious identity and are growing sofast that they
have left the West behind -at least the BRICS
members are’2L Russia’s message, unequivocal-
ly, encourages a redistribution of global power,
by uniting common efforts and interests, in op-
position to traditional Western influence. Rus-
sia maintains this position, also in the recent
session of the UN General Assembly, that took
place in September this year. On this occasion,
the Minister of Foreign Affairs of the Russian
Federation criticizes the neo-colonialist prac-
tices ofthe West and promotes global coopera-
tion and a multipolar system made up of equal
and sovereign states, which also involves a re-
distribution of permanent members within the
UN Security Council. He also accuses, on this
occasion, the West and the United States of vi-
olating international principles and promoting
unilateralism: !.. in theface ofthe unwillingness
of Western countries to give up their neo-colo-
nial practices ofsiphoning off the riches of the
worldfor their benefit...A more equitable world
order unconditionally presupposes increased
representation of the Global South in the UN
Security Council. We reaffirm our position in
support of Brazil and India provided a posi-
tive decision is reached in theframework of the
well-known initiatives ofthe African Union. At
the same time, of course, there can be no talk
ofadditional seatsfor Western countries, which
are already excessively over-represented in the
Security Council’2




Sino-American rivalry

The rise of China as a great power in a mul-
tipolar international system raises many ques-
tions about the resilience of the international
environment and the effect on legislative or
institutional changes, generated by a margin-
alized authoritarian state, after the end of the
Cold War. In a unipolar world, dominated by
the United States and the liberal economy, the
rise of China raises many assumptions among
specialists about the ability of this century’s
democracies to compete with this change23

If, initially, the American foreign policy re-
garding China envisaged the adoption of apol-
icy of trade liberalization, the relationship has
undergone a fundamental change in recent de-
cades, once China has become a competitive
and authoritarian power. Concerns have mi-
grated to geopolitical and economic challeng-
es, security threats becoming more and more
apparent. Thus, the US decided to change the
strategy, moving to a ‘tompetitive approach
following the interpretation of threats’

The current relations between the US and
China are characterized by a strategic rival-
ry, but this has undergone a reconfiguration,
starting from cataloging it as an essential part-
ner, the bilateral relationship with Beijing be-
ing considered one of the essential ones for US
policy. But with China’s growing influence in
Asia, the US has introduced a new ideologi-
cal dimension to its relationship with China
- competition, especially given China’s impact
on neighboring regions and the global econ-
omy. To maintain a balance of power, the US
has rethought its approach, including defen-
sive responses and strategic collaboration on
topics such as global health or climate change,
therefore a flexible approach

Increased attention, except for traditional
defense, is also given to the development of in-
frastructure or technology and artificial intel-
ligence, thus expanding the multi-level com-
petition between the two powers. In addition
to the investment in a rapidly modernizing
military force, increasingly capable in the In-
do-Pacific, the growing influence in the region,
the use ofthe authoritarian model to constrain
neighboring states, the exploitation of the ad-
vantages of the international economy, limit-

ing the other, apart from access to its domestic
market, all of these have eroded agreements
with the US in the region. Sino-American
competition occupies a central place in US
security strategies and analyses, promoting a
series of approaches, such as ‘€ompete respon-
sibly with the PRC, to defend our interests and
build our visionfor thefuture”, or ‘to align our
efforts with our network ofallies and partners,
acting with a common purpose and in common
cause’ Even more recent analyzes mention
that ‘tcompetition with the Peoples Republic
of China continues to dominate the strategic
narrative, with global implicationsfor US na-
tional interests’Z, but the most important sig-
nal was the inclusion of China in the Strategic
Compass for security and defense of the EU,
as being a systemic rival, “China is a partner
for cooperation, an economic competitor and
a systemic rival’8 Thus, the European Union
and the member states, an example of this
being Germany (Security Strategy adopted
in 2023)X expressly mentioned that China
is a threat to the EU’ security, economy and
democratic values. China’s economic expan-
sion into Europe, through infrastructure and
energy, raises questions about possible vulner-
abilities and possible dependencies of member
states. China represents competitiveness for
European industry through non-competitive
practices such as state subsidies and barriers,
imposed on foreign companies. Also, the cy-
ber sector and espionage actions by giants like
Huawei threaten the EU’s cyber security. At
the geopolitical level, China has succeeded in
creating economic and political ties with states
outside the EU, especially in the Western Bal-
kans and Central and Eastern Europe, creating
possible divergences within the EU,

The relations between Europe and China
have always had an economic dimension,
based on mutual advantages, a relationship
different from the transatlantic one, due to the
cultural, geographical and conceptual differ-
ences. However, with the appearance of unfair-
ness in economic relations, Europe was forced
to adopt a series of economic protection mea-
sures and even sanctions for Chinese compa-
nies. Europe’s internal vulnerabilities, as well
as divergences among member states, have
illustrated a lack of unity that has, over time,
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allowed China to exert influence in the region.
Now, the EU’s strategy is one of balance and
caution towards China, including due to trade
and security tensions. However, Europe is re-
quired to take firmer positions vis-a-vis China,
and, in a conflict scenario between the two
powers, it is difficult to specify the approach
that the EU and its member states can adopt,
as far as maintaining economic relations with
China, in the event in which the US will inten-
sify demands for a firmer strategic alignment3lL

Firmer positions of the EU are required in-
cluding in recent public reports, such as “lhe
Draghi Report addressing European competi-
tiveness and thefuture ofthe European Union”,
through which, the EU is encouraged to adopt
clear and firm positions, the development of
its economic competitiveness and a rescue of
the long-lost position in front of China and the
USA

Europe is once again facing a challenging
international environment, at the confluence
of two giants that do not necessarily put Eu-
rope’s interests first. Europe, today, faces a se-
ries of dilemmas, being in challenging circum-
stances, that will require as soon as possible a
clarifying position on the following issues:

1. Should the EU take a firm stand and
choose sides or will it focus on developing
cooperation in some areas with China and in
other areas with the US?

2. Will the EU continue to invest its efforts
to strengthen NATO or will it focus on stra-
tegic autonomy, with the risk of undermining
the US commitment to European security?

3. Will the EU assume a more significant
military role in the Indo-Pacific area or will it
focus its military efforts on the security of Eu-
rope and its neighborhood?

For Romania, a country deeply anchored
in the transadantic alliance, this rivalry creates
significant pressure, determining the appear-
ance of a large-scale strategic dilemma - being
a member of NATO and the EU, strongly in-
fluenced by the geopolitical orientations of the
USA. On the one hand, for economic reasons,
the EU has a dual approach to China, con-
sidered a systemic rival, but also a partner in
global issues, such as, climate protection. On
the other hand, regarding the security com-
ponent, USA is a NATO partner, being one of
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the main strategic partners of the EU. Recendy,
US has directed its military attention to the In-
do-Pacific region, where Chinese induence is
growing and the military presence in Europe
could change in the future. This aspect is cru-
cial for Romania, at atime when security in the
eastern neighborhood is seriously threatened
by the actions of the Russian Federation. A
natural balance between the need for security
and other vital interests is Romania’s only solu-
tion, so that it can keep its commitments to its
allies, but at the same time, keep some strate-
gic dexibility regarding economic interests.

Russia and the militarization
ofthe Black Sea

The Black Sea region has been a strategic
space for Russia since the 17th and 20th cen-
turies, due to the struggle for Crimea with the
Ottoman Empire and economic and politi-
cal induence in the region. After the collapse
of the Soviet Union, its induence in the Black
Sea region declined drastically, in contrast to
the situation during the Cold War. The loyalty
of its Black Sea allies was put to the test, even
though the Russian Federation still retained
access to naval infrastructure in the Crimean
Peninsula. The revolutions in Georgia and
Ukraine in 2003 and 2004, the accession of Ro-
mania and Bulgaria to NATO in 2004 and to
the EU in 2007, all strained Russia’s relation-
ship with the West and therefore it was forced
to reconsider its position in the region and
develop a new strategy to protect its interests.
The annexation of Crimea in 2014 marked an
intensification of the confrontation with the
West33

It is known that the Black Sea region is a
pillar for the competition between Russia and
the West, but also regarding the induence over
the future of Europe, redecting historical con-
dicts and modern geopolitical ambitions. Rus-
sia has strengthened its military presence and
induence in the region, through direct inter-
ventions and hybrid tactics, such as annexing
Crimea in 2014 and supporting the separatist
insurgency in Donbas, actions aimed at limit-
ing Western induence and the integration of




countries in the region into the Euro-Atlantic
community3

Today, the Black Sea region occupies one
of the most important places on the lists of
NATO and EU priorities, the aggression of the
Russian Federation against Ukraine represent-
ing one of the most important threats to the
security of Europe, being at the same time a
triggering factor at the global level, outside of
security and from the following perspectives:
economic, resilience and freedom of naviga-
tion, as mentioned in the EU Strategic Com-
pass3®

Russia’s large-scale invasion of Ukraine in
2022 reinforced the Black Sea littoral states’
perception of Russia as a regional threat, lead-
ing them to condemn Russia’s actions and
support an end to the conflict and the resto-
ration of Ukraine’s territorial integrity. With
the annexation of Crimea in 2014, NATO has
intensified the fight for this region through
deterrence practices, however, some opinions
support the idea that until then, the West has
neglected this region. Russia’s growing mili-
tary threats, as well as its geographical proxim-
ity and modern military equipment with rapid
reaction speed, create a picture that accentu-
ates the importance of this region, even repre-
senting a meeting point of NATO and Russian
military forces3

Moreover, the Black Sea is a strategic point
for Russia, providing it with a place to proj-
ect military power and allowing the launch of
long-range missiles, that can threaten NATO
forces in the region. Precisely in this sense, an-
alysts emphasize the idea of intensified NATO
measures, a more active position, consistent
with its concepts of deterrence and defense,
and to anticipate and prevent crises. Addi-
tional measures are called for to strengthen
security in the region, including an advanced
military presence, modern air defense systems
and increased support for vulnerable partners
such as Moldova and Georgia3r.

However, NATO and its allies are look-
ing for the most effective strategies to defend
the Black Sea region, given the instability in
the area, and the most recent measure ad-
opted was during this year’s NATO Summit in
Washington - ‘Establishment ofa Headquar-
------ .42

ters Regional Special Operations Command
Component (HQR-SOCC) for NATO Special
Operations Forces in the Black Sea region
In this regard, a memorandum was signed by
Bulgaria and Romania, which assumes that the
new command structure will integrate the spe-
cial forces from Romania and Bulgaria into a
command-and-control structure, intended for
the implementation of NATO’s special mis-
sions in the region, with the main objective of
protecting commercial vessels and conducting
inspections to support the Alliance’s strategic
interests in the area®

Russia’s militarization ofthe Black Sea has
intensified tensions, increasing security risks
for NATO countries in the region, including
Romania. Russia has deployed modern anti-
aircraft and anti-ship defense systems (such
as the S-400 and Bastion) in the region, ca-
pable of limiting the access of foreign forces
to the coastal areas around Crimea. Russia’s
naval force has also been modernized, in-
cluding submarines and ships equipped with
cruise missiles, to extend power projection
capabilities over a longer range, creating
an ‘anti-access/denial of access” zone (A2/
AD) which prevents the easy deployment of
NATO forces in the event of a crisis. These
measures have profound effects on regional
security. NATO and riparian states, such as
Romania and Bulgaria, have stepped up ef-
forts to strengthen their maritime and air
defenses, including through joint exercises
and the deployment of additional troops and
equipment to the region. Challenges remain,
however, and Moscow continues to use the
Black Sea as a platform to influence the poli-
cies of states in the area and exert pressure
on Ukraine and other neighbors. In addition,
Russia’s increased military presence in the
Black Sea has broader implications for Eu-
ropean energy and trade security. Russia can
control access to important trade routes that
pass through the Bosphorus and influence
the transport of energy resources to Europe.
Also, the militarization of the Black Sea is
a major strategic concern, in the context of
tense relations between Russia and the West,
increasing the risk of military confronta-
tion3

Monitor Strategic



The internal challenges
of Romania’s defense policy
in an uncertain global context

In a context of strategic uncertainty and
growing geopolitical tensions, Romania faces
a series of internal challenges, identified in the
national strategic documents as possible vul-
nerabilities of the defense policy. Their per-
sistence may lead to an increased insecurity,
more so, because of the neighborhood and
the conflict on the border of NATO’s eastern
flank.

Romania’s national defense strategy lists
a series of defense policy vulnerabilities, fol-
lowing the analysis of the security risks and
threats it faces. Romania is at a crossroads,
while it must respect all the commitments in
the alliances it is a part of, such as the EU and
NATO, at the same time, it must also consider
its own national defense needs. It must find
a fine balance, to the extent that it can avoid
possible conflicts of priorities and operational
adaptability40

The Black Sea region represents one of
the main vulnerabilities for Romania’s de-
fense, due to the conflict between Russia and
Ukraine. Although Russia’s actions are limited
because of the deterrence posture of NATO
and allies, that addresses security challenges.
Russia remains a threat for its military ca-
pacity and capabilities deployed in the area,
through its territorial aggression in Ukraine,
continuing operations of military intimida-
tion and large-scale naval exercises in the
Black Sea, which affects regional and nation-
al security. NATO adopts the most effective
strategies, especially on the eastern flank, to
counter possible Russian attacks, and Roma-
nia, as part of NATO, has the task of adapting
and aligning its military and financial capa-
bilities to NATO’s strategy4l

Another vulnerability, exposed by the na-
tional defense strategy, is the “low level of cy-
ber security in strategic areas’® Increasingly
sophisticated cyberattacks destabilize pre-
dictability in the adoption of concrete, precise
measures and the perpetrators of these attacks
are diverse, starting from states to cybercrime
groups and ideological hackersd NATO is
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strengthening its cyber defenses to coun-
ter increasingly sophisticated and frequent
threats from malicious actors, targeting criti-
cal infrastructure and democratic systems.
The Alliance supports the defense of national
networks and the implementation of com-
mon cybersecurity policies, working closely
with international organizations, governments
and the private sector, to support a secure
and stable cyberspace#. The EU is constantly
adopting tools to counter this phenomenon,
one of the most recent of which is the ‘EU
Hybrid Toolbox’ which has the role of provid-
ing an efficient and coordinated response, in-
cluding measures of prevention, stabilization,
sanctions and mutual assistance, protecting
the infrastructure criticism4 NATO’s Strate-
gic Concept talks about cyber threats to hy-
brid threats, deployed by China and Russia,
to undermine the security of allies, trying to
control critical technological sectors and de-
stabilize the international order46. NATO aims
to strengthen cyber defense measures, but Ro-
mania, as a NATO member state, faces several
vulnerabilities that include limited financial
and technical resources for the defense of crit-
ical infrastructure, a shortage of cyber security
experts and a high reliance on external sup-
port. As global competition becomes increas-
ingly technological, Romania must develop its
cyber defense capabilities to counter hybrid
threats and cyber-attacks from state and non-
state actors.

One of the most important vulnerabilities
is represented by the need to modernize out-
dated military equipment with considerable
investments against a limited budget, but also
the complexity of managing such a process
within the financial commitments imposed by
NATO. Even if Romania reformed the armed
forces after 1990, along the way, to align with
NATO standards, the response to threats in
the region requires significant modernization,
investments and a sustained allocation of bud-
getary resources, an aspect that can become
a challenge in the context of economical con-
straints. Romania must invest in new acquisi-
tions and continuously modernize its military
infrastructure, not only due to threats in the
vicinity, but also to remain relevant within
NATOA4/. Recent investments target both ad-




vanced equipment (such as F-35A jets and 1<9
Thunder guns) and the modernization of na-
val forces to strengthen security in the Black
Sea region, however, a challenge with a signifi-
cant impact on the economy remains. Roma-
nia plays a key role in NATO’s eastern flank,
contributing to collective structures, such
as NATO’s Multinational Batde Group, offi-
cially established in 2022 and currently led by
France48 Also, alongside domestic economic
constraints and dependence on external tech-
nologies to modernize military infrastructure,
where it also underlines the need to develop
a robust national defense industry, there is a
personnel crisis, reducing interest in military
careers.

In addition to those mentioned, internal
vulnerabilities are found in the national de-
fense strategy at the institutional, bureau-
cratic and legislative levels. Thus, legislation,
ill-adapted to modern threats, bureaucratic
processes, that hinder rapid procurement and
modernization, and weak institutional coordi-
nation are emphasized, which limit the ability
to respond effectively to crises and implement
essential reforms4

Prospects for the evolution
of Romania’s defense policy,
in the global reconfiguration

of the balance of power

Considering the context of the develop-
ment of a national defense strategy for the
next mandate, 2024-2028, a series of aspects
would be necessary for the vision of the de-
fense policy, anchored in the current context,
an unstable one, characterized by threats that
are increasingly difficult to address. As part of
NATO? eastern flank, with a still ongoing con-
flict generated by Russia’s military aggression
against Ukraine, Romania must have a flexible
and adaptable policy. Romania has a crucial
role in ensuring stability in Eastern Europe and
the Black Sea, in the context of new geopoliti-
cal configurations, with the emergence of new
regional actors, conflicts in the Middle East,
such as the Sino-American competition and
the changing international order, Romania’s

defense policy must face complex challenges,
international collaboration and strategic in-
vestments being essential for maintaining na-
tional security. We are, therefore, talking about
adapting Romania’s defense policy to a multi-
polar world, so that it is prepared to adapt its
defense policy to a multipolar and uncertain
environment, where threats can come from
several directions.

Certainly, NATO and EU membership will
continue to represent the key points that will
support Romania’s efforts in the field of de-
fense. It can strengthen its position as a stra-
tegic ally on NATO’s eastern flank and its con-
tribution to the European common defense,
by actively participating in NATO and EU
missions and by intensifying its international
military presence. Romania could have a more
active role in the future at PESCO (Permanent
Structured Cooperation), as much as possible
through the annual review of the national de-
fense strategy, but also a specific coordination
with allies regarding the request for collective
defense that must relate to the current initia-
tives and future of the member states)

The new defense strategy must address all
challenges faced by the member states, respec-
tively, the technological and industrial aspects
of defense, that must make the most of the
potential resources and technology available
to Romania, in full agreement with the other
EU member states. An important role will be
played by the Government, which must en-
sure multi-year budgets covering such a plan,
including a prudent external lending policy,
carefully negotiated with the European Invest-
ment Bank, a European financial instrument
available for priorities, including in the field of
defense5L Achieving an ambitious goal of joint
procurement with the other member states,
even to ensure acommon flow of sensitive ma-
terials to meet production needs, is a priority
and an aspiration that should not be so hard
to achieve. A rapid progress in weaponry ac-
quisitions does not imply quantity, but rather
quality, that is why Poland’s strategy of invest-
ments and contracts for the defense industry,
carried out this very year, can be a model of
good practices for the Romanian Government.
Romania’s innovation potential in the field of
defense is well known, so achieving ambitious
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spending targets could also have export poten-
tial. Moreover, the strengthened relations be-
tween Romania and Poland, which now have
a real cooperation plan, including in terms of
space capabilities, could provide a sufficient
argument for investments in the research and
innovation component of the defense sector,
through an extensive program of collaboration
between the public and private sectors.

Also, cooperation with strategic partners,
such as US, will remain a priority, because the
presence of allied troops on the territory, joint
training and exercises, contribute to the secu-
rity of the entire eastern flank, however, may-
be in the future, Romania can develop closer
relations with other regional powers (such
as Turkey or Poland, which are key actors on
NATO’ northern, eastern flank and in the
Black Sea region). A more robust posture can
thus be achieved through joint exercises and
regional defense initiatives. Moreover, Roma-
nia can expand relations including with actors
outside the Euro-Adantic space, such as Japan,
South Korea, or India, which could offer new
economic and technological opportunities,
diversifying resources and strategic support
in an increasingly geopolitical environment
complex.

Another item on the defense agenda, for
2024-2028, may aim to increase strategic re-
silience, by concluding bilateral agreements
or security partnerships outside of traditional
NATO relations. For example, regional stabil-
ity could be strengthened through the involve-
ment of states such as Georgia, with which we
have concluded a 2022 Defense Cooperation
Agreement.

A priority should also include strength-
ening cyber capabilities to respond to hybrid
threats. As cyber war and hybrid threats be-
come more frequent, Romania must invest in
developing a strong national cyber security
framework, which should also focus on per-
sonnel training, not just technological infra-
structure.

Last, but not least, the ongoing moderniza-
tion of the armed forces must be targeted in a
flexible framework, able to prioritize strategic
acquisitions, but also investments in new tech-
nologies, such as artificial intelligence, drones
and autonomous systems, which are essential
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for the future of the forces armies. Romania
should develop its capacity to use and inte-
grate these new technologies in its military
operations.

Through these measures, Romania can
develop a modern, efficient and adapted de-
fense policy to the new geopolitical realities,
strengthening its national security, in a world
marked by the reconfiguration of the global
balance of power.

Conclusions

Only a multilateral approach can meet all
the challenges in the international system, so
that all values, principles and voices of states
are heard in a common forum, ready to ad-
dress and analyze the perspectives of all.

What the international system needs today,
however, is a best practices guide to managing
ongoing crises, as well as a set of realistic sanc-
tions to be applied to those who deviate from
rule-based behavior.

The diversity of threats that destabilize in-
ternational security causes international ac-
tors to adopt as diverse strategies as possible to
protect their national interests. Regional con-
flicts, as well as the reconfiguration of the bal-
ance of power at the global level, determined
by new spheres of influence and rivalries be-
tween major geopolitical actors, emphasize
the need for a complex and coordinated ap-
proach. In this context, states are adapting
their defense and security policies to respond
effectively to both traditional and asymmetric
threats, such as terrorism, cyber-attacks, and
information warfare.

In the context of the conflict between Rus-
sia and Ukraine, Romania’s geo-strategic posi-
tion, as a state on the eastern flank of NATO,
puts Romania in front of complex challenges
regarding its defense policy. To respond to a
wide spectrum ofthreats and to be a contribu-
tor to security in the Black Sea, Romania must
strengthen its defense structure from the per-
spective of its membership in NATO and the
EU, but also from the perspective of its strate-
gic partnership with the USA.

The evolution perspective indicates con-
tinued integration and synchronization with




NATO security structures and standards, as
well as an emphasis on efforts to respond flex-
ibly and effectively to emerging threats. The
dynamics in the region require Romania to
continuously strengthen its defense capabili-
ties and close cooperation with strategic part-
ners, as well as the need for a modernization of
the armed forces and a strategy that focuses on
strengthening resilience.
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Catre o abordare pragmatica
a unei regiuni extrem de volatile

Acest studiu urmareste sa explice o vizibila
crestere a interesului Republicii Populare Chi-
neze fata de statele din zona Orientul Mijlociu-
Africa de Nord, Tn contextul in care Beijingul
vrea sa se afirme de facto ca un lider al asa-
numitului Sud Global, un decupaj geopolitic
legat de tendinta catre multipolaritate a actua-
lului mediu international de securitate.

China este, impreuna cu SUA, unul dintre
cei doi actori principali (greatpowers) la nivel
global, competitia pentru putere si securitate
urmand a modela decisiv mediul international
de securitate Tn viitor, desigur daca nu se vor
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petrece evenimente de amploare, total impre-
vizibile, care sa produca turbulente extrem de
grave la nivel sistemic. Tn afara relatiilor politi-
co-economice apropiate cu Rusia, a cooperarii
economice productive cu Brazilia, Africa de
Sud, Mexic etc., si a celor mai dificile cu India,
Japonia, statele UE si NATO, China este n ca-
utare de state partenere Tn zonele in care Occi-
dentul nu este destul de prezent sau a cunoscut,
Tn ultimii ani, o anumita retragere economica
si politica. Formarea de parteneriate strategice
cu state care au resurse naturale valoroase sau
0 pozitie geostrategica profitabila constituie o
prioritate Tn politica externa chinezal
Motivele sunt politice, strategice, econo-
mice si de securitate si corespund nevoii de
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dezvoltare la nivel global a acestui stat. Ofi-
cial, sunt mai multe categorii de parteneriate
pe care Beijingul le propune statelor cu care
doreste sa coopereze: parteneriate strategice
comprehensive (forma cea mai intensa, im-
plicand relatii Tn domeniile politic, economic,
militar si tehnologic), parteneriate strategice
(relatii politice, economice), parteneriate i
relatii de prietenie si cooperare.2

Politica externa a Republicii Populare Chi-
neze in mandatele presedintelui/secretarului
general al Partidului Comunist Chinez (PCC),
Xi Jinping (2012-prezent), se caracterizea-
za prin cultivarea unor relatii avantajoase cu
multiple tari, spre a favoriza dezvoltarea unui
mediu international multipolar si a contraca-
ra dominatia SUA si a Occidentului global. in
acest fel, China 1si poate relua dezvoltarea eco-
nomica spectaculoasa de dinainte de 2020, iar
regimul comunist are sanse mult mai mari sa se
perpetueze. Beijingul a dezvoltat o diplomatie
asertiva, urmarind atragerea de partea sa n
plan politic a statelor ce apartin asa-numitului
Sud Global, mai ales prin oferirea de beneficii
economice si cultivarea unor idei si valori opu-
se celor ale Occidentului.

Unul dintre interesele principale ale diplo-
matiei chineze consta in extinderea relatiilor
politice si economice Tn decupajul geopolitic
numit de catre europeni Orientul Mijlociu si
Africa de Nord (MENA). Exista doua docu-
mente fundamentale care se refera la relatiile
RPC cu statele din Orientul Mijlociu: ,,Viziu-
nea si actiunile referitoare la construirea Tn
comun a Drumului Matasii si a Drumului ma-
ritim al matasii pentru secolul al-XXI-lea”3 si
Documentul privind politica araba a Chinei
[China s Arab Policy paper).4

Pentru a deveni atrdagator statelor arabe si
Iranului, Beijingul sprijind crearea unui stat
palestinian, dar si renuntarea de catre statele
MENA la armele nucleare sau la planurile de
ale construi (a WMD-free zone), spre a dovedi
pacifismul Tnscris de multa vreme Tn doctrina
sa oficiala de politica externa.

»otatele arabe sunt parteneri importanti
pentru China, pe calea dezvoltarii pasnice, a
Tntaririi unitatii si cooperarii dintre tarile in
curs de dezvoltare si a stabilirii unui nou tip
de relatii internationale, avind modelul bene-
ficiului reciproc (win-win) in centrul for. China
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a abordat intotdeauna relatiile sino-arabe de
pe o pozitie de Tnaltime strategica (from a stra-
tegic height). Principiul diplomatic de lunga
durata al Chinei consta in a consolida si apro-
funda prietenia sino-araba traditionald. China
va aborda corect echitatea si interesele, va pro-
mova pacea, stabilitatea si dezvoltarea statelor
arabe, Tn acelasi timp, va urmari propria sa
dezvoltare, pentru a obtine o cooperare mutu-
al benefica, o dezvoltare in comun si un viitor
mai bun al relatiilor strategice si de cooperare
sino-arabe. 5

Tn  imaginarul geopolitic oficial al
decidentilor chinezi, Orientul Mijlociu si Afri-
ca de Nord fac parte din ceea ce este generic
numit periferia extinsa (greater periphery),
alaturi de Asia Centrala, de Sud si de Sud-Est
si Africa de Est. in contextul Tn care relatiile
cu SUA devin, treptat, de tip joc de suma nula,
rivalitatea pentru acces la zone de interes stra-
tegic si economic, situate departe de zonele
direct disputate, se Tnteteste, iar calculele ge-
ostrategice impun expansiune geopolitica si
geo-economica. Expertul sinolog David Sham-
baugh, director al China Policy Program din
cadrul Elliott School of International Affairs,
Universitatea George Washington, sustine ca
interesul central al elitelor politice chineze
este salvgardarea regimului politic marxist, de
aceea se cultiva cu statele din aceste regiuni,
mai ales, relatii economice, bilaterale, evitan-
du-se conexiunile politice prea intense.6 O
atentie speciala revine statelor de tip hub, care
aduc plusvaloare relatiei cu China prin prisma
pozitiei for geografice pivotare si/sau resurse-
lor naturale abundente.7

China este foarte activa Tn a-si extinde
influenta Tn emisfera sudica, oferind avantaje
economice statelor din Sudul Global. De ce?
Tn primul rand, factorul economic este central,
si anume, accesul la piete noi, In care firmele
chineze sa poata investi. De asemenea, Tn acea
regiune exista mai multe state ce poseda re-
surse valoroase de energie naturala, dar si alte
minerale necesare economiei chineze. In sep-
tembrie 2004, presedintele chinez de atunci,
Hu lJintao, a participat la crearea Forumului
China-statele arabe, la Cairo, vizitand sediul
Ligii Arabe. Cu acea ocazie, ministrul chinez
de externe si secretarul general al Ligii Arabe,
anuntau crearea unui Forum de cooperare Si-
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no-Arab (FCSA/CASCF). Trebuie mentionat
ca exista si un Forum de cooperare China-Afri-
ca (FOCAC), organizat incepand cu anul 2000,
ce implicd mai multe state arabo-musulmane
precum Egipt, Algeria, Maroc etc. In septem-
brie 2024, summit-ul China-Africa a fost or-
ganizat n Beijing, cu prezenta a 51 de sefi de
state si de guverne din statele africane. Liderul
Xi Jinping a promis ca tara sava aloca 50.7 mi-
liarde USD linii de credit Tn urmatorii trei ani,
pentru comert si infrastructuri de transport.
Alocarea de fonduri (imprumuturi) pentru
statele MENA se face mai ales prin interme-
diul China Development Bank (CDB) si China
Export- Import Bank, dar din 2015 s-a creat si
Asian Infrastructure InvestmentBank (AlIB), o
banca pentru dezvoltare cu contributie multi-
nationald, dar dominata de China. Filologul si
economistul chinez, Jin Liqun, este directorul
AlIB, Tnca de la fondare.

Proiectul Belt and Road a fost lansat de Xi
la patru luni dupa ce ajunsese secretar general
al PCC, adica Tn martie 2013. Prescurtat BRI
(initial OBOR - One Belt, One Road), proiec-
tul avea doua scopuri centrale: obtinerea unor
piete de desfacere pentru produsele made in
China, acces la materii prime si atragerea gu-
vernelor si populatiilor tarilor respective catre
valorile si interesele Chinei. Dar, pentru a con-
vinge guvernele statelor din MENA sa accepte
acest urias proiect geo-economic al Chinei,
aceasta trebuie sa le obtina Tncrederea si sa
faca astfel Tncat avantajele sa apara ca fiind mai
mari decat costurile (datoria publicd externa,
dependenta economicd, accidente ecologice
greu de evitat etc). De asemenea, aceste tari
constituie piete de desfacere importante pen-
tru marfurile chinezesti. Circa douazeci si unu
de state arabe participa la BRI Tn anul 2024.

Tn mod traditional, o parte dintre statele
Orientului Mijlociu si Africa de Nord au dez-
voltat, inca din epoca Razboiului Rece, relatii
mai intense cu SUA si statele europene occi-
dentale, inclusiv ca urmare atrecutului coloni-
al, altele cu URSS, ulterior cu Rusia, dar forta
economica a Chinei si accesul la tehnologii
avansate transformd@ RPC intr-un partener
foarte atractiv pentru toate statele din MENA.

n ianuarie 2016, Xi a efectuat vizite oficiale
Tn Egipt, Iran si Arabia Saudita, ocazie cu care
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s-a pronuntat si pentru o solutie de pace in Pa-
lestina. RPC arecunoscut OLP ca reprezentant
al poporului palestinian si a fost prima mare
putere care a permis OLP s& deschida un birou
de reprezentare pe teritoriul sau.8Atunci, Chi-
nasi lran si-au ridicat relatiile la nivel de parte-
neriat strategic global, Teheranul acceptand sa
participe la proiectul Belt and Road (BRI), iar
domeniile de cooperare sunt energia, indus-
tria, finantele si interconectivitatea. Beijingul a
anuntat ca sustine candidatura Iranului pentru
accederea Tn Organizatia de Cooperare de la
Shanghai. Ulterior, I-a sustinut si spre aderare
la BRICS, la fel ca si pe Arabia Saudita. In 2024,
au aderat la BRICS Iranul, Emiratele Arabe
Unite si Egipt, state din regiunea Orientului
Mijlociu extins (MENA). Precizam ca in anul
2022, liderul chinez Xi a participat la primul
summit China-statele arabe, tinut la Riyadh, in
Arabia Saudita, si a anuntat ca Tn 2026 acest
summit se vatine in China.

Cu Egiptul, Beijingul a celebrat 60 de ani
de relatii diplomatice, statul arab nord-african
dorind sa participe la BRI si primind sprijin
pentru proiecte de infrastructura in scopul
sporirii capacitatii de navigare comerciala prin
Canalul Suez si pentru constructia unei noi
capitale administrative. Motivul, explicat de
specialisti, este ca R.P. Chineza doreste sa aiba
un hub logistic langa Canalul Suez, care sa co-
necteze zonele din Iran si Arabia Saudita unde
va avea investitii. Un port va exista la granita
Iranului cu Pakistanul.

Pe 30 mai-3 iunie 2024 a avut loc, la Bei-
jing, al zecelea forum de cooperare intre China
si statele arabe (CASCF), initiativa datand din
2004 si care Tsi propune sa conecteze econo-
miile statelor participante intr-o cat mai mare
masura. Discutiile s-au axat pe cooperarea
economica si pe actiunile necesare n vederea
obtinerii pacii Tn Gaza.9Declaratia finala i n 21
de puncte este foarte critica la adresa Israelului
si fata de decizia SUA de a nu permite Palesti-
nei sa devind un stat membru al ONU.

China importa peste 50% din necesarul
de petrol din tarile Consiliului de Cooperare
al Golfului, nefiind suficient petrolul livrat de
Rusia, Tn cantitati tot mai mari. Tn 2023, 25%
din petrolul importat de RPC a provenit din
Arabia Saudita, fata de 18% in 2021. inca din
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anul 2020, China a ajuns sa fie cel mai impor-
tant partener comercial al statelor din Orientul
Mijlociu, depasind UE. Se estimeaza ca in anul
2022, economiile statelor din MENA au atras
circa 23% din investitiile aferente BRI, fata de
16% in 2021. Comertul RPC cu statele GCC era
cotat la 330 miliarde USD 1n 2021, dintre care
126 miliarde USD investiti Tn infrastructuri.0
Comertul Chinei cu zona Orientului Mijlociu
era estimat la 180 miliarde USD Tn 2019, iar
acum este de peste 270 miliarde USD.

Trendul este crescator, astfel Tncat este
posibil ca Tn 2030, China sa importe 77% din
necesarul de petrol din Orientul Mijlociu. In
cadrul BRI, investitiile Chinei in Orientul Mij-
lociu au luat amploare, iar pe o perioada mai
lunga, chiar anterioara aparitiei BRI, anume
2005-2022, se estimeaza investitii de 273 mili-
arde USD in Orientul Mijlociu. Tn 2004, China
a demarat negocieri pentru formarea unei zone
de liber schimb cu tarile GCC, dar nu s-au ma-
terializat si nu a aparut o piatd comuna.

China are relatii bune atat cu Israelul céat
si cu statele arabe si Iranul, dar Tn ultimul an
s-a situat de partea celor care critica Israelul
si solicita pace si existenta a doua state, unul
arab si altul evreiesc. Ca sd isi demonstre-
ze atasamentul fata de cauza palestiniana, Xi
a promis un ajutor umanitar de 69 milioane
USD. De asemenea, Beijingul a facilitat, an-
terior, discutii Tntre Hamas si Autoritatea Pa-
lestiniand, spre a le Tncuraja sa caute o solutie
de compromis. Beijingul nu a condamnat clar
atacul terorist al Hamas asupra Israelului, din
octombrie 2023, dar a reactionat critic cand
Ismail Haniyeh, liderul Hamas, a fost ucis de
isrelieni la DamascIl Tnca din aprilie 2023,
ministrul de externe al RPC din acea vreme,
Qin Gang, se oferise sda medieze un acord Tn-
tre Israel si palestinieni. Cand SUA a propus
Tn martie 2024 o rezolutie Tn cadrul Consiliu-
lui de Securitate al ONU, solicitand incetarea
imediata a focului intre Israel si Hamas, Beijin-
gul s-a opus si a folosit dreptul de veto spre a o
respinge, ambasadorul chinez la ONU, Zhang
Jun, afirmand cd propunerea americana nu
permitea oprirea violentelor, fiind doar un “joc
al cuvintelor”

Tn cadrul ONU, China se bazeaza pe vo-
turile statelor arabe si al Iranului, blocand, de
exemplu, publicarea de catre Consiliul Drep-
-—-“H

turilor Omului a unor rapoarte critice, referi-
toare la modul Tn care minoritatea uigura este
tratatd.2 Partenerii musulmani ai Chinei se
prefac, desigur, ca nu cunosc situatia respecti-
va, evitand sa o comenteze.

Se estimeaza ca schimburile comerciale
Tntre RPC si statele arabe au ajuns la 398,1 mi-
liarde USD in 2023, de la doar 36.7 miliarde
USD 1n 2004.13 Au fost adoptate cateva docu-
mente importante: Declaratia de la Beijing,
Planul de executie al Forumului de Cooperare
Sino-Arabd (FCSA) pe perioada 2024-2026 si
de asemenea, o declaratie comuna referitoare
la problema palestiniana. Xi a afirmat, cu acea
ocazie, ca tara sa nu cauta sa planteze pioni (sa
obtinda dominatie geopolitica), nici sa acopere
un vid, ci doar sa formeze o ,,retea de partene-
riate de cooperare reciproc avantajoasa.”#4

Diplomatia culturald a Chinei urmareste
aplicarea puterii soft (soft power), prin pro-
paganda si impunerea naratiunilor oficiale
chinezesti despre lume si celelalte mari puteri,
si prin Tnvatarea limbii chineze si cunoasterea
culturii chineze. in statele Orientului Mijlociu
fiinteaza cincisprezece Institute Confucius,
din cele peste 550 la nivel global. Libanul a
fost primul stat arab care a gazduit un IC, apoi
Egipt, Maroc, EAU etc, aceste institutii pre-
gatind elitele arabe care vor dezvolta pe viitor
relatiile politice, economice si de securitate cu
RPC.5

Chinaare deja o0 baza militard navala in Dji-
bouti, cu ajutorul cadreia poate supraveghea li-
niile comerciale ce unesc Marea Chinei de Sud
cu Oceanul Indian, Marea Arabiei si Marea
Rosie, asigurand accesul si catre Marea Me-
diterana prin Stramtoarea Suez. Se estimeaza
ca doreste sa mai obtina si alte baze militare
Tn Port Sudan, dar si la Jiwani, la granita din-
tre Iran si Pakistan. Cele mai mari investitii in
infrastructuri critice in MENA, prin BRI, sunt
facute in state precum Egipt, Iran si Arabia
Saudita, cu care exista parteneriate strategice
comprehensive.’6 Prima mare investitie mari-
tima Tn cadrul BRI, Tn zona Golfului Persic, a
fost de 10 miliarde USD la Port Dugm, cénd
Oman s-a alaturat proiectului Tn 2018. Tn EAU,
firmele chineze au investit Tn conducte de pe-
trol catre portul Fujairah si in terminalele din
Portul Khalifa.
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Iranul, un partener important
pentru RPC

Spre a se opune politicilor denumite hege-
monice si imperialiste ale SUA, China si-a asu-
mat un rol de pacificator si mediator in relatiile
internationale, oferindu-se sa reconcilieze ad-
versari istorici, sa le medieze relatiile conflic-
tuale, spre a ajuta la emergenta unui mediu
international mai pasnic. A reusit acest lucru
cu lIran si Arabia Saudita Tn 2023, state care,
cel putin aparent, si-au normalizat relatiile
politice. Arabia Saudita are o lunga traditie
de a fi partener strategic al SUA, dar monar-
hul Mahomed bin Sultan cautd o diversifica-
re a relatiilor regatului si o pozitionare care sa
aduca noi beneficii economice si politice tarii,
fiind iritat de criticile dure ale presedintelui
american Joe Biden referitoare la Tncédlcarea
drepturilor omului Tn regat. China este prin-
cipalul importator de petrol saudit, ceea ce o
face foarte importanta n ochii conducéatorului
saudit.

Tn ceea ce priveste Iranul, acesta este un
partener regional important al Chinei, cele
doua state fiind unite de opozitia lor fata de
hegemonia si valorile americane, predilectia
pentru multipolaritate si dorinta de a coagula
Sudul global intr-un pol de putere.I7 in 2021,
cele doua tari au semnat un acord strategic va-
labil pe 25 de ani. Teheranul vinde masiv gaz
natural si petrol Chinei, de la care cumpara
echipamente si utilaje industriale. Tn acest fel,
supravietuieste economic sanctiunilor la care
SUA si alte state l-au supus ca urmare a pro-
gramului sdu nuclear si a sprijinirii de grupari
teroriste. Circa 90% din exporturile iraniene de
petrol sunt destinate pietei chineze, iar coope-
rarea militard sino-iraniana in domeniul dro-
nelor este bine cunoscuta.i8ldeologia oficiald a
Iranului, Islamul siit, este privita cu scepticism
de Beijing, care are propria minoritate uigu-
ra, de religie islamica, si se teme de penetrarea
influentelor religioase din partea Iranului si a
unor state arabe din Golful Persic. Totusi, Ira-
nul este apreciat de China ca actor ce se opune
vehement SUA si valorilor occidentale. China
sprijina Iranul diplomatic, politic si economic,
vazand in el, la fel ca si Rusia, un element im-
portant al asa numitei Axe a rezistentei contra
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SUA.19Cu toate ca doreste pace si stabilitate in
Orientul Mijlociu si oficial pastreaza o stare de
neutralitate fatd de conflictul israelo-iranian,
Beijingul e mult mai apropiat politic de Tehe-
ran decat de Tel Aviv, acesta din urma fiind un
aliat al SUA. Pe 25 septembrie 2024, Wang Vi,
ministrul chinez al afacerilor externe, a avut o
Tntélnire cu presedintele iranian, Masud Pa-
zeshkian, cu ocazia sesiunii Adunarii Generale
a ONU si a afirmat ca sprijina ,,suveranitatea,
securitatea, integritatea teritoriala si demni-
tatea nationald” a Iranului.® in plan militar,
China si Arabia Saudita au desfasurat primul
exercitiu militar naval in Marea Rosie, ih 2019,
apoi un alt exercitiu in apele maritime chine-
ze ale regiunii Guangdong, in 2023, iar Tn 12
martie 2024, China, Iran si Rusia au desfasurat
un exercitiu militar naval Tn Golful Oman, si-
tuat Tn prelungirea Golfului Persic. intre 2013
si 2023, vanzarea de arme de catre China catre
tarile din Orientul Mijlociu a crescut cu 80%,
marii beneficiari fiind EAU, Arabia Saudita,
Qatar, Iran, Irak. Chiar si gruparile radicale
Hamas si Houthis, e plauzibil sa aiba rachete
si mai ales drone chinezesti, posibil oferite de
Iran.2L

Suita de conflicte din Orientul Mijlociu,
implicand Israel, Iran, gruparile proxy Hamas,
Hezbollah si Houthis, precum si militiile siite
pro-iraniene din Irak si Siria, Tngrijoreaza Chi-
na, dar nu o determina sa se implice direct ca
factor de pacificare. China sustine dreptul pa-
lestinienilor de a trdi Tn pace si a avea un stat
propriu, e in relatii bune cu Iranul, dar are
relatii comerciale bune si cu Israelul, urmarind
dezvoltarea acestora. Ea nu doreste o escalada-
re a tensiunilor, nu doreste un razboi regional
multiplu, dar nu e dispusa cu adevarat sa se
implice spre a media o pace.2 Pozitia mai fa-
vorabila Iranului, Hamas si statelor arabe, con-
tra SUA si Israelului, ar putea fi motivata si de
teama decidentilor chinezi ca actorii islamici
din MENA sa nu impuna o crestere artificiala
a preturilor petrolului prin reducerea ofertei,
n cadrul OPEC, asa cum au facut in 1973, cu
ocazia razboiului de Yom Kippur, si chiar sa nu
instige prin metode subversive minoritatea
uigura din China la revolte contra Beijingului.
De asemenea, Beijingului 7i convine ca aceste
state au, de regula, regimuri autoritare, nede-
mocratice, cu care gaseste cai de comunicare
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si ntelegere mai facile. Pozitia oficiald a Beijin-
gului este sprijinirea pacii in Orientul Mijlociu,
evitarea implicarii directe de partea uneia din-
tre tabere (de exemplu prin sanctiuni impuse
contra unui sau unor state din regiune) si ac-
ceptarea tacita a rolului SUA ca actor major in
acea zona.ZDe asemenea, folosind limbajul ti-
pic al diplomatiei sale din ultimii douasprezece
ani, la forumul CASCF din mai-iunie 2024, Xi
le-a propus omologilor sai arabi formarea unei
»comunitati sino-arabe cu un destin comun
pentru o noua era.”

Arabia Saudita si Egiptul: tentativa
de a le decupla de SUA

Arabia Saudita este un actor geopolitic
apropiat de SUA, Tn mod traditional, un stat
care se teme de Iran si de destabilizarea ca-
uzatd de gruparile proxy folosite de Teheran
spre a fsi proiecta puterea la nivelul regiunii
MENA. Tn ultimii ani, se constata insa tendinta
de apropiere de China si Rusia, in contextul
n care SUA a criticat practicile violente ale
Riyad-ului fatd de opozantii politici (a se vedea
cazul ziaristului Jamal Khashoggi, ucis in mod
sadic) si indecizia privind semnarea unui acord
politic cu Israelul. in anul 2016, Arabia Saudi-
td a semnat un acord de parteneriat strategic
comprehensiv cu China iar Beijingul s-a impli-
cat in construirea de infrastructuri energetice
si in dezvoltarea proiectului Marea Moschee. 24
Arabia Saudita a declarat ca vrea sa adere si la
Organizatia de Cooperare de la Shanghai, ca-
reia deja Iranul i s-a aldturat.

Relatiile economice sino-saudite s-au dez-
voltat remarcabil, iar Tn 2023, Riyad-ul este al
doilea exportator de petrol catre RPC, cu 15%
din importuri.

China nu are niciun interes rational ca
situatia de securitate din orientul Mijlociu
sa se deterioreze si mai grav decat in pre-
zent, deoarece acest lucru ar pune Tn pericol
investitiile sale economice si comertul cu tarile
regiunii. De aceea, un razboi amplu ntre Iran
si Israel, in care s-ar implica si alti actori sta-
tali din regiune si din afara acesteia, ar consti-
tui mai mult ca sigur o evolutie negativa din
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punctul de vedere al Beijingului. Cu toate ca o
prezenta mai masiva a trupelor americane n
zona Golfului Persic ar conveni Chinei, pentru
ca ar scadea presiunea pusa de SUA Tn zona
Asia-Pacific, riscul ca Iranul sa fie infrant sau
Rusia sa fie atrasa Tn acest conflict si slabita ge-
opolitic si mai mult, in afara pierderilor uma-
ne ample din Ucraina, nu convine Beijingului.
Felul Tn care sprijina diplomatic revendicarile
poporului palestinian, arata ca Beijingul este
de parere ca principalul vinovat pentru situatia
existentd este Israelul, solicitind comunitatii
internationale sa puna presiune asupra acestu-
ia. Tn mod special, mesajul chinez este ca SUA
sa fie mai ferma Tn ceea ce priveste actiunile
Israelului, afirma geopolitologul francez Do-
minique Moisi. Astfel, China cere o Tnceta-
re a focului imediatd, o conferintd de pace
internationald si recunoasterea unui stat pales-
tinian suveran, adica, solutia celor doua state.5
Dupa ce Israelul a retaliat, in 25 octombrie, cu
lovituri militare la agresiunea comisa de Iran
pe 1 octombrie 2024, Teheranul, sprijinit de
Rusia, China si Algeria a solicitat o intrunire
a Consiliului de Securitate al ONU, iar Tn ca-
drul acestei reuniuni a declarat ca se opune
constant violarii suveranitatii altor state si a
folosirii abuzive a fortei.2 Aceste idei pacifiste
si in concordanta cu normele din Carta ONU,
se regasesc Tn documentul oficial Global Secu-
rity Initiative (GSI) asumat de executivul de la
Beijing.

China s-a implicat direct Tn acordul de
normalizare a relatiilor politice dintre Iran
si Arabia Saudita, mediind negocierile diplo-
matice dintre acestea si, Tn final, supervizénd
acordul bilateral semnat Tn martie 2023. Re-
zultatul este un succes de imagine foarte mare
pentru Beijing, deoarece Iran si Arabia Saudi-
ta sunt state cu grad crescut de ostilitate reci-
proca, bazata pe argumente religioase, geopo-
litice si strategice. Irak si Oman s-au implicat
alaturi de China Tn medierea acestui conflict.
S-au restabilit, atunci, relatiile diplomatice si
s-a reactivat acordul de cooperare Tn dome-
niul securitatii din anul 2001. Totusi nu se
poate afirma ca Teheranul si Ryadul au ajuns
sa aiba relatii cu adevarat constructive, e vorba
mai ales de o tolerare reciproca tacita, dar se
constatd ca deocamdata liderii fiecaruia dintre
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celor doua state evita actiunile si declaratiile
care ar putea sa genereze reactii agresive din
partea celeilalte parti, pastrand o aparenta de
ntelegere. Razboiul din Gaza si sprijinul ma-
siv dat de SUA lIsraelului au contribuit si mai
mult la alinierea tacita a politicilor Iranului si
Arabiei saudite fatd de Tel Aviv, anuland san-
sele unui tratat saudito-isralian de recunoas-
tere reciproca.Z

Se considera cad implicarea Chinei Tn medi-
erea relatiilor dintre Iran si Arabia Saudita, ca
si dorinta de a sprijini Hamas pe drumul fauri-
rii unui stat palestinian (incurajarea de negoci-
eri Hamas-Fatah)28 marcheaza o evolutie fata
de politica traditionala a Beijingului de evitare
a implicarii In crizele din Orientul Mijlociu.
Explicatia e mai ales de natura economica, de-
oarece Beijingul vrea sd isi protejeze investitiile
facute Tn statele regiunii si sa asigure coridoare
de transport(de exemplu, un coridor care trece
prin Iran si care ar ajuta si Rusia sa transporte
bunuri comerciale cdtre Oceanul Indian fara
a utiliza Canalul Suez). China a inteles nevoia
statelor arabe de a cauta alternative economice
si strategice la relatia cu SUA, Tn conditiile Tn
care, Arabia Saudita, EAU si Egiptul nu doresc
o alianta constrangatoare cu SUA, care sa le
poatd aduce Tn situatia unui eventual conflict
cu China si Rusia.®

Egiptul, actor regional apropiat strategic de
SUA si in relatii bune cu Israelul (primul stat
musulman care I-a recunoscut ca tara, dupa
mai multe episoade de razboi), are un parte-
neriat strategic comprehensiv cu RPC. El a fost
sprijinit de China prin primirea in 2023 a unui
credit de 345 milioane USD de la Banca Africa-
na de Dezvoltare si Banca Asiatica de Investitii
n Infrastructura, ajungand stat emitator de
Panda Bond Market, obligatiuni evaluate in
yuani cu care se pot derula investitii ce im-
plicd companii chineze. Suma totala s-a cifrat
la 478.7 milioane USD, adica 3,5 miliarde re-
nminbi. Egiptul a fost primul stat african care
a primit dreptul de a emite aceste obligatiuni
valabile pe piata financiard chineza, dupa ce, in
2022, a accesat si obligatiuni Samurai, pe piata
japoneza, in valoare de 500 milioane USD (60
miliarde yeni).d Firme chineze au modernizat
noua capitala administrativa egipteana si zona
El Alamein, construind si un tren local (light
mii trairi).

Tn luna mai a acestui an, presedintele Abdel
Fattah EI-Sisi a vizitat China si a convenit mai
multe puncte de cooperare cu omologul sdu
chinez. Egiptul este si ‘partener de dialog” al
Organizatiei de Cooperare de la Shanghai din
anul 2022, la fel ca si EAU, Qatar si Arabia Sau-
dita, Bahrain, Quwait si Turcia.3

Proiectul chinez Belt and Road si conexiunea cu Europa, Orientul Mijlociu si Africa

Sursa: https://sourcingandsupplychain.com/belt-road-initiative-bri-chinas-supply-chain-game-plan/
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Israel si China: o relatie dificila
si marcata de suspiciuni reciproce

Relatiile Chinei cu Israelul s-au dezvol-
tat Tnca din 1950, cand lIsraelul a fost primul
stat din Orientul Mijlociu care a recunoscut
Republica Populara Chineza ca stat. Tn ulti-
mele doua decenii, cooperarea economica si
tehnologica a luat amploare, chinezii inchiri-
ind facilitati Tn portul Haifa si beneficiind de
transferuri tehnologice israeliene care au iritat
SUA, acestea cerand Israelului s& nu mai coo-
pereze atat de intens cu China.2Tn primavara
anului 2023, premierul israelian Benjamin Ne-
tanyahu a descris relatia tarii sale cu China ca
fiind o ‘tasatorie facuta in paradis* (“a marri-
age made in heaven™) si a anuntat planul de a
face o vizita oficiala la Beijing. Tn acel timp, re-
latiile dintre Netanyahu si presedintele SUA, J.
Biden, erau la un nivel critic, cel din urma fiind
nemultumit de modul in care premierul israe-
lian dorea sa diminueze independenta justitiei
din tara.3® Sprijinul diplomatic dat de China
gruparii Hamas si insistenta pentru solutia
unui stat palestinian independent, au produs
iritare la Tel Aviv, Israelul trimitdnd chiar o de-
legatie parlamentarad in Taiwan spre a-si arata
nemultumirea.

Totusi, in politica de securitate, Tn ciuda
pretinsei neutralitati, Beijingul este mai apro-
piat de Iran si de gruparea Hamas, ceea ce nu
permite o conexiune mai stransa cu Tel Aviv-
ul. Executivul chinez a supervizat Declaratia
de la Beijing, pe 24 iulie 2024, document ce a
rezultat din negocierile dintre Hamas, Fatah si
alte grupuri politice din zona palestiniana (pai-
sprezece n total), propunénd un plan de pace
n trei pasi, care nu s-a materializat pana in
prezent. Primele negocieri Hamas-Fatah, sub
supervizare chineza, au inceput in luna aprilie
a acestui an, iar Beijingul a desemnat un repre-
zentant (trimis) special pentru Orientul Mijlo-
ciu. Planul chinez era sa demonstreze ca, acolo
unde SUA si tarile europene esueaza, China
are succes, fiind un arbitru corect al situatiilor
conflictuale existente.

Atacurile gruparii siite Houthi din Yemen,
adversar declarat al Israelului si proxy al Tehe-
ranului, asupra unor nave comerciale care tre-
ceau prin Marea Rosie, nu a fost condamnata
de China, care nici nu s-a oferit sa contribuie
----- ~58

militar, Tmpreuna cu SUA si Marea Britanie, la
securizarea traficului comercial din regiune.
Israelului nu i-a convenit sprijinul Beijingului
pentru Hamas, manifestat dupa octombrie
2023, sprijinirea aparitiei unui stat palestinian
independent3 si, desigur, nici medierea acor-
dului dintre Iran si Arabia Saudita, deoarece
acest lucru a contribuit la blocarea momenta-
na a semnarii unui tratat politic Tntre Ryad si
Tel Aviv, necesar pentru securitatea Israelului
pe termen lung. Trebuie spus ca Tel Aviv-ul
conta pe o apropiere politicd de Arabia Saudi-
ta, cu scopul de a contracara impreuna Iranul.
Israelul considera China ca fiind clar pro-pa-
lestiniana, apropiata de Hamas si de Iran®
asadar, departe de a putea servi ca mediator
intr-un eventual proces de pace regional.3% De
asemenea, China a considerat atacul cu ra-
chete al Iranului asupra Israelului, din aprilie
2024, ca fiind un act de autoaparare, fara a se
referi la sprijinirea de catre Teheran a grupari-
lor islamice anti-israeliene Hamas, Hezbollah
si Houthi. Situarea Chinei de partea Hamas si
a Iranului (stat islamic teocratic) e cu atat mai
ciudata cu cat Beijingul combate cu metode
dure rebeliunea unor grupuri uigure islamice
separatiste pe propriul teritoriu si este acuzat
cd persecuta minoritatea islamica din Nord-
Vestul tarii.

Cooperarea multilaterala:
cazul BRICS

Diplomatia multilaterala reprezinta o opor-
tunitate pentru RPC de a atrage de partea sa
state din zona MENA, spre a le asocia la plat-
formele de cooperare politicd, economica si de
securitate si a le indeparta de Occident. RPC
Tsi declara sprijinul deplin pentru Figa Araba si
pentru Consiliul de Cooperare din Golful Per-
sic (GCC) Tnca din anul 2016, prin documen-
tul China s Arab Policy Paper. Ulterior, Chi-
na, Tmpreuna cu Rusia, au sprijinit aderarea
la BRICS a mai multor state musulmane din
MENA - Egipt, Algeria, Arabia Sauditad, Iran,
extinzand spectaculos formatul de cooperare
creat Tn 2006, cu state care nu sunt Tntotdeau-
na economii emergente, dar au valoare prin
pietele for si pozitia geografica. Iranul a fost,
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de asemenea, Tncurajat sa adere la Organizatia
de Cooperare de la Shanghai in iunie 2023.

Tn cadrul BRICS, China si Rusia sunt sta-
tele dominante, care contesta ordinea mondi-
ald actuala si vor sa reduca sau sa elimine pe
termen scurt dominatia SUA, Tnlocuind-o cu
o multipolaritate bazata pe sfere de influenta
exclusive, clar delimitate. Tnsa India si Brazilia
nu sustin acest demers si preferad sa nu antago-
nizeze SUA, de care au nevoie Tn plan securitar
si economic. Statele arabe si Iranul au pozitii
divergente. Primul este clar de partea Beijin-
gului si Moscovei, iar EAU si Egiptul au relatii
economice si strategice bune cu Washingto-
nul. Prezenta Iranului, Egiptului, EAU si pro-
babil, Tn curénd, si a Arabiei Saudite Tn BRICS,
consolideaza influenta economicd a Chinei
asupra acestora, mai ales daca se va crea un
sistem de plati internationale care sa reduca
importanta dolarului american ca principala
moneda internationald. Summitul de la Kazan,
din octombrie 2024, a dus la intensificarea
cooperarii statelor membre, iar, in declaratia
finala, paragrafele 30 si 31, se regaseste con-
damnarea Israelului pentru actiuni agresive
asupra populatiei civile din Gaza si Liban, fara
a se mentiona ca statul israelian a actionat Tn
autoaparare, dupa ce Hamas si apoi Hezbollah
au efectuat atacuri cu metode teroriste, dar si
cu rachete si drone.

Concluzii

Se observa faptul cd Beijingul cautd noi
parteneri Tn Sudul Global, orientdndu-se si
catre state din zona MENA, cele mai multe
avand guvernari autoritariste si resurse natu-
rale abundente. Prefera relatiile bilaterale si
asimetrice cu statele din zona periferiei extin-
se, cautand sa le atraga prin beneficii econo-
mice si promisiuni de cooperare politica, fiind
implicit faptul ca in relatia bilaterala China va
fi iIn mod clar tara dominantd. O atentie spe-
ciala revine statelor cu pozitie geostrategica
valoroasa si abundenta de resurse, de exemplu
Iran si Egipt, cu care parteneriatele strategice
sunt intense, multisectoriale, avand si dimen-
siune de securitate dezvoltata.

Scopul este de a la atrage in sfera de
influenta proprie Tn plan economic si, uneori,
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si in axa de opozitie geopolitica fatd de SUA
si aliatii acestora. Desigur, statele arabo-mu-
sulmane au interesul de a crea triunghiuri
economice cu China si SUA/UE, spre a obtine
beneficii si garantii politice din partea tuturor
marilor puteri.

Pe langa investitiile economice, China
urmareste, probabil, sa stabileasca baze milita-
re pe coasta maritima a unor state de tip EAU,
Iran sau Yemen, sub pretextul de a apara ru-
tele comerciale si infrastructurile energetice si
portuare.

Desi China are o minoritate musulmana de
cateva zeci de milioane de locuitori, aplicand
uneori tratamente dure celor acuzati de se-
paratism si terorism, statele arabo-musulma-
ne prefera sa nu se refere la acest aspect si sa
caute avantajele economice din cooperarea cu
China.

China invoca constant in relatiile cu tarile
MENA cele "Cinci principii ale coexistentei
pasnice” cunoscute ca un pilon central al politi-
cii sale externe si de securitate. Recunoasterea
mutuald a suveranitatii statelor si neameste-
cul in treburile interne, alaturi de pacifismul
relatiilor interstatale, sunt elementele centra-
le. Aceste principii, cuprinse Tn carta ONU, se
regasesc si Tn Initiativa Globala de Securitate,
lansatd de China Tn 2023.

Desigur, faptul ca RPC nu se afla in vecina-
tatea niciunui stat din MENA, a permis evita-
rea unor relatii de ostilitate si teama din partea
acestora, pentru aspecte legate de posesia unor
teritorii si a unor suprafete maritime. Acest lu-
cru faciliteaza dialogul politic si cooperarea
economicd, Tn conditiile Tn care China aloca
fonduri prin proiectul BRI statelor respecti-
ve, fard a le solicita deschis sa reduca drastic
relatiile cu SUA si tarile UE si fara a interfera
Tn probleme interne legate de regimul politic
si leadership.
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This paper examines hybrid threats posed by the Russian Federation and the resilience measures, democratic
states can adopt in response. Russian Federation employs tactics like sabotage, espionage, cyberattacks, disinforma-
tion and election interference to destabilize democracies. In response, liberal democracies strengthen resilience by
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I. Prolegomena

Throughout this paper, we will analyse a
series of hybrid threats, possibly driven by the
Russian Federation, the geopolitical implica-
tions, as well as certain resilience measures
that democratic states can adopt in response to
such actions. In this context, strengthening re-
silience, including combating disinformation,
engaging civil society, enhancing cybersecu-
rity and fostering international cooperation,
represents, in fact, the core response of liberal
democracies to such actions, carried out by
states whose primary objective is to generate
chaos and influence or impede democratic
processes. The Russian Federation employs a
wide range of hybrid tactics to undermine the
internal stability and cohesion of democracies,
exploiting their vulnerabilities through un-
conventional and often asymmetric methods.
These hybrid tactics include, in addition to
sabotage, espionage and cyberattacks, the use
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of propaganda tools, disinformation, election
interference and support for extremist move-
ments to weaken trust in democratic institu-
tions. In contrast, democratic states develop
and implement resilience strategies to counter
these threats.

In this paper, we will explore, not only the
nature and impact of hybrid actions by “aggres-
sor” states, but also the reactive and proactive
measures that democratic states adopt to pro-
tect their fundamental values and institutions.
Thus, resilience becomes a crucial component
in defending democracies against the complex
andevolvingthreatsofthecontemporaryworld.
The hybrid actions of the Russian Federation
represent a current and major threat to the
security and stability of Europe and NATO
member states, having a significant impact
on international relations and contemporary
geopolitics. Numerous reports and analyses
from academic experts, as well as statements
from officials, highlight the intensification of
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clandestine activities by the Russian Federa-
tion, ranging from photographing critical in-
frastructure and using human sources in key
positions to cyberattacks and direct sabotage
of essential infrastructures.

Some experts have pointed out that these
actions align with a strategic pattern known
as the “Gerasimov Doctrine™2 or ‘chaos theo-
ry”3 This entails guerrilla-style actions carried
out on all fronts with a wide variety of actors
and tools, including hackers, media, business
people, information leaks, fake news, as well as
conventional and asymmetric military means4
or, in other words, the conduct of hybrid oper-
ations combining conventional and non-mil-
itary means to undermine Western stability
without triggering open military conflicts

In addition to cyber interference and at-
tacks on infrastructure, the Russian Feder-
ation leverages its influence over far-right
political parties and disinformation cam-
paigns, to amplify internal tensions in various
European states6 To counter these threats,
well-coordinated resilience measures at both
the national and international levels are nec-
essary. Strengthening cooperation between
NATO and EU states, tightening legislation
and regulations, enhancing cybersecurity and
conducting public awareness campaigns are
essential to effectively respond to contempo-
rary security challenges. These measures will
contribute to protecting critical infrastruc-
tures, maintaining the integrity of informa-
tion and strengthening cohesion among allied
states, thus ensuring regional and global sta-

bility.

I. The hybrid war waged
by the Russian Federation against
the western sphere

II.1. Hybrid Actions - conceptual
development

Hybrid threats encompass a complex set
of conventional and unconventional meth-
ods, employed by state and non-state actors,
to achieve strategic objectives, by exploit-
ing the vulnerabilities of their targets. These
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threats are characterized by the simultane-
ous and integrated use of various means and
methods, such as information manipulation,
cyberattacks, coercive diplomacy, disinfor-
mation, economic and political pressures and
the unconventional use of armed forces. The
ultimate goal of hybrid threats is to create
confusion and exploit the target’s vulnerabili-
ties, usually, without crossing the threshold of
open warfare, making detection and response
more difficult. In contrast, hybrid actions re-
fer to individual components or specific tac-
tics used within a hybrid threat strategy. These
can include any of the aforementioned means,
but they are not considered a hybrid threat in
themselves, unless integrated into a coherent
and coordinated strategy, aimed at systemati-
cally undermining a target.

According to the European Centre of Ex-
cellence for Countering Hybrid Threats, in
Helsinki (Hybrid CoE), hybrid threats aim to
undermine a target, such as a state or an or-
ganization/institution, through a variety of
often combined means. They describe a broad
spectrum of harmful activities with different
objectives, ranging from influence and in-
terference operations to hybrid warfare. This
includes the use of cyberspace for Advanced
Persistent Threat (APT) attacks, which aim
to exfiltrate strategic information and disrupt
service delivery. Although, primarily conduct-
ed by states, these attacks can also be carried
out by terrorist organizations with the neces-
sary resources?’. These have become a frequent
feature of the contemporary security envi-
ronment, targeting national vulnerabilities
across the entire PMESII spectrum (political,
military, economic, social, informational and
infrastructure domains). Through sabotage,
espionage and cyberattacks, the Russian Fed-
eration seeks to reduce political cohesion and
weaken the response capacity of target states.
The fact that traditional espionage and cyber
espionage have become integral parts of the
Russian hybrid arsenal is particularly evident
in the actions within Ukraine in recent years8
For this reason, throughout this article, we will
also consider acts of espionage, sabotage and
cyberattacks as an integral and important part
of hybrid threats, frequently used in various
forms worldwide.
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Another concept that involves the use of
coordinated power instruments across mil-
itary, political, economic, civil and informa-
tional (MPECI) domains is hybrid warfare.
National efforts should improve traditional
threat assessment activities to include uncon-
ventional political, economic, civil and inter-
national (PECI) tools and capabilitiesd The
term “hybrid warfare” was first used by Rob-
ert G. Walker, in his dissertation titled “Spec
Fi: The US Marine Corps and Special Opera-
tions”in 1998; it was later adopted by General
James Mattis and Lieutenant Colonel Frank G.
Hoffman, in the article “Future Warfare: The
Rise of Hybrid Wars” focused on the future
type of warfare fought by the U.S., published
by the U.S. Naval Instituteld Since then, the
concept of “hybrid” has become central to dis-
cussions about modern and future warfare,
adopted by military leaders, at the highest
levels, and promoted as a basis for contem-
porary military strategies. As an overarching
vision, “hybrid warfare” “incorporates a wide
range of means used in warfare, including
conventional capabilities, irregular tactics and
formations, terrorist acts, indiscriminate vio-
lence and coercion, as well as legal loopholes
(gaps). These multimodal activities can be car-
ried out by separate units or even by the same
unit, but are generally directed operationally
and tactically, and coordinated in the central
battle space to achieve synergistic effects”1l
An inherent feature of hybrid warfare is the
blurring of traditional dichotomies and the
creation of ambiguity and uncertainty. The
goal is to achieve national interests and objec-
tives through strategies, such as undermining
public trust in democratic institutions, deep-
ening unhealthy polarization, challenging the
core values of democratic societies, interfer-
ing in democratic elections and undermining
the decision-making capacity of political lead-
ers, even through the use of military means12
Hybrid warfare is often conducted under the
thin veil ofplausible deniability. As a result,
clandestine actions cannot be easily attributed
to any actor, making it difficult for the targeted
state to resort to conventional response and
deterrence tools.
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11.2. Institutional structures used
by the Russian Federation
in hybrid actions

The Russian Federation conducts opera-
tions at the tactical-operational level, which
have strategic effects, by influencing the bal-
ance of power, regionally and globally. These
operations include the use of proxy forces
and methods, such as information warfare.
Through these tactics, the Russian Federation
seeks to compensate for losses and achieve
long-term objectives with minimal resource
expenditure. The actions of Russian groups
“IPb” and “IV” mentioned in ATP 7-100.1,
demonstrate the Russian Federation’s ability to
manipulate the information environment and
use proxy forces to undermine the adversary’s
capabilities, while protecting itself from direct
military retaliation. Thus, the Russian Federa-
tion aims to achieve its strategic objectives in
a manner that avoids large-scale conventional
confrontations, using precise and less costly
resources, that are highly effective in the con-
text of hybrid warfare.

In the following sections, we will use pub-
licly available information from the United
States Army Combined Arms Centre in the
ATP 7-100.1 documentl3 This manual de-
scribes the tactics used by the Russian Fed-
eration in training its ground forces and can
serve as a support point for understanding
how the Russian army is organized and used at
the tactical level. Some of this information de-
scribes structures that can carry out missions
in battle theatres, similar to those used in the
context of hybrid attacks. At the same time, we
do not argue that the incidents detailed below,
in Chapter Il, Case Studies: Hybrid Actions in
Europe Attributed to the Russian Federation by
Experts, should be viewed as the work of the
Russian Federation’s ground forces. Ongoing
investigations and the limited information
made public suggest that services, such as SVR
or FSB, are also responsible for the incidents in
Europe. Furthermore, the creation of so-called
“Special Influence Committees”to coordinate
intelligence operations for the Kremlin outside
Russian territory4seems to indicate Moscow’s
concern that these operations have so far been
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insufficiently coordinated. These Special In-
fluence Committees bring together the frag-
mented efforts of various Russian security ser-
vices, such as FSB (Federal Security Service),
GRU (Main Intelligence Directorate of the
General Staff of the Armed Forces) and SVR
(Foreign Intelligence Service), as well as oth-
er actors within the Kremlin’s sphere, with the
aim of conducting more effective and integrat-
ed hybrid warfare operations against Western
states, including disinformation campaigns,
cyberattacks and other forms of political and
economic influencels

The level of detail found in ATP 7-100.1
makes this manual an extraordinarily inter-
esting document. However, we limit ourselves
to using it as an illustrative document, one of
the very few open windows into an otherwise
highly obscure world, through which we can
glimpse the organizational and tactical think-
ing of one of the significant segments of Rus-
sian intelligence.

Paramilitary Forces (IPb) and Volunteer
Groups (1V)

According to the ATP 7-100.1 document,
the Russian Federation acknowledges that
dominating the information environment,
before and during combat, is crucial for suc-
cessful operations. Thus, information warfare
consists of both informational-technical and
informational-psychological actions. Infor-
mational-technical actions use physical means
to manipulate or attack the reliability of in-
formation, while informational-psychological
actions focus on influencing an individual’s
or population’s perception of the information.
The Russian Federation divides information-
al actions into two groups: IPb and IV. In the
context ofthe ATP 7-100 document, the terms
“IPb”and “1V” refer to specific Russian groups
involved in hybrid activities. These abbrevia-
tions come from Russian terminology used
to classify their hybrid and irregular warfare
units, as follows:

1. IPb (irregular para-military battal-
ion): This group consists of irregular forces,
including various paramilitary units. These
units typically engage in unconventional war-
fare, supporting regular military operations
with a focus on guerrilla tactics, sabotage and
insurgency operations.
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2. 1V (irregular volunteer groups): This
designation refers to volunteer groups, often
composed of mercenaries or local militias,
operating alongside regular military forces.
These units are utilized for their local knowl-
edge and ability to integrate into civilian pop-
ulations, conducting operations that regular
military units cannot.

These groups are essential to the Russian
Federation’s hybrid warfare approach, com-
bining conventional military power with ir-
regular tactics, cyber operations and informa-
tion warfare, to achieve strategic objectives
without provoking a large-scale conventional
response from adversaries. According to the
document, IPb primarily involves clandes-
tine methods used by the Russian Federation
during the ongoing competition, before and
during large-scale warfare. Information war-
fare focuses on aggressive actions in the in-
formation environment, including electronic
warfare, which supports the combat actions
of Russian Ground Forces (SV). Strategic and
operational volunteer units (IV) integrate with
tactical formations to support tactical units
and subunits. Efforts to dominate the infor-
mation environment are not limited to war-
time; thus, the Russian Federation conducts
IPb during rivalry, crisis and conflict. During
the competition phase, the Russian Federa-
tion uses IPb to protect its forces and popu-
lation from adversarial information, degrade
the adversary’s capabilities and set conditions
in the operational environment. Protective
measures are ongoing and shift during the
initial phase of conflict, when military forces
become involved. The attacks of IV groups can
begin in the initial conflict phase and contin-
ue throughout large-scale warfare. National
information campaigns continue to support
Russian strategic objectives, while Russian
Ground Forces use the integrated actions of
these volunteers to sustain all combat actions.
The volunteer groups’ methods are system-
atically and continuously combined to target
the adversary’s political will to wage war and
its decision-making processes. The Russian
Federation employs a wide range of methods
to achieve information dominance: propa-
ganda, counter-propaganda, disinformation,
provocations, reflexive control, psychological
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pressure and deception. These multiple forms
of manipulation and information attacks pres-
ent a credible compilation of information and
corroborated evidence, as a deception, which
guides decisions that appear rational and cor-
rect for an adversary, but support Russian
objectives. Russian reflexive control manipu-
lates information and other forms of sensory
input, so that the seemingly real data obtained
by the 1V target is actually supportive of false
information. According to ATP 7-100.1, the
Russian Federation includes multiple elements
under the umbrella of IV groupsig exploitation
of communication networks, reconnaissance
technologies, espionage and interception,
psychological operations, strategic commu-
nication, influence and manipulation, intelli-
gence, counter-intelligence, disinformation,
electronic warfare, jamming or falsifying nav-
igation systems, destruction of the adversary’s
computing and network capabilities and also
various methods of deception (maskirovka).
Russian maskirovka employs camouflage, de-
ception, denial, subversion, sabotage, espio-
nage, propaganda and psychological opera-
tions to degrade or deny the adversary’s ability
to fully understand and respond adequately to
the operational environment. All these various
elements of the information environment are
coordinated under the 1V groups. The Russian
Federation can use specific IV group methods
or tools from both civilian and military sourc-
es, as well as from third-party actors. The same
document notes that the Russian Federation
regularly uses and will continue to use proxy
forces (private military companies, separa-
tist forces in frozen conflict zones, allies, and
partners) to achieve success during conflicts
and competition periods. Russia’s use of proxy
forces provides it with a plausible deniability
shield and allows it to achieve tactical, oper-
ational and strategic objectives, that it oth-
erwise could not. These forces, which may
not be directly controlled by Russian tactical
commanders, have a significant influence on
the tactical batdefield and offer to the Russian
Federation the added advantage of undermin-
ing Western tactical, operational and strategic
objectives.

In principle, according to ATP 7-100.1,
three forms of Russian proxies can be en-
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countered: local militant (separatist) groups,
private military companies and criminal or-
ganizations. The Russian Federation, predomi-
nandy, uses local militant groups in its vicinity
to influence local conditions and turn conflicts
in favour of its strategic interests. Historical-
ly, these groups have been composed of ordi-
nary Russian soldiers, Russian mercenaries,
criminals, pro-separatist local groups, Russian
far-right extremists, Russian nationalists and
communists, football match protesters, bik-
er gangs and deserters from local (non-Rus-
sian Federation) armies and security services.
These groups can conduct independent or co-
ordinated actions, either separately or in col-
laboration with Russian military or security
forces. In these circumstances, these groups
can exert pressure on local governments to
support Russian activities and provide po-
litical cover for Russian Federation’s attempt
to control its sphere of influence. Russian
criminal organizations, supported by Russian
intelligence specialists, are known for collab-
orating with local political activists, fringe
political parties and powerful oligarchs. Their
actions can support Russian Federation’s po-
litical campaigns and objectives aimed at un-
dermining the power of local governmentsl’.
Additionally, ATP 7-100.1 highlights the im-
portant role played by transnational criminal
organizations in current conflicts. Organized
crime is deeply entrenched in Russian society
and is likely a major tool of Russian state pol-
icy. Several states accuse Russian Federation
of using criminal activities to undermine their
control. Russian Federation has used and is
likely to continue using organized crime net-
works as a geopolitical weapon. It has used
such networks to support separatist actions in
Eastern Europe, including arming pro-Russian
separatist groups. Criminal organizations have
been part of the pro-Russian separatist forces,
often making them indistinguishable from
separatistsl8 ATP 7-100.1 highlights that the
Russian Federation seeks to ensure that any
engagement unfolds on terms favourable to
its interests. It attempts to manipulate the in-
formation environment so that the adversary’s
force deployment works against it. In case of
force deployment, Russian Federation’s goal
is to create constraints in the information en-
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vironment that impede the success of the ad-
versary’s campaign. Russian strategies focus
on four key areas19 disruption or prevention
of understanding the information environ-
ment: the Russian Federation manipulates the
acquisition, transmission and presentation of
information through IV groups, in order to
align with its strategic decision-making ob-
jectives; promotion of targeted instability:
the Russian Federation creates instability in
specific areas and target groups to ensure that
regional security does not support the adver-
sary’s operational requirements; disaggrega-
tion of partnerships: the Russian Federation
undermines partnerships to reduce the adver-
sary’s ability to operate in a combined, joint
and inter-agency manner; denial or compli-
cation of access: the Russian Federation fo-
cuses on pre-conflict activities to deny access
to an aggressive force, initially using non-lethal
means and, if necessary, lethal means. This
includes undermining relationships, raising
political stakes, manipulating public opinion,
attacking resolve and denying or complicating
overflight rights, logistical support and allied
coordinated action.

The document (ATP 7-100.1) indicates a
particularly important aspect of how Russian
Federation applies national power instruments
to integrate these forces and means at selected
times and locations, thereby achieving the de-
sired effects as part of its broader campaign.
The tactics and techniques used include both
offensive and defensive methods, such as
crime and terrorism, to counter an adversary.
Additionally, the Russian Federation can ma-
nipulate public perceptions and discourage
support for the adversary’s military forces or
other institutions. If necessary, the Russian
Federation resorts to acts of physical and psy-
chological violence to gain influence and de-
velop cooperation, either voluntary or coerced,
among a target population. Simultaneously, it
employs indirect means to gradually degrade
the adversary’s combat power and infrastruc-
ture and influence the political, social, eco-
nomic, military and informational variables of
the operational environment. For example, the
Russian Federation seeks to control the flow
of information by using its radio-electromag-
netic warfare capabilities, in order to disrupt
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the official communication channels of a tar-
get country and insert psychological warfare
messages into social media, targeting soldiers’
families20

11.3. Cyberspace - a key domain
targeted by the Russian Federation’s
subversive activities

The cyber dimension is essential in modern
hybrid warfare, being used to destabilize and
influence target states without direct military
confrontations. The Russian Federation has re-
peatedly demonstrated its ability to integrate
sophisticated cyberattacks into complex dis-
information strategies and the undermining
of critical infrastructure. In the following, we
will discuss actions in cyberspace as an illus-
tration of Russian Federation’s ambitions and
methods, serving as a case study of the micro-
cosm of hybrid warfare. The Russian Federa-
tion uses cyber threats and attacks within the
framework of plausible deniability, employing
sophisticated tactics involving state and non-
state actors, such as affiliated or proxy hacker
groups. These attacks are often attributed to
obscure groups or are disguised to create con-
fusion about the real source, allowing Russian
Federation to officially deny involvement. The
motivations include political and economic
influence, destabilization of European gov-
ernments, undermining trust in democratic
institutions and gaining strategic advantages
without the risk of triggering a direct military
response. Plausible deniability offers Russian
Federation diplomatic manoeuvring room, re-
ducing the likelihood of severe international
sanctions or conflict escalation.

In its subversive activities, the Russian Fed-
eration also employs advanced viruses and ma-
licious software in cyberspace, for the purpos-
es of influencing, monitoring, controlling and
disinforming2L After the invasion of Ukraine
in 2022, the Russian Federation utilized a wide
range of Advanced Persistent Threats (APT)
in its cyberattacks against Europe. The main
APT groups involved are APT28 (also known
as Fancy Bear) and Sandworm (also known
as Voodoo Bear)2 APT (Advanced Persistent
Threats) are complex and well-coordinated




cyberattacks, carried out by groups or actors,
with significant resources and advanced ex-
pertise. The purpose of these attacks is to gain
unauthorized access and maintain a presence
in targeted networks for extended periods,
without being detected. They are considered
advanced because they use sophisticated and
customized techniques, often involving ze-
ro-day vulnerabilities (previously unknown
vulnerabilities), persistent because attackers
maintain access to the target system for an ex-
tended period, with the aim of extracting sen-
sitive information or influencing the attacked
systems and they are conducted by politically,
economically or militarily motivated entities,
such as nation-states, criminal organizations
or state-sponsored hacker groups2 APTs are
typically directed at specific entities, such as
governments, large corporations, critical in-
frastructures and organizations with sensitive
information, with the intention of stealing
confidential data, conducting espionage or
compromising national security. Combating
these threats requires advanced cybersecurity
measures and continuous monitoring.

On May 3, 2024, US diplomacy condemned
acyberattack campaign in Europe and attribut-
ed responsibility to the Russian military intel-
ligence service (GRU) for actions against Ger-
many, the Czech Republic, Lithuania, Poland,
Slovakia and Sweden2d APT28, also known by
various names such as Sofacy, Pawn Storm,
Csar Team, Sednit, Fancy Bear, Strontium and
Forest Blizzard, has a well-documented histo-
ry of malicious, destabilizing and disruptive
behaviourss. This group focuses on political-
ly relevant targets for the Russian Federation,
with its presence felt since 200426 APT28 uses
a variety of malicious software (malware drop-
pers, such as: Sofacy, X-Agent, X-Tunnel, Win-
1DS, Foozer and DownRange) including for
smartphones?i. According to reports, APT28
typically initiates attacks with a well-crafted,
targeted phishing email. This email may in-
clude a link to an interesting subject, but the
URL is slighdy different from the original, di-
recting the victim to a malicious website (tab-
nabbing)Z8 Sometimes, the target user is asked
to re-enter login credentials. What seems like
a harmless technical error is actually used to
steal passwords (Credential Phishing)2 Cur-
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rently, the number of fake URLs has increased
and, according to security firm ESET, over
4,400 URLs were shortened between March
and September 2015 using the bitly method3.
Many of the domains APT28 registered even
imitated NATO domain names. Additionally,
“watering hole” attacks were sometimes used,
where potentially interesting sites for the tar-
get were infected with the Browser Exploita-
tion Framework (BeEF) and, during the visit,
the target’s browser would be attacked3lL The
US had previously indicted and sanctioned ac-
tors associated with APT28 for their involve-
ment in a range of malicious cyber activities,
including those aimed at interfering in the
2016 US presidential election and supporting
sustained hack-and-leak operations, target-
ing the World Anti-Doping Agency (WADA),
with the intent of undermining and discredit-
ing the organization (US Embassy & Consu-
lates in Russia, 2024). Thus, the Russian Fed-
eration’s behaviour ignores the Frameworkfor
Responsible State Behaviour in Cyberspace, as
affirmed by all UN member states. The Frame-
workfor Responsible State Behaviour in Cyber-
space highlights the necessity of international
cooperation and the coordination of preven-
tive measures against malicious cyber activi-
ties, that threaten international security and
stability. Implementing UN norms contributes
to cyber resilience, international credibility
and global stability in cyberspace.

According to MITRE’s website, there are
152 groups globally involved in activities
tracked by the security community. Analysts
monitor these clusters using various analyt-
ical methodologies and terms, such as threat
groups, activity groups and threat actors.
Some groups have multiple names, associat-
ed with similar activities, as different organi-
zations track similar activities under different
names® Key APTs used in Russian Federa-
tion’s aggressive cyber operations: APT28
(Fancy Bear), Sandworm (Voodoo Bear), APT
Turla (Snake); APT Gamaredon. Known for
using custom malware, including backdoors
and remote access trojans (RAT), Gamaredon
has conducted numerous cyberattacks against
Ukraine, especially in the context of the cur-
rent conflict and has also targeted other East-
ern European countries, including Poland and
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Romania, in efforts to gather strategic infor-
mation and destabilize the region. The number
of cyberattacks and their impact on European
society has been significant. According to the
Centre for Strategic and International Stud-
ies (CSIS), in the first year of the invasion, 47
public cyber incidents, initiated by the Rus-
sian Federation, were identified in Ukraine33
A notable example is the February 2024 attack
on embassies, which aimed to collect sensi-
tive information, by exploiting vulnerabilities
in email servers3 Russian cyberattacks have
targeted critical infrastructures, government
organizations and international institutions,
with the goal of destabilizing and obtaining
strategic information. While many of these at-
tacks have had significant impacts, the secu-
rity and countermeasures implemented by the
targeted states have helped mitigate the effects
and protect critical infrastructures.

In January 2024, 288 cyberattack events
were reported and analysed3 The primary mo-
tivations were cybercrime (81.9%), cyber-espi-
onage (6.3%), hacktivism (3.8%) and cyberwar-
fare (2.8%). Ransomware was the mostcommon
attack technique (18.1%), followed by malware
(16%) and vulnerability exploitation (11.1%)3%
In the first quarter of 2024, 833 cyberattacks
were recorded. The most frequent attack tech-
nigues were malware (19.8%) and ransomware
(16.1%). Target distribution showed that 29.2%
of attacks targeted multiple industries, while
14% targeted government organizations3i. By
July 2024, according to Parachute Cloud, the
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number of cyberattacks continued to increase,
with multiple notable attacks in critical sec-
tors, such as energy and education. It is esti-
mated that global losses from cyberattacks will
reach $9.5 trillion in 2024, highlighting the
significant economic impact of these attacks3
These data underscore the importance of in-
tensifying cybersecurity measures to protect
critical infrastructures and organizations from
the growing and increasingly sophisticated
forms of cyberattacks. It is difficult to provide
an exact number of attacks carried out by the
Russian Federation or using Russian software,
but it can be concluded that the Russian Fed-
eration has been a major actor in the cyberat-
tack landscape in Europe during this period.
On the other hand, according to analyses con-
ducted by websites, such as Politico, Securit-
yWeek and IT Governance, which monitored
cyber activity in Europe, during the first seven
months of 2024, with attacks reported and at-
tributed to the Russian Federation, the inten-
sity of these attacks varied significandy from
month to month, with a noticeable escalation
during certain periods. The distribution of at-
tacks from January to July 2024 is as follows:
* January: Approximately 24 million users af-
fected in Ukraine, due to attacks on telecom
giant Kyivstar, attributed to the Russian cy-
berwarfare unit Sandworm39. * February: Ap-
proximately 20 million users affected by cyber-
attacks, some targeting European institutions,
including the European Parliament, where
Pegasus spyware was found on the devices of
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two members of parliament and an employ-
ee of the Subcommittee on Security and De-
fencedd. * March: Approximately 50 million
users affected, including massive cyberattacks
in France and the compromise of a secret re-
cording in Germany4l * April: Approximately
24 million records compromised in Europef2
* May: Approximately 30 million users affect-
ed; notable incidents include attacks on email
accounts of German government members,
other members of the Social Democratic Party
of Germany and other incidents in Poland and
the Czech Republic, attributed to the hacking
group Fancy Bear (GRU)& * June: Approxi-
mately 40 million users affected, with a focus
on attempts to manipulate electoral processes
in Europe 44 July: Approximately 35 million
users affected; notable incidents involved at-
tacks on critical infrastructures and govern-
ment entities in various European countries
(incomplete data)% The diagram illustrates
the number of cyberattacks attributed to the
Russian Federation in Europe, for each month,
from January to July 2024. Although Russian
cyberattacks have been complex, numerous
and persistent, they have failed to produce
decisive effects on the batdefreld. The effec-
tiveness of these operations was limited by the
lack of coordination with conventional attacks
and the cybersecurity measures implemented
by the targeted states. Instead, these attacks
created more of a psychological and economic
impact, temporarily destabilizing critical sys-
tems and networks. For effective protection
against these threats, it is essential for organ-
izations to strengthen their cybersecurity
measures, constantly monitor networks for
suspicious activities and quickly implement se-
curity recommendations issued by competent
authoritiesds In March 2024, there was a spike
in cyberattacks attributed to the Russian Fed-
eration on European territory, due to a combi-
nation of geopolitical and strategic factors. In
this regard, we witnessed heightened geopolit-
ical tensions between Russian Federation and
European states, in the context of the ongoing
war in Ukraine and other regional conflicts.
These tensions fuelled the Russian Federation’s
desire to destabilize critical infrastructures
and European government institutions. Ad-
ditionally, it was a period of electoral prepa-
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rations. In the run-up to the European Par-
liament elections, held in June 2024, cyberat-
tacks specifically targeted the manipulation of
electoral processes and the dissemination of
disinformation to influence public opinion and
election outcomes. March was characterized
by coordinated and massive attacks on specific
targets, such as French ministries and critical
infrastructure in Germany. For example, the
compromise of a secret recording of military
discussions in Germany and the attacks on
several French ministries reflected a concerted
strategy to destabilize European governments.
Thus, critical vulnerabilities in the cybersecu-
rity systems of various European states were
exploited, allowing hackers to carry out large-
scale attacks and compromise significant vol-
umes of data.

The evolution of cyberattacks through
the end of 2024 is likely to be characterized
by intensification with significant peaks during
electoral periods and in the context of ongoing
geopolitical tensions. In the context of the US
presidential elections in November, advanced
technologies, artificial intelligence and deep-
fakes, will likely be used to intensify disinfor-
mation and manipulation campaigns. Critical
infrastructures, such as energy, transportation
and communication networks, will remain pri-
mary targets. Any vulnerabilities discovered in
these systems will be exploited by hackers to
cause significant disruptions. It is likely that
the Russian Federation will continue to use
disinformation campaigns to influence public
opinions and sow discord in Western societies.
These campaigns will intensify during elec-
toral periods, both in the US and in Europe,
to maximize their impact. Between August
and October, cyberattacks and disinforma-
tion campaigns are likely to intensify as the US
presidential elections approach. There may be
an increase in attacks on critical infrastruc-
tures and attempts at electoral interference on
both continents.

Between November and December, fol-
lowing the US elections, cyber activity could
remain high, depending on the election results
and international political reactions. If the re-
sults are contested or generate instability, this
could spur new waves of attacks and disinfor-
mation campaigns.

Monitor Strategic



I11. The motivation of the Russian
Federation and implications
at the geopolitical level

I11.1. Why is the Russian Federation
resorting to hybrid actions?

In the document “Hybrid Threats and
Hybrid Warfare Reference Curriculum”
(HTHWRC), published at the headquarters
of the NATO Command in Brussels, in June
2024, its authors discuss the fact that hybrid
threats refer to military and non-military ac-
tions, manifested or clandestine, which a state
or non-state actor can undertake to undermine
a target society and achieve its political goals,
without aiming to escalate a war. Disinforma-
tion campaigns, espionage, sabotage, cyber at-
tacks, etc., are widely used by the Russian Fed-
eration to gain strategic advantages. Without
pretending to have access to the thoughts and
intentions of the decision-makers in Kremlin,
we can deduce that the main reasons for the
hybrid actions, including acts of sabotage and
espionage, carried out by the Russian Federa-
tion on the Euro-Adantic territory could be:
maintaining regional influence and power,
undermining NATO and EU cohesion, pre-
venting and combating support for Ukraine,
gathering strategic information, conducting
an information war and propaganda, creating
a disorganized and chaotic environment, re-
spectively, economic instability in states con-
sidered adversary, strengthening information
dominance, as well as preparing for possible
conflicts. In this context, through espionage,
the Russian Federation can maintain and ex-
pand its influence in former Soviet states and
Eastern Europe. Obtaining sensitive informa-
tion about the plans and actions of NATO
states allows it to prevent or respond more
effectively to Western initiatives. It seeks to
divide NATO and EU member states by pro-
moting instability and mutual distrust. Es-
pionage helps identify weaknesses and exploit
vulnerabilities to create internal tensions and
conflicts between allies. In the context of the
conflict in Ukraine, the Russian Federation has
a major interest in undermining the military

and economic support provided to Ukraine
by NATO and EU states. The espionage ac-
tions target critical infrastructure and logistics
to slow or stop the delivery of arms and hu-
manitarian aid to Ukraine. To the same extent,
the Russian Federation undertakes espionage
actions to obtain sensitive information about
the military capabilities, defense plans and po-
litical decisions of NATO member states. This
information is important in the development
of Russian military and security strategies and
tactics. Currendy, the Kremlin seems to prefer
hybrid interference, instead of direct confron-
tation, using non-military tactics such as in-
formation operations, cyber attacks, espionage
and sabotage. Russia’s hybrid warfare strategy
is likely based on a calculated approach that
allows it to pursue its geopolitical goals, mini-
mizing the risks of open conflict, in which, it is
aware of its technological inferiority to NATO
states, exploiting the perceived vulnerabilities
of its adversaries, and maintaining a position
of plausible deniability.

111.2. Implications at the geopolitical
level

The hybrid actions led by the Russian Fed-
eration in European and NATO member states
have significant geopolitical implications. They
influence international and regional relations
and global stability and the national security of
the states involved. Among them, we can list
the exponentially growing tensions between
the Russian Federation and the West, the ero-
sion oftrust between the NATO states and the
EU, the creation of an environment configured
by political and, implicitly, economic instabil-
ity, influence at the electoral level by leading
actions specific to information warfare, the
increase defense spending, but also creating
the possibility of forming new alliances and
partnerships. Actions of Russian sabotage,
espionage and influence lead to deterioration
of diplomatic relations and intensification of
tensions with Western states. Mutual expul-
sions of diplomats and economic sanctions are
common reactions to such activities, which in-
tensify animosities and make international co-
operation much more difficult. These efforts,
~tT _
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folded on the phrase divide et impera, under-
mine the cohesion of alliances and reduce their
ability to act coherendy in the face of common
threats. According to the information sources
of the authors of “Propaganda made-to-mea-
sure: How our vulnerabilities facilitate Russian
influence” published by the think-tank Global
Focus, regarding the interference of the Rus-
sian Federation in the 2016 US elections, “The
traditional mode of action through active mea-
sures is to use the existing weaknesses of an
adversary against itself, to deepen the already
existing fissures: the more polarized a society
is, the more vulnerable it is”4. Hence, sabotage
and cyber-attacks on critical infrastructure
disrupt the normal functioning of economies
and can create political crises, affecting the
ability of governments to effectively respond
to challenges. In this sense, even representa-
tives of the Kremlin would have declared that
the rules of war have changed, the borders
between war and peace and between civil and
military, being currently unclear48 Through
campaigns of disinformation and manipula-
tion of public opinion, the Russian Federation
tries to influence the results of elections and
support parties and political leaders, favorable
to its interests. This can change the domestic
political dynamics of the targeted states and
alter national and foreign policies in Moscow’s
favor. Regarding defense investments, in the
context of such a conflict, but also of real per-
sistent threats, NATO and EU states are mo-
tivated to increase their spending on defense
and cyber security. This requires investments
in military capabilities, advanced technologies
and cyber protection measures, which can lead
to an arms race and the allocation of resourc-
es from other national priorities. All this can
lead, at a certain moment, to the formation of
new alliances and partnerships to strengthen
national security, each state prioritizing its na-
tional interests. A large-scale threat, in which
disinformation, denigration, discrediting of
partnerships and coalitions, alliances or their
members, are conducted through a covert in-
formation war, may cause the emergence of
new regional formations. Therefore, increased
cooperation with NATO and the EU can limit
Russian influence. The actions of the Russian
Federation in European states are closely re-
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lated to the conflict in Ukraine. By destabiliz-
ing Ukraine’s neighbors and other European
states, the Russian Federation is trying to re-
duce support for Kyiv and strengthen its influ-
ence in the region. This has direct implications
in the security environment of Eastern Europe.
On the other hand, the aggressive behavior of
the Russian Federation attracts international
reactions, including economic and diplomatic
sanctions, which are primarily aimed at de-
terring and destabilizing Russian actions, but
which could also have secondary effects on the
global economy and international relations.
Russian actions are causing NATO and EU
states to review their military doctrines and
security strategies, which entails the develop-
ment of new capabilities and strategies to deal
with hybrid threats and to ensure collective
defense against the unconventional tactics of
the Russian Federation.
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Endnotes

1 This document does not represent the point of
view of any institution or organization, the opinions
and ideas expressed belonging exclusively to the au-
thor.
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Relevanta produsului de
intelligence Tn contextul
amenintarilor asimetrice si hibride

Dr. Mihaela PANA

ABSTRACT

Given the complex and nuanced nature ofasymmetric and hybrid threats on the international security agenda,
intelligenceproducts derivedfrom the information cycle in the broadfield ofsecurity - through their role in early war-
ning - emerge as a strategic resource aimed at preventing surprise.

The challenge ofproviding effective early warning is becoming increasingly difficult, as predictive analysis is inhe-
rently complex, due to the dynamic shifts in the security environment. However,from a defense standpoint, early war-
ning offers improved conditionsfor the effective management of threats through timely, progressive countermeasures.
These measures, tailored to the specific context, aim to mitigate thepotentialfor a crisis to escalate into a conflict with
far-reaching and uncontrollable implications.

Considering the broad spectrum ofasymmetric and hybrid threats, it becomes imperative to address such aggres-
sion in an expanded societalframework. This approach involves raising awareness of these dangers and their con-
sequences beyond institutional levels, reaching civil society and the general public. In this sense, the civilian popula-
tion becomes a vital component ofthe early warning system, designed to defuse hybrid actions. Consequently, societal
resilience emerges as both, a goal and afoundationfor credible defense and deterrence, servingas a critical pillar in

the broader effort to reduce vulnerabilities and counterasymmetric and hybrid threats and theirassociated risks.

Keywords: security, vulnerabilities, risks, asymmetric and hybrid threats, intelligence, early warning preventing

surprise, societal resilience.
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Mediul international de securitate s-a de-
plasat semnificativ spre o dimensiune nelinia-
ra, ceea ce complica enorm dinamica riscului
de securitate si, mai ales, pe cea a riscului de
aparare din spectrul extrem. Mai mult, da-
toritd complexitatii si evolutiei paradoxale a
conflictualitatii cu impact geopolitic si geostra-
tegic, predictibilitatea mediului international
de securitate a devenit tot mai diluata, fiind
evidenta necesitatea unei tranzitii catre o noua
paradigma de securitate.

Securitatea si apararea se confruntd con-
tinuu cu noi seturi de provocari alimentate
de efectele complexe ale presiunilor gene-
rate de reafirmarea puternica a unor state cu

6

ambitii regionale, de noile tipuri de conflic-
tualitate, emanate din actiunile unor actori
statali si non-statali, de consecintele nocive
ale globalizarii, inclusiv de dificultatile severe
de ordin politic, economic si mai ales social.
De asemenea, din gama larga a provocarilor
la adresa securitatii si apararii, fac parte fe-
nomenele asociate criminalitatii organizate
si terorismului, inclusiv atacurile cibernetice,
actiunile informationale si de criminalitate in-
formatica, fenomenele demografice mondiale
si nationale, schimbarile climatice, competitia
pentru resurse naturale, pandemiile, etc. Fie-
care din aceste provocari reprezinta factori cu
mare potential generator de crize pe multiple
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planuri, angrenand efecte profund destabiliza-
toare asupra societatilor.

Astfel, vorbim despre amenintarile asime-
trice si preponderent hibride, precum si des-
pre riscurile asociate, carora trebuie sa le faca
fata zi de zi securitatea si apararea.

n domeniul capabilitatilor instrumentate
pentru asigurarea securitatii si apararii, in sco-
pul prevenirii si combaterii amenintarilor asi-
metrice si hibride, un rol important il detine
activitatea de intelligence, Tn ansamblul sdu, cu
deosebire, produsul de intelligence si rolul sdu
de avertizare timpurie, Tn vederea evitarii sur-
prinderii, in special, la nivel strategic.

1. Repere ale produsului
de intelligence in abordarea
strategica a amenintarilor
asimetrice si hibride

Produsul de intelligence aduce n atentie
ciclul informational, care debuteaza cu formu-
larea nevoii de informatii, careia Ti succed pla-
nificarea directionata a culegerii de informatii
primarel colectarea acestora, selectarea, com-
pararea si integrarea lor Tn procesul de analiza,
Tn vederea obtinerii produsului de intelligence,
deci a transformarii lor in informatii relevante
din perspectiva securitatii si apararii.

Sursele de colectare a informatiilor prima-
re sunt multiple, fiind clasificate Tn functie de
senzor si domeniul de colectare, astfel: HU-
MINT/Human Intelligence (informatii colec-
tate sau furnizate de catre surse umane), GEO-
INT/Geospatial Intelligence (date si informatii
geospatiale Tnregistrate prin intermediul
hartilor si datelor despre teren, dar si a sateli-
tilor si fotogrametriei aeriene, adica IMINT/
Imagery Intelligence), MASINT/Measurement
and Signature Intelligence (date rezultate Tn
urma analizei rezultatelor masuratorilor si a
semnaturilor electronice), OSINT/Open Sour-
ce Intelligence (informatii rezultate din analiza
surselor deschise, publice - reviste, ziare, carti,
emisiuni TV, websiteuri, cursuri, evenimente
stiintifice, etc.), SIGINT/Signals Intelligence
- (date culese prin interceptarea semnalelor
radio si electronice), TECHINT/Technical
Intelligence - (informatii rezultate din anali-
za armamentului si echipamentelor folosite
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de catre fortele armate ale altor natiuni), FI-
NINT/Financial Intelligence - (informatii
rezultate din analiza tranzactiilor financiare,
etc.) si altele.2 Tn acest context, subliniem fap-
tul ca produsul de intelligence va fi intotdeau-
na confirmat din mai multe surse, de preferin-
ta intr-un proces incrucisat.3

Ciclul informational se Tncheie cu dise-
minarea produsului specific catre beneficiar
(solicitantul cererii de informatii) sau, dupa
caz, catre destinatari aflati Tn pozitia de a n-
treprinde demersuri specifice care sa contri-
buie la asigurarea securitatii si apararii. Dise-
minarea 1si pastreaza atributul de a fi cea mai
importanta veriga a lantului trofic al livrarii
produsului de intelligence, actiune care trebu-
ie realizata oportun, pentru a putea fi valorifi-
catd in termeni de eficienta si eficacitate, luand
n considerare ca informatia este un produs
usor alterabil, posibil intr-un timp foarte scurt.

Astfel, asa cum aréata si analistul Robert M.
Clark, in cadrul ciclului informational se sta-
bileste o metodologie de lucru de tip retea, in
care ,,palierele umane (operatorii implicati Tn
culegerea de informatii, analistii si beneficiarii
produselor de intelligence) conlucreazain mod
integrat, permitand transferul de informatie
pe canale directe, in functie de cerinte si limi-
tarile dictate de relevanta informatiei Tn timp
si spatiu™4.

Rezultatul produsului de intelligence se
regaseste Tn buletine de informare curenta,
rapoarte de analiza, note de informare si pro-
gnoze, Tntocmite cel mai adesea pe termen
scurt. Toate acestea contribuie la informarea
beneficiarilor, cu deosebire a decidentilor po-
litico-militari, Tntr-o maniera continua, urma-
rind o livrare in timp real cu privire la factorii
de risc, amenintarile si vulnerabilitadtile identi-
ficate, ce pot conduce la aparitia unor crize cu
potential de escaladare.

Dezvoltarea capacitatii de a identifica cu
anticipatie potentiale situatii generatoare de
crize, cu impact destabilizator Tn planul de
securitate intern, regional sau global, precum
si de a adopta cele mai bune decizii in vede-
rea prevenirii si/sau gestionarii acestora, pre-
supune colectarea neintrerupta a datelor si
informatiilor. Aceasta colectarea permanenta
are Tn vedere realizarea unui model de mo-
nitorizare si cunoastere continua a modului




si cailor de propagare a amenintarii. Tn acest
context, devine tot mai evidentda nevoia de
cunoastere, Tn vederea anticiparii potentialelor
surse de amenintare si, Tn felul acesta, identifi-
carea zonelor vulnerabile, predispuse la mani-
festarea amenintarii.

Rationamentele decizionale, cu implicatii
Tn plan actionai, fundamentate pe cunoastere
si anticipare, ofera un avantaj strategic Tn ceea
ce priveste diminuarea vulnerabilitatilor si
implicit apararea Tmpotriva riscurilor si ame-
nintarilor generate de evolutii ale fenomenelor
existente sau potentiale, care vizeaza securita-
tea. Totodata, perspectiva cunoasterii si antici-
parii acestor fenomene reprezinta un avantaj,
un beneficiu concurential, Tn abordarea pro-
blematicilor care au ca obiectiv securitatea si
apararea, atat pe timp de pace, cat si in contex-
tul unei crize sau conflict.

Cu toate acestea, nu trebuie sa pierdem
din vedere faptul ca produsul de intelligence
nu poate oferi integral raspunsuri la Tntrebari
esentiale privind asigurarea securitatii si apa-
rarii, dar cu siguranta poate contribui major
la fundamentarea deciziilor cu impact asupra
acestor deziderate.

Din perspectiva asigurarii securitatii si
apararii, activitatea de informatii militare joa-
ca un rol fundamental, prin aportul consistent
la realizarea superioritatii informationale§
raportdndu-se si adaptandu-se permanent la
schimbarile profunde din mediul international
de securitate, urmarind descresterea amenin-
tarilor venite din partea unui potential agresor,
Tn acest context, adaptarea arhitecturii struc-
turilor de informatii militare la cerintele me-
diului actual de securitate presupune un efort
continuu, care trebuie sa tina pasul cu noul
model al amenintarii.

Vorbim despre un model dinamic al
amenintarii, greu de cuantificat si prognozat,
care descrie actori statali si non-statali, acti-
uni conventionale si neconventionale, mono-
vectoriale sau plurivectoriale, din arealul ex-
tins al criminalitdtii organizate, al insurgentei,
terorismului, coruptiei, fanatismului religios si
lista poate continua, Tnsuméand un arsenal ex-
tins, denumit generic, asimetric si hibrid.

Determinarea de a dezvolta forme de
cooperare si de a elabora politici de securitate
care sa raspunda acestor provocari multiple,
care depasesc aria intereselor nationale, a de-
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monstrat, in practica, rolul indisolubil al pu-
terii informationale. Realizarea unei capacitati
adecvate de control si gestionare a securitatii,
n mediul actual, se bazeaza pe decizia funda-
mentata la nivel strategic, la care isi aduc apor-
tul produsele informative. Pentru fundamen-
tarea celei mai bune decizii, informatia trebuie
sa fie veridica, precisa, completd, semnificativa
si continua.6

Tn mediul actual, Tn aceasta societate
informationala Tn care traim cu totii, infor-
matia (cu atributele sale mentionate anterior)
ramane pentru posesorul sau, cu deosebire
pentru factorul decident politico-militar, avan-
tajul esential, indiferent de natura amenintarii.

Capacitatea unei natiuni de a-si apara in-
teresele strategice si implicit de a face fata
amenintarilor tot mai diversificate, este re-
lationata Tn mod special, cu puterea sa infor-
mationald, ca dimensiune tot mai relevanta a
securitatii, si, Tn mod traditional, cu puterea sa
economicd, militara, diplomatica, demografi-
ca, etc.

Puterea informationala rezida nu in numa-
rul si valoarea serviciilor de informatii ale unui
stat, ci mai ales Tn capabilitatile nationale de tip
retea, de a utiliza Tn mod eficient si coordonat
informatiile puse la dispozitie de acestea.

Tn plan national, principalul sistem de
intelligence de tip retea care se afla la baza
sustinerii puterii informationale este Comu-
nitatea Nationala de Informatii (CNI), a carei
infiintare asigura cadrul organizatoric si func-
tionarea integrata a serviciilor de informatii.
Institutia CNI este menita sa reduca o parte
substantiala din deficientele si limitarile cu
care se confrunta liderii si decidentii, Tn ceea
ce priveste sprijinul cu informatii eficiente si
oportune, menite a furniza suport decizional.

Nevoia de a veni in intdmpinarea cererilor
de informatii din domenii extinse, Tn cel mai
scurt timp posibil si/sau de a asigura emiterea
avertizarii Tn situatii specifice privind riscuri si
amenintari de securitate in plan national, regi-
onal si international, au determinat dezvolta-
rea unui cadrului colaborativ formal la nivelul
comunitatilor de intelligence.

Armonizarea si integrarea eforturilor spe-
cifice, derulate la nivelul comunitatilor de in-
telligence, intr-un format extins de colaborare
si cooperare, care exced spatiului national, se
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Tnscriu Tn formatul descris de relatiile si intere-
sele statelor ce apartin UE si NATO.

Tn acest context, importanta fluidizarii
schimbului de informatii, atat in plan national
cat si la nivelul comunitatilor de intelligence,
a adus Tn atentie reformarea structurilor de
intelligence, in sensul optimizarii activitatii
specifice care ,,nu trebuie sa se reduca doar
la cunoastere, ci sa se extinda la transmiterea
operativa a informatiilor culese despre ame-
nintarile asimetrice si hibride”7, urmarind sa
confere oportunitate masurilor adoptate la cel
mai Tnalt nivel decizional, n slujba securitatii
si apararii.

Astfel, produsul de intelligence contribuie
la realizarea rezilientei, avand Tn vedere lega-
tura intrinseca dintre securitate si rezilienta,
pentru ca ,,atunci cand un actor se confrunta
cu amenintari, riscuri si vulnerabilitdti, nive-
lul sau de rezilienta reprezinta capacitatea de
a face fata si de a gestiona aceste turbulente
de securitate” Nevoia de rezilienta a deter-
minat asumarea unui comportament proactiv,
necesar adaptarii la schimbarea naturii ame-
nintarilor si implicit a conflictelor prezentu-
lui, apeland la capabilitati diverse in sprijinul
securitatii si apararii, pornind Tntotdeauna de
la nevoia de informare corecta si oportuna
prin produsul de intelligence, menit sa spri-
jine decizia strategica, prioritizand rolul si
importanta pe care o are avertizarea timpurie
n evitarea surprinderii.

2. Avertizarea timpurie ca mijloc
de prevenire si contracarare
a amenintarilor asimetrice
si hibride. Implicatii privind
rezilienta societald

Din perspectiva etimologica, avertizarea
este legata de actiunea de a Tnstiinta Tn preala-
bil, de a semnala cu privire la un risc, de a pre-
veni, Tn legatura cu consecintele unei posibile
situatii9 obiectivul sau fiind acela de a emite
o notificare Tn scopul adoptarii unor masuri
preventive.

Astfel, avertizarea timpurie (early warning)
este un proces indisolubil conectat la monito-
rizarea, supravegherea atenta si continua a ele-
mentelor, actiunilor, fenomenelor, evolutiilor,
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etc., ce pot avea loc Tn medii de interes pentru
asigurarea securitatii si apararii. Tn acest pro-
ces sunt folosite modele statistice si/sau can-
titative, avertizarea timpurie fiind rezultatul
analizei calitative de intelligence.

Procesul de avertizare timpurie se iden-
tificd cu un sistem menit s& indice riscuri ce
se Tnscriu Tn profilul de escaladare, care nece-
sitd o abordare timpurie Tn perspectiva con-
tracararii, destinata protejarii intereselor n
plan national, dar si extins, la nivel regional
si global. Vorbim astfel, despre relatia averti-
zare - raspuns, Tn contextul unei amenintari
,.ca parti clar definite ale unui proces complex,
si anume: una dintre parti este perceperea
amenintarii, iar cealalta parte este consolida-
rea si implementarea actiunii, ca raspuns la
amenintarea identificata.”

Tn procesul de avertizare timpurie, vorbim
despre dezvoltarea unui algoritm de géndire
anticipativa, care ofera sansa unei planificari
menite sa fructifice oportunitatile oferite de
cunoastere. Cu toate acestea, ,activitatea de
avertizare timpurie nu este un domeniu ferit
de riscuri, dar avand Tn vedere importanta sa
pentru existenta oricarui stat, riscurile merita
sa fie asumate”1l

Tn practica, identificarea cu anticipatie a
riscurilor solide generatoare de crize, rdmane
un demers complicat, alaturi de recunoasterea
si fructificarea oportunitatilor de prevenire sau
amortizare a efectelor acestora. Astfel, aces-
te provocdri importante cu care se confrunta
avertizarea timpurie, au condus la transforma-
rea sa intr-un proces extins, care vizeaza pro-
movarea cunoasterii si anticiparea evolutiilor
unor fenomene existente sau posibile, urma-
rind acea recunoastere si intelegere ,,de la firul
ierbii” a semnalelor declansatoare, asigurand
abilitatea de a anticipa riscuri, amenintari si
vulnerabilitati generatoare de crize, si de a evi-
ta surprinderea, cu deosebire la nivel strategic.

Avertizarea timpurie aduce in atentie
existenta unuia sau a mai multor scenarii care
se regasesc indisolubil Tn esenta deciziei, ceea
ce conduce la o relatie de interdependenta n-
tre avertizare si decizie, prima ca factor deter-
minant si cea din urma ca rezultat, ca solutie
adoptata intr-un context dat.12

Este foarte important sa subliniem faptul
ca activitatea de informatii, prin produsul de

179



avertizare timpurie, nu ofera evaluari certe
pentru viitor, ci doar pentru prezent, justifi-
cand prin scenarii posibile, varianta cu cel mai
ridicat grad de probabilitate Tn ceea ce priveste
perspectiva producerii sale. Astfel, avertizarea
timpurie, Tn simbioza cu procesul gestionarii
resurselor informationale, prin analiza previ-
zionala a factorilor interni si externi implicati
Tn asigurarea apararii si securitatii, este parte
contributiva la emanatia si sustinerea deciziei
strategice.13

Evitarea surprinderii strategice este un de-
ziderat extrem de important, Tnsa realitatea
vremurilor complicate pe care le traversam,
ne-a aratat ca preocuparea evidenta a deci-
dentilor este directionata catre gestionarea
situatiilor de criza in speranta rezolvarii lor, si
nu catre nevoia de avertizare timpurie in sco-
pul prevenirii acestora, devenind neglijenti cu
acest produs de intelligence.

Avand n vedere rolul avertizarii timpurii
de a raspunde preventiv la provocdrile induse
de un mediu de securitate Tnhcercat de multiple
metamorfoze, a devenit tot mai evidenta ne-
voia de a propaga beneficiile pe care le aduce
produsul de avertizare timpurie.

Astfel, deopotriva, profesionistii din dome-
niul serviciilor de informatii si consumatorii de
avertizare timpurie, au simplificat comunicarea
catre un public mai larg, cu privire la diferitele ti-
puri de amenintari cu care se confrunta societaile.
Aceste schimbari au avut Tn vedere, cu prioritate,
actiunile ostile directionate catre populatiile sta-
telor tintd de cdtre actori cu interese strategice si,
totodatd, modificarea radicala a perceptiilor des-
pre peisajul amenintarii, despre impactul devasta-
tor a ceea ce Tnseamna transpunerea in practica a
acesteia.

Trebuie spus ca expresia ,,wicked problems
a intrat in lexicon pentru a descrie un nou set
de dileme Tn avertizarea timpurie, atunci cand
vorbim despre amenintari asimetrice si hibride,
implicatiile nefaste ale acestora regasindu-se Tn
design-ul lor strategic. Acest design este adesea re-
alizat intr-un mod intentionat ambiguu, si, de ase-
menea, exploateaza creativ o gama larga de instru-
mente care depasesc limitele strict militare, pentru
a crea efecte nocive, macinand societdtile vizate
din interiorul lor. in acest sens, amenintarile
asimetrice si hibride sunt concepute pentru a

”
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complica detectarea timpurie si implicit posi-
bilitatea de raspuns.

Ca rezultat, problemele create de amenin-
tarile asimetrice si hibride necesita solutii noi,
inclusiv Tn ceea ce priveste avertizarea timpu-
rie. Desi conceptul de amenintare hibrida se
maturizeaza, avertizarea timpurie nu a reusit
sa atinga cota de eficientd asteptatd. Asa cum
argumenta si analistul Tom Ritchey, probleme-
le vor continua sa existe si noi forme de ame-
nintari se vor ivi, inclusiv ca rezultat al Tncerca-
rii de a intelege si rezolva un precedent4

Avand Tn vedere spectrul extrem de amplu
al amenintarilor asimetrice si hibride, devine
0 necesitate abordarea acestui tip de agresi-
une, intr-un format extins la nivelul ntregii
societati, prin constientizarea acestui peri-
col si a implicatiilor sale, dincolo de nivelul
institutional. n acest sens, agentiile guverna-
mentale si neguvernamentale, formatorii de
opinii, persoanele publice si mass-media au
un rol important Tn edificarea unei autentice
reziliente a Tntregii societati, in fata agresiuni-
lor de tip hibrid.

Rezilienta societala ,,presupune Tnchi-
derea/limitarea vulnerabilitatilor societatii,
care sunt privite ca ferestre de oportunitate
de catre inamic, dar si o crestere a capacitatii
de reconstructie si reabilitare dupa o lovitura
hibrida, respectiv capacitatea de a suplini ele-
mente aflate sub atac - fie ca sunt elemente de
infrastructura critica sau elemente concrete,
de substanta, ale structurii, fibrei sau osaturii
unei societati”i

n conflictele prezentului, chiar daca ina-
micul este sau nu interesat de victoria concre-
tizata in controlul unui teritoriu, cu siguranta,
unul din principalele obiective ale misiunii sale
este reprezentat de distrugerea societatii tinta,
prin influentarea si controlul populatiilor, mai
ales al grupurilor minoritare. Astfel, dimensi-
unea conceptuala a conflictelor hibride rezida
n ,lupta complexa pentru castigarea contro-
lului perceptiei populatiei indigene din zonele
de conflict, sprijinul populatiei civile din sta-
tele contributoare la operatii si/sau sprijinul
comunitatii internationale”1s

Apreciem ca, Tn aceasta mare de provocari
multidirectionale si netraditionale, inovative in
cel mai surprinzator mod, actualul model de
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avertizare timpurie trebuie sa se orienteze spre
pastrarea unei ponderi egale intre preocuparile
traditionale pentru monitorizarea si evaluarile
mediului politico-militar si cele care vizeaza si
alte domenii si fenomene de interes in realiza-
rea securitatii, (resursele de apa, hrana, ener-
gie, pandemiile, dezastrele naturale, imigratia,
fanatismul religios, etc.), cu deosebire a celor
care vizeaza aspecte de ordin socio-economic.
Tn acest context, amintim ca ,,recunoasterea la
nivelul NATO a aspectelor socio-culturale ca
sursa de intelligence, este o consecinta fireasca
a evolutiilor mediului operational”17.

Astfel, avertizarea timpurie, ca rezultat al
monitorizarii curente, trebuie sa fie conecta-
ta la analiza istorica si culturala contextuala,
pentru a contracara amenintari alimentate
prin propaganda si dezinformare, directionate
catre populatia tinta.

Actiunile de tip hibrid derulate Tn timp de
pace, dar si Tn contextul unei crize sau al unui
conflict, castiga teren odata cu scaderea nive-
lului de trai al populatiei, respectiv cu diluarea
securitatii societale si diminuarea stabilitatii
statale. Politologul Dan Dungaciu sublinia
ca ,,in razboiul hibrid, esentiale nu sunt doar
slabiciunile militare, ci mai ales cele socie-
tale, adica cele non militare, pe care cel care
genereaza agresiunea Tncearca sa le fructifi-
ce: tensiuni etnice, institutii slabe si corupte,
dependenta economica/energetica etc. (...).
Un stat slab este tinta predilecta a unui razboi
hibrid. Statul slab Tnseamna stat fara institutii
puternice, cu cetdteni dezangajati fata de stat
sau chiar ostili lui, dependent economic de
potentiali inamici, macinat de coruptie, deci
usor de infiltrat la nivelul deciziei strategice”18

Importanta realizarii si cresterii rezilientei
societale reclama o abordare Tn format ,,whole
ofsociety™, care aduce Tn atentie constientizarea
pericolului, dincolo de nivelul institutional, Tn
mediile societatii civile, ale publicului larg,
populatia civilda devenind, astfel, parte din pla-
nul de avertizare timpurie menit sa dezamor-
seze actiunile directionate de tip hibrid.

n acest context, ,rezilienta e asumata
drept obiectiv si premisa a apararii si descu-
rajarii credibile si contine componenta de
pregatire civila Tn gestionarea crizelor”19 de-
venind un pilon important al efortului de li-
mitare a vulnerabilitdtilor si contracarare a
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amenintarilor asimetrice si hibride si a riscu-
rilor asociate acestora.

Rezilienta societala tinde sa se configureze
tot mai activ ca factor descurajant pentru un
potential agresor, aldaturandu-se efortului in-
tegrat al institutiilor statului si al decidentilor
niul apararii. Astfel, rezilienta societalda devi-
ne un factor ce contribuie la implementarea
masurilor de rdaspuns preventiv in contextul
riscurilor, amenintarilor si vulnerabilitatilor
semnalate de avertizarea timpurie.

Concluzii

Intelligence-ul, mai ales avertizarea timpu-
rie, se constituie Tntr-o adevarata si redutabilda
linie Tntai, Tn contextul asigurarii securitatii
si apararii. Tn temeiul unei anticipari timpu-
rii ca rezultat al analizei de intelligence, fac-
torii decidenti dobandesc claritate, coerenta,
eficienta si eficacitate n luarea deciziei, cu
deosebire la nivel strategic. Este important sa
retinem ca produsul de intelligence obtinut si
livrat, va contribui Tn viitor la un nou produs
de avertizare timpurie, ca parte a activitatii de
intelligence, ceea ce impune o constanta ri-
goare si 0 ampla viziune Tn analiza specifica,
cu indisolubile conotatii etice din perspectiva
analistului, a producéatorului de intelligence.

Avertizarea timpurie ramane o arta cladita
temeinic, la granita find a incertitudinii, acolo
unde decizia strategica revendica anticiparea
ca forta distructiva a nesigurantei, in interesul
superior al apararii si securitatii.

Astfel, In activitatea de intelligence, nu
vorbim despre o unica verigd menita sa ofere
raspunsuri, avertizare sau directii de actiune,
ci vorbim despre un lant, o adevaratd retea
care contribuie la obtinerea, verificarea, com-
pletarea si conectarea informatiei, astfel Tncat
efectul sau anticipativ sa fie valorificat cat mai
timpuriu.

Apreciem ca avertizarea timpurie Tin-
seamna cunoastere printr-o abordare cores-
punzatoare, instrumentand tehnici, tactici si
proceduri specifice, care sa conduca la aflarea
unor raspunsuri reale la intrebari pertinen-
te, precum: cine?, ce?, unde? céand?, cum?,
de ce? in ce scop?, urmarind beneficiul unui
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avantaj real care va contribui la compensarea
superioritatii detinute de un posibil adversar.

Cunoasterea dobandita prin avertizarea
timpurie ne-a facut sa intelegem ca nu putem
exclude populatia din ecuatia de securitate
si aparare, populatia fiind veriga care se con-
frunta sistematic cu problematici specifice
amenintarilor asimetrice si preponderent hi-
bride ale prezentului, menite sa afecteze cli-
matul de pace si stabilitate.

De aceea, Tn aceste timpuri puternic mar-
cate de schimbari cu implicatii substantiale
Tn ceea ce priveste obtinerea/abordarea, pro-
movarea si, deci, practica informatiei, se im-
pune ca avertizarea timpurie (ca functie indis-
pensabild a informatiei), sd imprime efecte, in-
clusiv la nivel societal, acolo unde asediul dez-
informarilor si propagandei poate crea daune
greu de ameliorat, daca nu exista cunoastere.

Tn contextul amenintarilor asimetrice si hi-
bride, sansa unei societdti tinta care are nevo-
ie sa devina rezilientd, este diseminarea catre
aceasta de informari corecte si sustinute, adap-
tate caracteristicilor beneficiarului sdu, menite
sa contracareze efectele nocive ale actiunilor
ostile instrumentate de un posibil agresor.

Astfel, consideram ca rezilienta societala
de care au nevoie securitatea si apararea poarta
amprenta educarii Tn timp a cetatenilor in ve-
derea identificarii elementelor specifice agresi-
unii hibride, promovand totodata importanta
cooperarii fiecarui cetatean, a comunitatilor
Tn ansamblul lor, la efortul sustinut de contra-
carare prin promovarea unei culturi de secu-
ritate care sa raspunda cerintelor actuale de
cunoastere.
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Participarea la reuniunea anuala a Retelei
Institutelor de Studii Strategice
(NetWork ofEuropean Strategic Studies
Institutions - NESSI)

24-26 septembrie, Roma

Dr. Andreea TUDOR, Dr. Daniela SISCANU

Tn perioada 24-26 septembrie 2024, s-a desfasurat reuniunea anuala a Retelei Institutelor
de Studii Strategice (NetWork of European Strategic Studies Institutions - NESSI), la Roma. in
acest an, evenimentul a fost organizat de Institutul de Cercetare si Analiza a Apararii (Istituto
di Ricerca e Analisi della Difesa - IRAD) din cadrul Centrului de Studii Superioare de Aparare
(Centro Alti Studi per la Difesa - CASD), din Roma.

NESSI a fost Tnfiintata Tn anul 2020, la initiativa Institutului de Cercetare Strategica al
Scolii Militare din Franta. Obiectivul sdau principal este de a crea o retea a institutelor de studii
strategice si de securitate ale MAPN din cadrul UE. Scopul este de a intari cooperarea ntre
membrii sdi pentru a sprijini convergenta treptata a culturilor europene de securitate si a stimula
dialogul public european pe teme de securitate si aparare. Institutul de studii politice de aparare
si istorie militara este membru fondator al NESSI.

Participantii la reuniune din acest an au fost reprezentanti ai institutelor de studii stra-
tegice si de aparare, din 16 state UE: Austria, Elvetia, Estonia, Franta, Germania, Italia, Letonia,
Lituania, Marea Britanie, Norvegia, Republica Ceha, Polonia, Portugalia, Romania, Spania, si
Suedia. Din partea Romaniei au participat dr. Daniela Siscanu si dr. Andreea Tudor, cercetatori
din cadrul Institutului pentru studii politice de aparare si istorie militara.

Evenimentul a inclus o serie de activitati, printre care, o conferinta tematica si doua se-
siuni plenare axate pe analiza activitatilor si proiectelor comune derulate Tn cadrul NESSI. De
asemenea, au fost abordate aspecte administrative legate de initiativele si proiectele viitoare.

Tn cadrul reuniunii NESSI, Tn data de 25 septembrie, a fost organizata conferinta anuala a
grupului cu tema: ,,After more than twoyears ofwar in Ukraine, what is the EU"sposture and like-
lyfuture challenges, developments and outcomesfor a common defence?” Comunicarile prezenta-
re in cadrul conferintei au vizat tematica generald, respectiv provocarile UE Tn domeniul apararii
comune, Tn contextul razboiului din Ucraina. Dr. Andreea Tudor, cercetator in cadrul ISPAIM, a
sustinut o comunicare cu tema,,How can the EU contribute to deterrence and defence in Europe?
Revision ofthe EU Strategic Compass or Reconceptualization ofthe EU-NATO Relationship”

Agenda stiintifica a conferintei a inclus 11 comunicari, in cadrul a doua sesiuni de lucru,
organizate n jurul celor doua teme generale - Securitatea europeana Tntre aliantele strategice si
amenintarile emergente si Perspective regionale asupra securitatii europene. Lucrarile sustinute
au abordat o serie de subiecte si teme de interes legate de felul in care UE poate contribui la
politica de apdrare si descurajare, cooperarea UE-NATO in contextul noilor evolutii de secu-
ritate din spatiul euro-adantic, razboiul din Ucraina si efectele acestuia asupra arhitecturii de
securitate din Europa. Tn urma prezentarilor vorbitorilor si discutiilor s-au desprins o serie de
consideratii si concluzii:

- Réazboiul din Ucraina a accentuat schimbarile din peisajul de securitate european, mar-
cat de competitia ntre marile puteri si amenintarile hibride. Aceste transformari au determinat
o reevaluare a strategiilor de aparare ale UE, in special, Tn ceea ce priveste Busola Strategica,
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adoptata in 2022. Documentul, desi reprezinta un pas important, nu a reusit, totusi, sa clarifice
pe deplin aplicarea Articolului 42(7) din Tratatul Uniunii Europene privind apararea mutuala.
S-a subliniat necesitatea unei revizuiri a Busolei Strategice, pentru a consolida capacitatea UE de
a actiona autonom n fata amenintarilor moderne si de a colabora eficient cu NATO;

- De asemenea, s-a subliniat nevoia de digitalizare a fortelor armate europene, avand in
vedere absenta unor mari companii tehnologice europene. S-a remarcat lentoarea cu care statele
membre adopta noile tehnologii militare, in timp ce companiile 1T non-europene private joaca
un rol crucial Tn modernizarea apararii. Razboiul din Ucraina a demonstrat cat de importan-
ta este transformarea digitala Tn context militar, Ucraina fiind un exemplu de succes al acestui
proces. E nevoie ca UE sa accelereze adoptarea noilor tehnologii pentru a face fatd provocarilor
viitoare;

- S-a discutat despre nevoia urgenta a UE de a-si consolida parteneriatele internationale,
dar si de a-si dezvolta autonomia strategicd Tn materie de securitate si aparare. Desi Articolul
42(7) din TUE ofera garantii de aparare, acesta nu echivaleaza cu protectia oferita de Articolul
5 al NATO. Réazboiul din Ucraina a intarit legaturile transadantice, demonstrand dependenta
UE de securitatea asigurata de NATO. Cu toate acestea, rezervele nationale si dependentele de
terte parti incetinesc progresul spre o autonomie strategica europeana reald, influentand negativ
capacitatea UE de a actiona independent Tn domeniul apararii;

- Un alt subiect abordat a fost esecul serviciilor de informatii in a anticipa amenintarile
moderne, precum atacul Hamas din 7 octombrie 2023 si razboiul din Ucraina. in ambele cazuri,
actori non-statali si statali au utilizat tactici hibride complexe si tehnologii avansate, ceea ce a
subminat capacitatea traditionala a serviciilor de intelligence de detectare si contracarare. Acest
context a fortat Israelul, NATO si alte tari europene sa-si reevalueze strategiile de securitate si
aparare. S-a evidentiat nevoia unei cooperari internationale mai bune si a investitiilor in tehno-
logii moderne, esentiale pentru a face fatd amenintarilor asimetrice si hibride;

- S-a subliniat vulnerabilitatea statelor membre si a UE Tn fata dependentelor externe
de materii prime si tehnologie, n special de terte parti, cum ar fi China. Aceste dependente
reprezinta un risc geopolitic major si pot fi folosite ca arme strategice. Fragmentarea industriei
europene de aparare contribuie la lipsa de interoperabilitate Tntre statele membre. De aceea, con-
solidarea unei industrii de aparare coerente si eficiente la nivel european este esentiala pentru
reducerea vulnerabilitatilor;

- Solidaritatea intre statele membre si fata de parteneri internationali este esentiala pen-
tru a face fata provocarilor de securitate, nu doar din Ucraina, ci si din alte regiuni instabile, pre-
cum Sahel. S-a evidentiat importanta pregatirii UE pentru a raspunde diverselor scenarii de cri-
za, inclusiv gestionarea relatiilor cu Rusia si China. S-a discutat, de asemenea, despre provocarile
aduse de relatia tot mai strénsa dintre Rusia si China, care urmaresc sa submineze influenta SUA
la nivel global, afectand Tn acelasi timp securitatea europeana;

- Un accent a fost pus pe rolul tot mai important al statelor baltice. S-a constatat o schim-
bare care reflectd o convergenta de viziuni intre Europa de Vest si perspectiva baltica asupra
securitatii europene si aamenintarii ruse. Aceasta implica o colaborare stransa cu NATO si SUA
pentru asigurarea securitatii regiunii estice a Europei;

- S-a discutat despre necesitatea de a defini mai clar diviziunea responsabilitatilor Tn-
tre UE si NATO. Desi NATO ramane pilonul principal al apararii colective in Europa, UE poa-
te aduce o valoare addugata prin dezvoltarea capacitatilor sale de securitate si aparare. in fata
amenintarilor crescande din ,,zonele gri” unde Rusia opereaza pentru a submina sprijinul euro-
pean pentru Ucraina, UE trebuie sa contribuie la consolidarea descurajarii NATO si sad colabore-
ze la dezvoltarea unor initiative care sd intareasca securitatea europeana in ansamblu.

Totodatd, Tn cadrul discutiilor privind aspectele administrative, precum si planificarea
proiectelor viitoare Tn cadrul NESS1, s-a stabilit preluarea presedintiei pentru anul 2025 de catre
Romania, prin Institutul de studii politice de aparare si istorie militara (L1SPALM). Presedintia are
caracter anual si este detinuta, prin rotatie, de fiecare dintre statele membre.
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Conferinta internationala
‘Securitatea internationala Tn contextul politicii
Imperiale a Rusiei*

- 11 aprilie, Varsovia -

Dr. Serban F. CIOCULESCU

La Varsovia a avut loc, pe 11 aprilie 2024, Tn organizarea Universitatii pentru Studii de
Razboi (apartinand Ministerului Apararii), o conferinta internationala dedicata razboiului dintre
Rusia si Ucraina si efectele conflictului asupra mediului international de securitate - Internation-
al security in the conditions ofRussian imperialpolicy. Au participat experti, cercetatori si profe-
sori, militari, dar si civili, din Polonia, Ucraina, Roméania, Suedia, Estonia, SUA si Marea Britanie.
Evenimentul, desfasurat preponderent in limba engleza si conform regulilor Chatham House, a
fost structurat pe trei paneluri: primul dedicat evolutiei arhitecturii de securitate Tn partea estica
a spatiului NATO si al UE, al doilea - actiunilor pe care statele membre NATO trebuie sa le Tn-
treprinda ca reactie la agresiunea Rusiei fatd de Ucraina si al treilea - consacrat modalitatilor de
purtare a operatiilor militare. Dr. Serban F. Cioculescu, cercetator Tn cadrul ISPAIM, a prezentat
o comunicare despre conflictul geopolitic si identitar dintre rusi si ucraineni, mai ales, cu referire
la granitele dintre cele doua state si la modul in care Rusia le contesta prin mijloace militare.

Ca urmare a participarii la aceasta conferinta, in urmatoarele randuri, vom prezenta cate-
va idei relevante, vehiculate Tn acest context.

Astfel, reprezentantii militari ai Ucrainei au afirmat ca tara lor va continua lupta contra
fortelor rusesti invadatoare, chiar Tn conditiile unui sprijin exterior redus semnificativ. Dar pe
termen lung, Ucraina nu poate sa se apere fara ajutorul Occidentului. Avioanele F16 sunt absolut
necesare, dar ele vor trebui aparate la sol prin sisteme antiaeriene eficiente. Acestia considera ca
nu este vorba doar de un razboi al Ucrainei, ci de unul al tarilor europene, deoarece o victorie a
Rusiei le-ar lasa pe toate vulnerabile Tn fata acesteia.

Rusia va avea constant mai multe arme si munitii, dar decidentii din Ucraina stiu ca
munitiile si armele statelor NATO sunt de o calitate superioara si au o precizie crescuta n lovirea
tintelor. Razboiul de uzura implica folosirea unor mari cantitati de arme si munitii, fiind extrem
de costisitor.

Fatd de anul 2022, armata rusa a Tnvatat din greseli si s-a adaptat stilului de lupta al Ucrai-
nei, reusind sa Tsi protejeze, uneori, mai bine tancurile, bateriile de artilerie, sa doboare mai des
dronele ucrainene, sa inoveze etc. Ucraina si statele occidentale care o ajutd, au pierdut efectul
de surpriza al armelor noi, extrem de sofisticate.

Tarile NATO din Europa au facut greseala de a Tsi reduce nivelul de forte si bugetele
dedicate apararii dupa Razboiul Rece, iar, dupa 2014, au inceput sa repare eroarea, dar intr-un
ritm lent. De aceea, in prezent, stocurile de arme si munitii sunt insuficiente, unele state membre
confruntandu-se cu dilema spinoasa de a decide daca trimit Ucrainei majoritatea stocurilor sau
le tin pentru propria apdarare. La nivelul NATO se fac eforturi reale de a spori rapid productia de
obuze, drone, rachete, arme antiaeriene Tn fiecare stat membru.

Odata donate Ucrainei, avioanele F16 vor trebui deservite doar de personalul ucrainean
pe teritoriul acestei tari. Tn caz contrar, ar exista riscul ca Rusia sa ucida militari NATO, aflati in
misiune de instruire a celor ucraineni.

S-a precizat ca SUA trebuie sa decida ce arme poate da rapid Ucrainei, cu scopul de a o
ajuta sa reziste marii ofensive rusesti, ce se preconizeaza a incepe curand, dar sa nu goleasca pe-
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riculos propriile stocuri critice, mai ales ca este posibil ca R.P. Chineza sa atace Taiwanul Thainte
sa se termine rdzboiul din Ucraina.

Statele NATO sunt solidare cu Ucraina, dar exista dileme referitoare la riscurile ce pot fi
asumate de cdtre acestea, iar opiniile sunt diferite.

Ar trebui sa existe un plan si un calendar de ajutorare a Ucrainei, pentru ca aceasta tara sa
Tsi poata planifica pe termen mai lung efortul de aparare.

SUA ezita sa dea Ucrainei arme extrem de letale, cu raza foarte lungd, pentru a nu fi ata-
cate rafinariile rusesti de petrol. Americanii sunt atenti la implicatiile globale ale acestui conflict
militar, nedorind sa apara dezechilibre grave pe piata energiei.

Rusia a atacat Ucraina pentru ca Putin nu recunoaste existenta natiunii ucrainene, se
raporteaza doar la istoria imperiala a Rusiei si crede ca etnicii rusi minoritari din statele vecine
Rusiei au drepturi speciale ce merg pana la secesiune teritoriala.

Sanctiunile impuse de multe state din Occidentul global Rusiei nu au avut rezultatul scon-
tat. Economia rusa functioneaza destul de bine, iar, Tn circa cinci ani, Rusia Tsi poate reveni dupa
pierderile militare din actualul razboi si ar putea ataca un alt stat vecin.

Statul rus nu are acum motive sa doreasca oprirea luptelor si o pace negociata, din contra,
recruteaza noi soldati si Tsi sporeste productia interna de arme. Majoritatea rusilor par a sustine
razboiul si a accepta sacrificiile impuse de acesta. Totusi exista si opinia potrivit careia Rusia nu
vrea sd cucereasca toata Ucraina, ci doar estul si sudul acesteia sau pana la malul Nistrului. Mos-
cova, Tn mod cert, vrea un guvern favorabil la Kiev.

Razboiul din Ucraina a schimbat radical opinia suedezilor despre riscul de razboi si rolul
Rusiei Tn Europa, ducand la o sprijinire masiva a aderarii Suediei la NATO. Tn prezent, Suedia
desi e un potential adversar al Rusiei, ca parte a NATO, se simte mai Tn sigurantd decéat atunci
cand era neutrd. Dar Rusia raméne un adversar pentru statele europene din UE si NATO, Tn
viitorul previzibil.

China e si ea un rival geopolitic al SUA, un adversar ideologic al Occidentului si studiaza
cu mare atentie felul in care NATO se implica in sprijinirea Ucrainei. Europa si zona Asia-Pacific
nu sunt deloc izolate, ci interconectate in planul securitatii.

Dupa razboi, comunitatea internationala va trebui sa ajute Ucraina sa se refaca, dar pretul
va fi unul extrem de mare.

Unii participanti au opinat ca rachetele rusesti, intrate accidental in spatiul NATO, tre-
buie distruse imediat si apararea antiaeriana a statelor europene din NATO trebuie urgent con-
solidatd, inclusiv prin sisteme de tip Iron Dome, similare cu ceea ce foloseste Israelul. Daca se
va integra apararea antiaeriana a statelor aliate de pe flancul estic, atunci decizia de a dobori o
racheta sau o drona a Rusiei se va lua la nivelul NATO, prin unanimitate. Liniile rosii vor trebui
decise in comun, ceea ca va fi dificil, fiind vorba mai ales de activarea articolului 5 din tratatul
fondator al NATO.

S-a mai aratat ca Rusia e sprijinitd de state nedemocratice, dictaturi precum China, Iran
si Coreea de Nord, care vor sa arate lumii ca democratiile nu sunt eficiente Tn timp de razboi.
Implicit este un mesaj catre alte state sa renunte la democratie si sa adopte un model autoritarist
de guvernare. Faptul ca democratiile au cicluri electorale si in NATO deciziile se iau consensual,
e vazut ca o slabiciune structurala de catre Putin si apropiatii sai. Putin ar accepta negocieri de
pace, dar vrea ca Rusia sa nu cedeze nimic din ce a acaparat pana acum. El Tsi doreste sa arate
lumii si rusilor cd NATO e o alianta slabd, cu state ezitante sitimorate. Ar preferapoate sa moara
Tnainte sa se termine razboiul, spre a fi sigur ca nu va fi judecat pentru crime de razboi. Liderul
rus asteapta rezultatul alegerilor din SUA, sperand ca SUA sa nu mai sprijine Ucraina deloc. Dar
statele europene ale NATO trebuie sa continue acest sprijin, indiferent ce va fi la Washington. Ele
trebuie sa ajunga toate la 2% din PIB dedicati apararii. E necesara o structura comuna de instru-
ire, de educatie militara Tn statele NATO, standarde comune Tn absolut toate domeniile apararii.
lar regionalizarea e utild pe flancuri, spre a ajuta la dezvoltarea apararii antiracheta si antiaeriana,
Tn acest sens, statele central-est europene din NATO trebuie sa fie mai solidare si mai dispuse sa
coopereze aprofundat.
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Forumul de Securitate 2BS
(To Be Secure)

George-Alin OPREA1

Tn perioada 3-4 octombrie 2024, s-au desfasurat la Budva, in Muntenegru, lucrarile celei
de-a XIV-a editii a forumului de securitate 2BS (To Be Secure), organizat de Atlantic Council ol
Montenegro.

Fiind una din cele mai importante platforme de dialog si dezbatere pe problematici de
securitate din sud-estul Europei, editia din acest an a reunit peste 400 invitati din peste 25 tari.
Printre vorbitori s-au numarat importante personalitati politice si diplomatice, precum Jakov
Milatovic, presedintele Muntenegrului, Miroslav Lajcak, Reprezentantul Special al UE pentru
dialogul Belgrad-Pristina, Christian Schimdt, inaltul Reprezentant al comunitatii internationale
pentru Bosnia si Hertegovina si alte probleme regionale din Balcanii de Vest, precum si experti
provenind din think tank-uri si centre de cercetare de mare prestigiu.

A participat si Alin Oprea, asistent de cercetare Tn cadrul Institutului pentru studii politice
de aparare si istorie militara.

Editia din acest, intitulata World in Disorder: Turning Adversity into Opportunity., a
abordat o gama larga de subiecte, ce au vizat teme legate de securitatea internationald, conflictele
din Ucraina si Orientul Mijlociu, dar mai ales teme vizand regiunea Balcanilor de Vest, precum
provocarile induse de actualul context de securitate, la nivel regional si global, cat si viitorul
euro-adantic al statelor din regiune.

Avand Tn vedere locul de desfasurare al lucrarilor forumului, un spatiu important n
cadrul acestora a fost alocat stadiului integrarii europene a Muntenegrului si a provocarilor pe
care acest stat le intampina. A fost subliniat faptul ca Muntenegru se aflda Tn cel mai avansat
stadiu de pregatire pentru aderarea la UE dintre toate statele Balcanilor de Vest si ca, in ultimii
ani, au fost facute progrese semnificative in procesul de integrare europeana, un exemplu fiind
domeniul judiciar, unde parlamentul a ajuns la un consens Tn ce privesc numirile Tn justitie,
adoptand o lege ce reglementeaza acest subiect. Conform presedintelui muntenegrean, acest
mult-asteptat pas Thainte a permis Muntenegrului sa primeasca din partea Uniunii Europene un
IBAR2 pozitiv, ce deschide Muntenegrului perspectiva inchiderii unor capitole importante ale
acquis-ului comunitar, care, insa, potrivit lui Milatovic, este o etapa ce necesita eforturi si mai
mari de acum Tncolo. Deasemenea, presedintele a subliniat faptul ca Muntenegru a devenit Tn
ultimul timp o societate din ce Tn ce mai democratica, avand Tn vedere cd, pentru prima data n
ultimii trei ani, tara are un guvern politic.

Cu toate acestea, invitatii prezenti la forum s-au concentrat, Tn special, asupra
problemelor care Tmpiedica tara sa avanseze si mai mult Tn directia dezvoltarii si integrarii
europene. Presedintele muntenegrean, a facut referire si la atitudinea guvernului, dupa
primirea IBAR-ului pozitiv Tn aceasta vard, care a demonstrat, in opinia sa, ca executivul nu
este orientat, Tn realitate, spre reforma. O dovada Tn acest sens este adoptarea unor legi fara
dezbatere si consultare cu UE, precum cea care restaureaza controlul politic asupra radioului si
televiziunii, acest control instaurandu-se, in opinia oficialului si in alte domenii. Jakov Milatovic
si-a exprimat totodata ingrijorarea cad vechile practici negative din trecut, precum influenta
crimei organizate Tn cadrul structurilor politice si modul prost cum este guvernata tara risca sa
redevina o normalitate. Critici la adresa guvernarii actuale au fost aduse si de fostul presedinte
iMilo Bukanovic, care a mentionat ca, in ciuda potentialului pe care il are, Muntenegru a
Iregresat Tn ultimii patru ani Tn multe domenii3 datorita instabilitatii politice generate de
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schimbarile dese de guvern si nu dispune Tn acest moment de vointa politica necesara pentru a
infatui reformele cerute de UE.

Ca de frecare data, subiectul Balcanilor de Vest a beneficiat de o atentie larga din partea
organizatorilor forumului, care au dedicat mai multe panelurile acestei teme. Reprezentatul
Special al UE pentru dialogul Belgrad-Pristina, Miroslav Lajcak, a aratat ca actualul context
de securitate, determinat de razboiul Rusiei Tmpotriva Ucrainei, prezintd mult mai multe
oportunitati pentru Balcanii de Vest Tn comparatie cu perioada anterioara, devreme ce,
subiectul integrarii europene este, in acest moment, o prioritate pe agenda UE, ceea ce ar trebui
sa constituie o motivatie pentru guvernele din regiune sa implementeze reformele la care s-au
angajat. Acest lucru Tnsa, conform Tnaltului oficial, nu se observa, existand o discrepanta intre
declaratiile politicienilor si faptele acestora. Pe langa lipsa de vointa politica a guvernelor de a
respecta angajamentele fata de UE, existd un complex de alte cauze care determina ca aceste tari
sa nu avanseze, principalul fiind mostenirea Tnca persistenta a razboaielor din fosta lugoslavie,
care Tn opinia oficialului UE este cea mai mare provocare pentru Balcanii de Vest. Acesta a
precizat ca retorica nationalistd este Tncd dominanta Tn discursul politicienilor, care raman
astfel ancorati in trecut, Tn foc sa priveasca spre viitor. Nu ar trebui neglijate, deasemenea,
influentele maligne din exterior, Tn special, dinspre Rusia si efectele produse de rdazboiul din
Ucraina. Mesajul principal pentru toate statele din Balcanii de Vest, transmis atat de Miroslav
Lajcak, cat si de Chrstian Schimdt, este acela de a profita de interesul retnnoit al UE pentru
extindere, subliniind Tnsd, ca procesul de integrare europeana nu se deruleaza de la sine, ci
necesita eforturi si rezultate, iar guvernele din regiune trebuie sd demonstreze prin fapte ca sunt
dedicate Tn totalitate integrarii in UE.

Tn ceea ce priveste Macedonia de Nord, Miroslav Lajcak, a scos n evidenta ntarzierea
acestui stat Tn procesul de integrare europeana, care a fost recent decuplat de Albania, Tn vederea
Tnceperiinegocierilor de aderare. Motivul care a stat la baza acestei decizii este disputa cu Bulgaria
privind minoritatea bulgara din Macedonia de Nord. Lajcak a avertizat ca deblocarea procesului
de negociere pentru aderare depinde de modificarea constitutiei din Macedonia Nord, conform
angajamentelor anterioare luate de Skopje.

Urmatoarele teme importante de discutie au fost dedicate conflictelor din Orientul
Mijlociu si Ucraina. Vorbitorii au cazut de acord asupra faptului ca regiunea Orientului Mijlociu
este una dintre cele mai polarizate din lume si un dosar geopolitic deosebit de complicat, Tn
cadrul cdruia actorii principalii nu se mai tem de escaladare si doresc sa fie vazuti drept jucatori
care Tsi apara interesele, care nu-si permit sa arate niciun fel de sldbiciune sau disponibilitate de
a negocia.

Asacum arata lucrurile Tn prezent, se pare ca nu exista niciun plan de pace pentru Orientul
Mijlociu. Desi Uniunea Europeana este un actor diplomatic important, s-a atras atentia asupra
faptului ca doar SUA si Rusia joaca un rol cu adevarat major in dinamica mai larga a conflictului
si ca UE nu dispune de o voce unitara Tn aceasta speta. Totusi, a fost exprimatd speranta ca
viitoarea compozitie a Comisie Europene va permite UE sa joace un rol mai proeminent in
privinta conflictului din Orientul Mijlociu.

Tn privinta Ucrainei, s-a adus Tn discutie temerea ca actuala strategie a Occidentului
este pierzatoare si nu are ca efect decat o infrangere lenta a Ucrainei Tn fata Rusiei. Pentru ca
acest lucru sa nu se Tntample e necesar ca sustinatorii Ucrainei sa se concentreze pe castigarea
razboiului si nu pe prelungirea acestuia prin oferirea de ajutor militar ,,atat timp cat este nevoie”
Acest lucru ar putea fi posibil doar printr-o serie de masuri asimetrice din partea Kievului, care
sa schimbe cursul razboiului, cum ar fi folosirea de catre Ucraina a armelor primite din Occident,
pentru lovituri Tn adancime Tmpotriva Rusiei (actiune care in prezent nu este permisa de statele
occidentale).

Ultima parte a forumului a fost dedicata securitdtii Europei si relatiei trans-atlantice.
Pentru Tnceput a fost respinsa teoria potrivit careia noua administratie Trump va retrage SUA
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din afacerile globale, existand mai degraba probabilitatea sa acorde o importanta din ce Tn ce mai
crescuta zonei Asia-Pacific Tn detrimentul Europei. Avand in vedere acest lucru, Europa trebuie
sa aiba capacitatea sd se apere singurd, cu armament conventional, un fapt ce poate deveni
realitate daca va fi dezvoltat un pilon european de aparare in cadrul NATO. Pentru evitarea
oricarei suprapuneri de competente in materie de Tnarmare, standardele Tn domeniu trebuie sa
ramana Tn continuare Tn sarcina NATO. S-a mai atras, totodata, atentia asupra vulnerabilitatii
UE Tn domeniul tehnologic, cauzata de insuficienta finantare a cercetarii si industriei de aparare,
subliniindu-se pericolul raméanerii Tn urma n acest domeniu fata de principalii sai competitori.
Deasemenea, este important ca UE nu doar sa subventioneze productia de arme, ci si sa cumpere
aceasta productie, industria europeana de aparare confruntandu-se cu lipsa comenzilor n
materie.

Endnotes

1 Asistent de cercetare stiintifica, Institutul pentru studii politice de aparare si istorie militara

2 IBAR (Interim Benchmark Assessment Report) este un raport de evaluare intermediar Tn procesul de
aderare la Uniunea Europeana, destinat statelor candidate precum Muntenegru si alte tari din Balcanii de Vest, care
evalueaza progesele Tnregistrate In domeniul statului de drept. Fara obtinerea unui IBAR pozitiv, nciun capitol de
nefociere nu poate fi finalizat,

3 Secuvine sa precizam ca aprecierea fostului presedinte Dukanovic este subiectivd, intrucat partidul
acestuia, care a condus tara timp de trei decenii, se afla Tn opozitie Tncepand cu 2020,
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