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Summary:

Denial-of-Service (DoS) is a type of aftack that attempts to prevent
legitimate users from accessing network services. This is accomplished by
overloading network services or by excessive connectivity, causing a drop
in a connection or a service. DoS tools are designed to send large
numbers of requests to the targeted server (usually web, FTP, e-mail
server), in order to overwhelm server resources and make it unusable.
There are various ways in which attackers achieve this. One of the usual
ways is simply overwhelming the server by sending too many requests.
This will disable the normal functioning of the server (and the web pages
will open more slowly), and in some cases it can lead to a situation that
the server ceases to operate. This paper shows some effects of TCP Syn
Flood Attacks (using Kali Linux) through the change of processor
utilization and the unavailability of the target computer (executing ping
command).
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Introduction

The Transmission Control Protocol (TCP), unlike the User Datagram
Protocol (UDP), is based on a connection, which means that the sending
packet must establish a complete connection with its recipient or its
intended recipient before sending any packets. This protocol relies on a
three-way handshake mechanism (SYN, SYN-ACK, ACK) where each
request forms a semi-open connection (SYN), a response request (SYN-
ACK), and a confirmation to the response (ACK). Any attack attempting
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to abuse the TCP/IP protocol would usually do this by sending the TCP
packet in the wrong order, causing the target server to run out of
resources. One of the examples of this type of attacks is TCP SYN Flood
(Lawrence, 2012).

In the TCP handshake mechanism, there must be an arrangement
between each side in order for the connection to be established. If a TCP
client does not exist or it is a client with a fake IP address, such an
arrangement is not possible. In a TCP SYN or SYN flood attack,
attackers set the situation for the server to believe that they require a
legitimate connection through a number of TCP requests that come from
a fake IP address. In a situation when the client's IP address is fake or
the client is unable to respond, the certificate (ACK packet) is never sent
back from the server. The server is forced to maintain an open
connection and buffer for each request for the original connection
attempting to resend the SYN-ACK packet request before the request
expires. Having in mind the fact that server resources are limited and
SYN flood often includes a huge number of connection requests, the
server is unable to process existing requests before new requests arrive
and this results in service termination.

Figure 1 shows the TCP SYN Flood attack pattern with
corresponding messages sent between the server and a legitimate user,
as well as the server and an attacker. As can be seen in the Figure, the
connection confirmation does not arrive to the attacker as it does in the
case with the legitimate user (Radware, 2013).
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Figure 1 — TCP SYN Flood (Radware, 2013)
Puc. 1— TCP SYN Flood (Radware, 2013)
Cnuka 1— TCP SYN Flood (Radware, 2013)
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Practical realization of TCP Syn Flood Attacks

To display the effects of TCP Syn Flood Attacks, we will use two
computers that are connected to the same network. Kali Linux was
installed on the attacking computer, as a virtual machine on Windows 10
using WMware Workstation 12 Player. The Windows 10 operating
system is installed on the computer that will be attacked (Allen et al,
2014).

A computer that launches the attacks (the attacking computer).
Kali Linux based on the Debian distribution is installed on this computer
(Hertzog et al, 2017). It contains the hping3 tool, which is a free
generator and package analyzer for the TCP/IP protocol. Hping3 is
produced by Salvatore Sanfilippo. A newer version of hping3 is a script
version which uses Tcl language (a simple language for creating a
program) (Beggs, 2014), (Ansari, 2015).

Figure 2 shows the basic network virtual machine data obtained by
typing the ifconfig command in the terminal on Kali Linux. The Figure
shows that there is IP address information, subnet masks and other
network card information.

root@kali: ~ e 60 O

File Edit WView Search Terminal Help

ADCAST , RUNNING, MULTICAST> mtu 1580
broadcast 192.168.108.255
64 scopeid 0x28<link=
(Ethernet)

)
collisions @

collisions ©

Figure 2 — Basic network virtual machine data
Puc. 2 — basosbie daHHble Ha supmyarnbHOU MawuHe
Cnuka 2 — OcHogHU nodayu Ha eupmyesiHoj MalwuHU

The attack is implemented through the terminal by typing the
command hping3 with certain parameters (Figure 3):

= The name of the used tool (hping3)

=  Number of packets to send (-c 1000)

= Size of each packet that will be sent (-d 128)
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= The type of packages to be sent (-s represents the SYN packets)

= TCP Window Size (-w 64)

= The attacking port (-p 8000)

= Type of Attack (- - flood). Flood mode — sending packet as fast as
possible.

= Using random source IP addresses (- rand-source)

= Address of the attacked computer (destination IP address)

root@kali: ~ [ C O - ]

File Edit View Search Terminal Help
:~# hping3 -c 18080 -d 128 -5 -w 64 -p 8808 --flood --rand-source 192.168.108.9)

Figure 3 — Entering parameters on the attacking computer
Puc. 3 — Bsod napamempos 8 KoMIbomep, ¢ KOmMmopo2o npou3eooumcs amaka
Cnuka 3 — YHowere napamemapa y padyHap Kojum ce Harnada

Before the attack begins, we are checking the availability of the
computer we are planning to attack in the Command Prompt on Windows
10, using the ping command.

Figure 4 shows that there is no problem in the connection and that
the ping on the targeted computer was executed.

Figure 4 — Checking the availability of the targeted computer using the ping command
Puc. 4 — lposepka docmyrnHocmu yesiego2o KoOMIMbomepa € noMowbio KomMaHOb! ping
Cnuka 4 — lNposepa docmynHocmu yurbaHoe padyHapa yrnompebom ping komaHoe
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To increase the intensity of the attack, the command can be started
from multiple terminals as shown in Figure 5.

Figure 5 — Starting attacks from multiple terminals
Puc. 5 — Hayano amak, HaueneHHbIX Ha HECKOIbKO MepMUHasos
Cnuka 5 — lNokpemar-a Hanada Ha suwe mepmMmuHara

After executing the command (realization of the attack) we again use
the ping command to check the availability of the attacked computer.
Figure 6 shows that the computer partially responds to this command
(not always available).

Figure 6 — Checking the availability of the targeted computer after the attack using the
ping command
Puc. 6 — lNposepka docmynHocmu yes1eeoe0 KOMIbomepa rnocse amaku, ¢ NOMOWbI0
KomaHOb! ping
Cnuka 6 — Mposepa docmynHocmu yurbaHo2 padvyHapa, HakoH Hanada, ynompebom ping
KomaHOe
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A computer that will be attacked. We are watching events on this
computer before and after the attack against it. Figure 7 shows the basic
information about this computer using the ipconfig command in Windows
Power Shall. In the Figure, we can see the IP address information,
subnet masks, and other features of the network card.

Figure 7 — Data on the attacked computer
Puc. 7 — [aHHble Ha 83110MaHHOM KOMIbromepe
Cnuka 7 — lNodayu Ha HarnadHymom padyHapy

After executing the command on Kali Linux, the performance of the
attacked computer has changed, as shown in Figure 8. By comparing
images, it can be noted that processor utilization has increased. In
addition to the performance changes, the attack made the computer
unable to respond to connection requests, as shown by the ping
command Request timed out. Due to the attacks, the computer could not
connect and communicate with another computer on the network.

The interruption of the attack on the terminals is accomplished by
pressing the Ctrl + C key. In addition to the performance changing, after
stopping the attack, the ping command begins to work normally (it shows
that the computer is available). This is shown in Figure 9.
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Figure 8 — CPU utilization before and during the attack
Puc. 8 — 3aepyxeHHocmb npoyeccopa do u nocsie amakxu
Cnuka 8 — VickopuwheHocm nipoyecopa rnpe u mokom Hanada

Figure 9 — Appearance of the screen when the attack is completed and the ping
command is given
Puc. 9 — OkpaH nocne 3aseplieHUs amaku u riocrie KomaHOb! ping
Cnuka 9 — Uzaned ekpaHa kada je Hanad 3aspweH u 3adama ping KomaHoa

Conclusion

Every system that is connected to the Internet and equipped with
TCP-based network services is a potential victim of an attack. The
earliest form of DoS attack was SYN flood, which originated in 1996 and
exploits weaknesses in the TCP. Other attacks exploit weaknesses in
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operating systems and applications, leading to the inaccessibility of
network services or even cesation of server operation.

Classic DoS attacks are one-on-one attacks in which a powerful host
generates traffic that "overwhelms" the target host's connection, which
hinders authorized clients from accessing network services. Distributed
Denial of Service (DDoS) is a type of DoS attack that is used by multiple
users. DDoS attacks have gone a step further, which is multiplying,
resulting in the fact that servers or parts of the network can be totally
unusable for clients.

There are several ways to execute DoS attacks such as TCP SYN
Flood attack which can be done with different tools, such as Kali Linux.

References

Allen, L., Heriyanto, T. & Ali, S. 2014. Kali Linux — Assuring Security by
Penetration Testing. Birmingham, UK: Packt Publishing, pp.14-28.

Ansari, A.J. 2015. Web Penetration Testing with Kali Linux. Birmingham,
UK: Packt Publishing, p.4.

Beggs, R.W. 2014. Mastering Kali Linux for Advanced Penetration Testing.
Birmingham, UK: Packt Publishing, pp.315-316.

Hertzog, R., Aharoni, M., & O'Gorman, J. 2017. Kali Linux Revealed:
Mastering the Penetration Testing Distribution. Offsec Press.

Lawrence, C.M. 2012. DDoS For Dummies, Corero Network Security
Edition. [e-book]. Hoboken, New Jersey: John Wiley & Sons. Available at:
http://crezer.net/Newsletter/archivos/DDoS.pdf. Accessed: 10.02.2018.

-Radware. 2013. DDoS Survival Handbook. [e-book]. Radware, Ltd. Available at;
https://security.radware.com/uploadedfiles/resources_and_content/ddos_handbook/d
dos_handbook.pdf. Accessed: 10.02.2018.

PEAJIM3ALINA TCP SYN FLOOD ATAK C MCMNOJIbSOBAHVEM
KALI LINUX

[esiH B. Bynetny®, Hemarba [I. Hoiikosuy®

@ YHuBepcuTeT 060poHbI B I. Benrpad, VIHCTUTYT cTpaTernyeckmnx
uccnegosanui, . Benrpag, Pecnybnuka Cep6us

o BoopyxéHHble Cunbl Pecnybnukn Cepbus, NeHepanbHbin witab,
YnpaBneHvne nHopmMaTrki 1 TenekoMmyHukaumn (J-6),
LieHTp KoMaHOHO-MHOPMAaLMOHHbBIX CUCTEM,
r. Benrpag, Pecnybnuka Cepbus

OBJIACTb: kOMMbIOTEPHbIE HAYKN
BWO CTATbW: npodeccrmoHanbHas ctaTbs
A3bIK CTATbW: aHrnunckun
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Peswome:

XaKepckasi amaka «omka3s e obcnyxueaHuu» (Denial-of-Service - DoS) —
amo 8uod 83710Ma 8bI4UCUMENbHOU cucmeMsi ¢ uenbio dosecmu eé 0o
omkasa, mo ecmb co30aHue makux ycrosud, rpu KOmMopbiX
0obpocosecmHble nonb3ogamerniu cucmeMbl He Mo2ym  rosyYumb
docmyn Kk rpedocmasrisieMbiM CUCMEMHbIM pecypcam (cepsepamy), r1ubo
amom docmyr CcmaHO8UMCs 3HadumeribHo 3ampyOHéHHbIM. DoS
UHCMpPYMeHMbI 0mchinaom 60sbWoe Konu4ecmeo 3arpocos yenesomy
cepeepy (kak npasurno web, FTP, anekmpoHHas no4yma), nepesazpyxasi
€20 pecypcbl, 4YmO 8 umoee npueodum K omkasy 8 OOCyXusaHUU.
Xakepamu paspabomaHo HecKorbko mMemodos 0rsi docmuxeHusi ceoeli
uernu. OOuH U3 HUX — 3MO 4Ype3MepHas repesaspyska cepsepa
02POMHbIM  KOru4ecmeomM 3arnpocos. [aHHbie Oelicmeusi mewarom
HopmarsbHoU pabome cepsepa (ecriedcmeue 4Yezo web-cmpaHuubl
HaMHO20 MeOIIeHHeEe OIMKPbIBAKOMCS), @ 8 HEKOMOpbIX Crlydasix 3mo
MOXem rpueecmu K MOofIHOMYy omkasy 8 obcnyueaHuu. B OaHHOU
cmamee 6binu npedcmasrieHbl omoesibHble aghgpekmul TCP Syn Flood
Attacks (c ucnonb3oeaHuem Kali Linux), ompaxaembie 8 U3MEHEHUSIX
3aspyeHHocmu  npoueccopa U HedocmyrnHocmu  Uenesozo
KoMristomepa (0151 ping KomaHOkbl).

Knwouesble crniosa: DoS amaka, Kali Linux, ping, 3agpyxeHHOCMmb
rpoyeccopa.

PEAJIM3ALINJA TCP SYN FLOOD HAMNALA YINOTPEBEOM KAJTA
JINHYKCA

[Jejanx B. Bynetuh®, Hemarsa [I. Hoj|<0|3v|h6

@ YHusepauteT onbpare y Beorpaay, MHcTUTYT 3a cTpaterujcka
uctpaxusana, beorpag, Penybnuka Cpbuja

o Bojcka Cpbuje, NeHepanwTab, YnpaBa 3a TenekoMyHukauumje v
nHdopmaTtuky (J-6), LieHtap 3a komaHAHO-MHAOPMALIMOHE CUCTEME U MOAPLLIKY,
Beorpag, Penybnuka Cpbuja

OBJIACT: padyHapcke Hayke
BPCTA UJTIAHKA: cTpy4Hu unaHak
JESNK YJTAHKA: eHrnecku

Caxemak:

Hanad odbujarsa ycrniyea (Denial-of-Service — DoS) epcma je Hanada
Kojum ce cripeyasa Oa oenawheHu KopucHuUyU npucmyne odzosapajyhum
MpeXHUM ycriyeama. To ce nocmuxe rnpeornmepehereM MPEeXHUX
ycriyaa unu npekobpojHuM KOHekuujama, wmo dosodu do npekuda
(omexaHe) KoHekuuje umnu ycryee. DoS anamu warby eenuku 6poj
3axmeea yurbaHom cepsepy (obudHo web, FTP, e-mail cepeep) padu
npeonmepehema He208UX pecypca, 4YuHehu ea Ha maj Ha4duH
HeyriompebrbusuMm. JedaH 00 Yecmux HadyuHa Ha Koje Haradadu mo
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nocmuxy jecme npeonmepehere cepsepa cramem e6enukoz bpoja
3axmeea. Takea akmueHocm oHemoayhuhe HOpMarHO (hyHKUUOHUCaH-e
cepsepa (u web cmpaHuuye he ce omeapamu MHO20 criopuje), rna he y
HeKuM criydajesuma rnpecmamu u 0a (byHKUUOHUWE. Y 4naHKy cy
rpukasaHu odpefjeHu egpekmu TCP Syn Flood Attacks (ynompebom Kali
Linux-a) kpo3 npomeHy uckopuwheHocmu ripoyecopa u HedocmynHocmu
yurbaHoe padyHapa (usspwasar-em ping KomaHoe).

KmbyyHe peuu: DoS Hanad, Kali Linux, ping, uckopuwheHocm
rpoyecopa.
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