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AﬂCTpaKTZ Bewrtauka uHTenureHumja (BW) cee Buwe nocTaje
CTPYKTYPHV €MIeMEHT CaBpEMEHMX BOjHUX cucTeMa, Mehajyhu
HauvH NpuKynibaka, obpage u ynotpebe nHopmauwja y npouecuma
kOMaHaoBaka 1 ynotpebe cune. Uure oBor paga je oa ce wcnuta
ynora v gometu npumeHe BW y mogepHOM BOJHOM OKpyXemy, ca
nocebH1M OCBPTOM Ha HeHe UMnnmkaLuje no 6e3benHOCT, onepaTnBHO
[enoBake U CTpaTellky ctabunHocT. cTpaxvBarke ce 3acHuBa Ha
KBanNWTaTWBHO] aHanu3W OOCTYMHE HayyHe nuTepatype, 3BaHUYHMX
[OKyMeHaTa Mef)yHapoaHWX opraHusaumja v ynopeaHoM pasmatpary
n3abpaHux npumepa npumerHe BU y pasnuunTum BOjHUM CUCTEMMMA.
[obujeHn Hanasu nokasyjy ga npumeHa BW omoryhaea 3HayajHO
ybp3aBare M yHanpehere npoueca AOHOWEHAa oAfyka, m3suhama
Uny NOTMCTUYKE NOAPLLKE, anu UCTOBPEMEHO reHepULLIE HOBE 1M3a30Be
y nornegy noysgaHocTy cuctema, npaBHe OAroBOPHOCTW U cajbep
pawuBocTn. MMocebaH npobnem npeactasrba pu3nK of HeageKkBaTHOT
WNW HETpaHCNapeHTHOr [iernoBaka ayTOHOMHUX CUCTEMA Y CIOXEHUM
W AMHaMUYHMM ©e36eHOCHMM cuTyaumjama. Y pady ce 3akibydyje
fa he BW 6utu jepaH op Hocehux dpaktopa TpaHcgopmaumje
BOjHMX KanauuteTa y HapegHWM [deleHujama, anu Ja OOpXUBOCT Te
TpaHcdopmMaLmje 3aB1cK o pa3soja MeflyHapoaHKX Npasuna, eTUYKUX
cTaHfapaa v edrkacHUX MexaHu3ama Ibyackor Hagsopa.

KrbyuHe peun: sewmayka uHmMenuaeHyuja, 80jHU cucmemu, aymo-
HOMHO OpyXje, CaspeMeHo pamosare
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YBog

BeLUTaqKa MHTEenureHumja y BojHOj 06nacTu He NpeacTaBrba jedHy TEXHOMorujy,
Beh MHTerpucaHu Ckyn anroputamckux 1 padyHapckux pellera koju obyxsa-
Tajy MeToZe MaLLUMHCKOT U AyOOKOr yyetba, aHanmay BEMKMX KOMMYMHA nopataka u
cucteme 3a obpaay v pasymeBarse npupoaHor jeauka. Osu npuctynu omoryhasajy ga
CO(PTBEPCKM CUCTEMU CaMOCTasTHO M3BMAYe peneBaHTHE MHAOPMALWjE U3 CIIOKEHUX
1 YeCTO HeMoTNYHMX CKynoBa nogaraka, MaeHTUUKYjy 3aKOHOMEPHOCTY U reHepuLLy
npenopyke unu ofyke y ycrioB1Ma BUCOKOT CTeneHa HEM3BECHOCTW. YNpaBo Ta Cro-
cobHocT aganTueHe obpaae nHgopmaumja YHu BY nocebHo 3HavajHOM y onepaTus-
HO 3aXTEBHOM W BPEMEHCKM OCETIBUBOM OKPYXEHY CaBPEMEHOr paToBakba. Y LNpeM
cmucny nog BW ce nogpasymeBa pa3Boj cuctema Koju mory ga 3ameHe ogpefjeHe
acnekTe rbyACKOr KOTHUTMBHOT MOHALUaHa, Kao LWTO Cy YYeHe Ha OCHOBY WCKYCTBA,
aHanuTuyKko pacyfhuBawe 1 13bop u3Meny BuULLE anTepHATVMBHKUX NOCTYyMaka, anu y
Op3avHK 1 0buMy Koju NpeBasunase fbyacke MoryhHoOCTH.

BewTayka nHTenureHumja ce y caBpeMeHOM TEXHOMOLLKOM pa3Bojy u3aBaja kao
jedaH of rmaBHKX MOKpeTaya CUCTEMCKMX MPOMEHA Y HaYMHY Ha Koju ce MHopma-
uMje npukynrbajy, obpahyjy u kopucTe y npouecuma ofnyyvBara. Y BOjHOj cdepu
0Ba TpaHcgopMmauyja nma nocebHy TEXMHY jep yTuie Ha Gp3nHy peakuuje, Ta4HOCT
npoLeHa 1 CnocoBHOCT ynpaBrbaka CMOXEHUM onepaumjama y yCroBuMa BUCOKOT
pusuka. YnpaBo 360r Tora Bogehe BojHe Cune ycMepaBajy 3HadajHe pecypce ka pas-
BOjy ¥ MPUMeHU cucTema 3acHoBaHux Ha BW, HacTojehu ga 3agpxe wnu yHanpene
CBOjy OnepaTuBHY W cTpaTeLlky npegHocT y Byayhum koHdpnukTuma. MpumeHa oBux
TEXHOSOrVja He Meta CamMo TEXHUYKE acnekTe BOjHMUX CNOCOOHOCTU Beh yTuye 1 Ha
yHOameHTanHe enemMeHTe BOJHOr AenoBana, YKbydvyjyhu nnanupare, obaeLu-
TajHy NOAPLLKY, NOMUCTUKY W 3alUTUTY Y cajbep npocTopy. TEXHOMNOLUKW Hanpeaak, o4
paHWX eKCnepTCKMX cucTema 0 CaBpeMeHUX anropruTaMa MalUUHCKOr yuera, ykasyje
Ha KOHTWHYMpaHy eBOfyLWjy OBOr Morba, Npu Yemy je TOKOM Nocneawe AeLeHuje 3a-
GenexeHo ybp3aHo ysohere BW y onepatusHe BojHe cucteme (Morgan et al., 2020).

Y HacTojaky Aa 04yBa TEXHOMOLLKY HaAMOR, BOjHM CEKTOP CBE MHTEH3UBHMjE YC-
Baja cucteme BW kao cpeacTtBo 3a nosehake Noy3gaHoCTH 1 onepaTuBHe edukac-
HOCTM Yy YCroBKMMa BMCOKOT puauka. [MocebaH 3Hauaj OBM CUCTEMU UMajy Y JOMEHY
obpagie BenuKkMx KonNMYMHa noaataka Koju noTuyy U3 pasnuumntnx M3Bopa, kao LWTo cy
13Bmhaqkn ceH3opu, caTenuTcke nnatopmMe 1 Hag3opHW CUCTEMMU, Fae byacka aHa-
nn3a BULLIE HUje BPEMEHCKM UMW KOTHUTUBHO foBOSbHA. Anroputmn BU omoryhaBajy
paHo yoyaBake obpasaua v aHoManuja Koju MOry ykasumBaTW Ha HacTaHak NpeTHn
UnNn NPOMEHE Yy OrnepaTUBHOM OKpYXewy, YuMe ce ckpahyje LuKnyc pearoBama U
nosehasa kBanuTtet ognyka. lNopen Tora, 3HavajaH JOMEH NpUMeHe npeacTaBiba U
ynotpeba poboTnsoBaHux nnatopmu y 3agauyma yknakara ekCrnno3vuBHUX cpea-
cTaBa, rge uHterpauuja BW omoryhaBa npeuusHujy OeTekuujy U HeyTpanusauujy
onacHux objekaTa, y3 UCTOBPEMEHO MUHUMU3MPatbe u3narama rbyAcTBa AMPEKTHOj
OnacHoCTMU.

CaBpemeHy opyxaHu Cykobu CBe jacHUje oapaxaBajy yTuLaj TEXHOMOLIKMX MHOBA-
Lmja Koje Metbajy came ocHoBe BojHOr AenoBata (Vuleti¢, 2018). YmecTto ocnawarba
UCKIbYYMBO Ha BGPOJHOCT M BaTpeHy Moh, BOjHA MPEOHOCT Ce CBe BULLE rpaay Kpo3
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CMocoBHOCT ynpaerbatba MHGopmaumjama, bp3vHy aHanuTuyke obpage n nHTerpa-
LMjy HanpegHUX aur1tanHux cuctema, WTo noTBphyjy 1 Aocafalla UCTpaxuBama o
€BONyLMju MogepHor paTtoBama (Jefti¢ i sar., 2018). Y Tom koHTekcTy BU genyje kao
KIby4HMW KaTanusaTop NpomeHa, jep omoryhaea aytomaTt3oBaHO NOBe3vBak-e Noaa-
Taka U3 pasnuMunTMX U3BOpPa, MOAPLLUKY KOMaHOOBaky U KOHTPOMY CMOXEHUX onepa-
TUBHMX Npoueca, Ykrbydyjyhm n noructuuke n nssuhauke yHkumje. Mictpaxueama
yKasyjy 4a yBofere OBMX CUCTEMA HE YTWYe CaMO Ha TEXHWYKW acrekT onepauuja
Beh M Ha HauMH Ha KOjU Ce BOjHU CyKOOW MnaHupajy ¥ KOHUENTyanuayjy y Lunpem
ctpateLukom oksupy (Miljkovi¢ i BeriSa, 2023; Zirojevi¢, 2024). Kako ce TexHomnoLuke
nHoBauwje ybp3asajy, B/ noctaje cpeactso 3a yHanpehewe He caMo onepaTuBHE
edpukacHocTu Beh 1 npoLeca JOHOLLEHa CTPaTeLIKNX OAfyKa Y YCNOBUMA CIIOXEHUX
¥ AMHamnyHnX 6e3beHOCHMX 13a3oBa.

Kpo3s nctopujy, pa3Boj BojHMX CTpaTernja u JOKTpuHA yBekK je 6o TecHO noBesaH
ca TeXHOSOLUKMM MHOBaLMjaMa Koje Cy Mehbasie HauuH Ha Koju ce cuna npumetsyje y
opyxaHum cykobuma (Vuleti¢ i Stanojevic, 2022). MNpenasak ca xnagHor opyxja Ha ba-
PpyT, N0jaBa MeXaHN30BaHUX jeauHMLA 1 JOMUHALM]a Ba3ayLLIHE MOhy NpeAcTaBmbanu
Cy MpenomHe TPeHyTKe KOju Cy 3axTeBanu npunarofaBake CTpateruja, opraHusa-
umje n HaumHa Boferba pata. Y Tom koHTMHYyuUTeTy BW npeactasrba 3HavajHy chasy
TexHonoLuke esonyuuje, jep omoryhasa ga BojHM cucTemun genyjy 6pxe, ca Behom
npeumsHowwny 1 y3 wupyn obyxBaT MHOpMaLIMja HEro nkada paHuje. Ynpaso 36or
Tora Bogehe BojHe cune, ykbydyjyhn CjeamweHe Amepudke Opxase, Kuny u Pycujy,
WHTEH3MBHO MHBECTMPAjy Y pa3Boj cucTema 3acHoBaHuX Ha BU, TpeTupajyhun nx kao
jeqaaH og ogny4yjyhux cdpakrtopa 6yayhe paBHotexe BojHe mohu (Horowitz, 2019).

Wako BW 3HavajHO mpolumpyje TeXHOMOoLWKe MOryRHOCTU BOJHUX CUCTEMa, HeHa
MPMMEeHa UCTOBPEMEHO OTBapa HW3 CROXEHWX HOPMaTUBHUX U 6e36eqHOCHUX niu-
Tama. [MocebHy 3abpuHyTOCT U3a3nBa MOTYRHOCT Ja ayTOHOMHK CUCTEMU Npey3My
KpUTUYHE oyHKUMje Koje noapasymeBajy ynoTpeby CMPTOHOCHe cune, Yume ce [o-
BOAM Y MUTaE yrora rbyacke NpoLeHe, Kao U NPUHLMNN OATOBOPHOCTM M KOHTPOSE.
JonatHu pusuk Npov3unasv M3 noteHuujana Aa BUCOKO ayTOMaTu30BaHU CUCTEMY,
fenyjyhu y ycriosma orpaHuyeHor BpeMeHa 1 HemoTnyHUX uHdopmaumja, JonpuHe-
Cy HEHaMepHOj eckanauuju KpU3HUX cutyaumja. Y TOM KOHTEKCTY KibyYHM 13a30B 3a
BOjHe opraHu3auuje 1 mehyHapoaHy 3ajefHuLy jecTe ycnocTaBrbake OKBMpa koju he
OMOryhutu TeXHOMOLLKe UHOBaLUMje, a Aa NPUTOM O4yBajy OCHOBHE NpuHUMNe Mefy-
HapOZHOr XyMaHUTapHOr Npasa W 3aLUTUTY FbYACKOr 4OCTOjaHCTBa.

[Mpumena BU y BojHMM onepaunjama

Y caBpeMeHUM BOjHUM crcTemmuma B cee BuLLE (DYHKLMOHWLLE Kao Kiby4Ha Nof-
pLUKa y npouecuma npukynrbaka, obpage 1 uHtepnpetauuje obaseLLTajHUX MHDOP-
mMauuja, Kao 1 y JOHOLewY ofdnyka y AMHaMUYHOM OmnepaTuBHOM OKpyXewy. Mako
cy 0bnuum aytTomaTmaauuje bunm NnpucyTHH joww y Nnepuoay XnagHor pata, nocebHo y
[OMeHy HaZ30pa, TeK je pa3Boj HanpeaHyX anropuTaMa MalLUHCKOr y4erba U HeYPOH-
CKUX Mpexa omMoryhno fja oBM CUCTEMM MOCTaHY afanTUBHU U CNOCOOHM 3@ KOHTUHY-
npaHo yyewe. Ta eBonyuuja ctBopuna je ycnose aa B/ 6yae uHTerpucana y Wnpok
criekTap BOjHUX (DyHKUMja, Of aHanUTUYKe NOApPLUKE KOMaHOOBaky 00 ynpaBibaka
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KOMMMIEKCHNM pavyHapCKuM Mpexama. Y TOM KOHTEKCTY npumeHa BU y BojHUM komy-
HVUKaLMOHUM CUCTEMUMA JOMpUHOCK BeheM cTeneHy 3awTuheHocTu, Gpxxem npoToky
nogartaka u 60sb0j CUTYaLMOHOj CBECTH, LUTO AMPEKTHO YTUYE HA YKYMHY OnepaTuBHy
edukacHocT (NATO, 2021).

Y ycrnosuma BUCOKE HEW3BECHOCTW U BPEMEHCKOr MPUTKUCKA KOjU KapakTepuLly
caBpeMeHe BOjHe onepauuje, cucTemm 3acHoBaHu Ha B cse Buwe npeyaumajy yno-
ry aHanuTU4ke nogpLlike KOMaHgaHTMma. T CUCTEMM Cy CMOCOOHM [a MHTerpuy
nogaTtke U3 BULLE M3BOPA, MPOLEkYjy Moryhe TOKOBE pa3Boja CUTyaLyje 1 reHepuLly
npenopyke Koje Mory JONPUHETY KBanNUTETHUjEM 136OpY onuuja y CROXEeHUM onepa-
TUBHWM cLeHapujuma. TakaB npucTyn nocebHo je 3HayajaH y yCrnoBMMa orpaHuyeHe
UnK NPOTUBPEYHE NHGOpMaLVje, KOju TpaguLMOHanHO OTexaBajy AOHOLEHE oanyKka
y opyxaHum cykobuma (Scharre, 2018). Mopes Tora, npumeHa BU omoryhaea aa ce
BENUKM BPOj PYTUHCKMX M aHaNMTUYKW 3aXTEBHUX 3afaTaka ayTomatuayje, Yyime ce
FbYACKW pecypcy ycMmepaBajy Ka OHUM acrnekTuMa KOoMaHOoBawa W KOHTpOne Koju
3axTeBajy CTpaTeLLKy NpoLeHy U OATOBOPHOCT.

KoHkpeTHa npumeHa BW y BOjHOM fOMEHY HajjacHuje ce ncrnorbasa Kpo3 pasBoj
cucTemMa Koju ¢y cnocobHu Aa camocTarniHo u3BpLUaBajy nojeauHe 6opbeHe v noap-
xaBajyhe dyHkuuje. NMocebHO MecTo y TOM npoLecy 3ay3nmajy ayToHOMHe nnaTgop-
Me, yKrbyuyjyhu 6ecnunoTHe netenuue, BofjeHe cucteme 1 poboTMaoBaHa CpeacTBa,
Koje Cy NpojekToBaHe Aa Aenyjy y3 orpaHnyeHy unvm nocpeaHy SbyAacKy MHTEPBEHLM)Y.
OBakBa apxuTekTypa oMmoryhasa 3Ha4ajHo noBehare onepaTuBHe OreKCMONMHOCTM
1 CMakeHe OVPEKTHOr M3naraka rbyAcTBa OMacHOCTM, anu UCTOBpeMeHo nokpehe
nUTawa O Moy3daHOCTM anropuTaMcKOr OAfnyyMBaka U HeroBoj ycknaheHocTu ca
NpaBHUM ¥ €TUYKMM HOpMaMma. Ynpaso 36or Tora ynotpeba oBux cucrema nocrana
je npedMeT MHTEH3MBHe pacnpase Y OKBUPY MeRyHapoaHWUX UHCTUTYLMja U CTPYYHE
JABHOCTW, HAPOYUTO Yy MOrMeay pU3nKa o4 HEKOHTPONMCaHe eckanaumje v 13asoBa 3a
npumMmeHy mefyHapoaHor xymaHutapHor npasa (Allen, 2017).

JeqHo of ueHTpanHux nogpydja npumeHe BU y caBpeMeHnm BOjHMM cucTeMUMA
OHOCM Ce Ha MHTerpaumjy 1 aHanuTuyKy obpagy pasHOpOAHMX 06aBeLUTajHUX 13BO-
pa. AnroputMu 3acHoBaHu Ha BW omoryhaBajy fa ce 13 oBako 0OMMHMX 1 XETepo-
reHMX CKynoBa nopataka u3fBajajy perneBaHTHe 3aKOHOMEPHOCTU U UHAMKATOPM Mo-
TEeHUMjanHux NpeTk:U, YMe Ce Nnoapxasa NpPoLec NpoLeHe cuTyaluje 1 nnaHnpama
ogrosopa (Department of Defense, 2017; Allen, 2017). WctoBpemeHo, aurntanusa-
Lmja 1 TEXHOMOLLKA KOMNEKCHOCT 6e36eHOCHOr OKpy»Xera A0BOAE A0 TpaHcgop-
Mauuje obnvka yrpoxaBata, LITO 3aXTeBa HOBE MPUCTYME Y OpraHn3aumin 1 yHKLK-
OHWcay cuctema onbpaHe (Buki¢, 2018). Y Tom KoHTEKCTY BU ce cBe BuLLe KOPUCTM
1 3a ynpaBibarwe BOJHMM payvyHapCKUM Mpexama, rae OOMpUHOCK ONTUMU3aLmju
npoToKa nogartaka, OTMOPHOCTU Ha CMETHE W 3alTUTU OCETIBUBUX MHDOPMaLmja y
cajbep mpocTtopy. MNopen Tora, HaNpegHe aHanUTUYKe W reHepaTuBHE CMOCOBHOCTM
B cBe yelwhe Hanase npuMeHy 1y cpepu NCMXONOLLKMX onepaumja, WTo A0AATHO
npoLuupyje crekTap “3asoBa ca Kojuma ce cyovaBajy CaBpeMeHe HaumoHarHe 6es-
6enHocHe cTpykType (Prorokovic¢ i Parezanovi¢, 2023).

WuTerpaumja BU y BojHe nornctuuke cucteme omoryhuna je npenasak ca peak-
TWBHOI Ha NPOAKTUBHO YyMnpaBibawe pecypcuma. Anatu 3acHOBaHW Ha HanpefHoj
aHanMTULW 1 NPEAUKTUBHUM MoZenuma omoryhaeajy npeumsHuje nnaHnpame cHab-
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[eBaa, pauyoHanHuje ynpaerbake TPaHCMOPTHUM KanauuTeTuma u bnaroBpeme-
HO OfpXaBare TEXHUKE, LUTO AMPEKTHO YTWYE Ha MOY34aHOCT M OAPXKMBOCT BOJHUX
onepauuja. OBakeW NpUCTynu He camo fa noeehasajy eprkacHOCT (hyHKLMOHUCaHa
OpyXaHux cHara Beh 1 JONpUHOCE CMak-EHbY TPOLLKOBA M B0rb0j anokaumju orpaHu-
4eHux pecypca. [Nopen norncTuke, 3HadajHa npumeHa BU octeapyje ce 1 y OMeEHy
obyke, re ce Kpo3 HamnpeaHe CMMynaLuoHe cucteme Kpeupajy peanucTuyHm cueHa-
PUjW KOjU PEnpoayKyjy CNOXEHOCT M HEMPEABUAMBOCT CaBpeMeHor bojuwTa. Takso
OKpyxere omoryhaBa koMaHaaHTMMa 1 jeauHuuaMa aa Bex0Oajy AoHOLWEHEe OafTyKa
nog NPUTUCKOM, Y3 KOHTUHYMpaHe noBpaTHe MHopMaLimje, LWTO NpeacTaB/ba BaxaH
thakTop y U3rpagrby onepaTUBHe CNPEMHOCTY 3a peanHe 6e3beqHOCHE 13a3oBe.

KrbyyHe obnactn npumeHe BU y BOjHUM
ornepaunjama

KomaHgoBame M KOHTpona npeacTaBibajy (OyHKLUMOHAMHY OCHOBY CBaKke BOjHE
onepauuje jep nosesyjy nHgopmaLuje, oanyke 1 UsBpLUEHEe Y [eAUHCTBEH onepaTus-
HU npouec. YBoherem B y oBe cucteme omoryheHo je Aa ce nogaum 13 pasnnymtux
CEeH30pckuX, obaBeLLTajHUX 1 onepaTUBHKUX M3BOpa 00palyjy CUHXPOHU30BAHO MU Y
BPEMEHCKOM OKBMPY KOjU NpeBa3vnasu Ibyacke aHanuTuuke kanauutete. KoHuent
3ajedHNYKOr KOMaHaoBaka U KOHTpOse Y CBUM JOMEHUMMaA KOju pasBuja amepuyka
Bojcka (Joint All-Domain Command and Control — JADC2) 3acHvBa ce ynpaBo Ha
TakBOj AUIMTaNHOj apXUTEKTYpU, Y KOjoj ce MHJopmaLmje U3 KOMHEHON, Ba3dyLLHOT,
MOMOPCKON, CBEMUPCKOTr W cajbep mpocTopa noBesyjy Y jeanHCTBEH MHDOPMALMOHM
okeup. OBakBa MHTerpaumja omoryhaesa fa KOMaHgaHTV pacronaxy KOHTUHYMpaHo
aXypvpaHoOM OonepaTvBHOM CIIMKOM, LUTO NpeAcTaBrba OCHOBY 3a Bpxe 1 KBanuTeT-
HWje goHowwewe oanyka. AnroputMu BM y TOM KOHTEKCTY He Cryxe caMo 3a npukas
nogataka Beh 1 3a HUX0oBy aHanUTUYKy obpagy, ykibydyjyhu ngeHTudmkaumjy noteH-
LijariHMX TOKOBa pa3Boja cuTyaLmje 1 NpoLeHy nocreauua pasnmyuTux onepaTmBHUX
onuuja. MNopen Tora, ayTomatusauuja pyTUHCKMX NpoLeca y KOMaHAHUM LieHTpumMa
CMamyje KOrHUTMBHO onTepehewe rbyacTea M oMmoryhasa Ja ce naxka yemepu ka
CIOXEHWjM 3aaLmma NpoLeHe M nnaHupama. Ha Taj HauuH, cUCTeMU 3aCHOBaHMU Ha
BW ponpuHoce ybp3arby umkiyca kKomaHaoBamwa 1 nosehamy yKynHe erKkacHOCTH
ynpaBrbara CaBpeMeHUM BOjHUM onepaumjama (Pavic i sar., 2024).

MpewuunsHo 1 bnaroBpemMeHo youaBake peneBaHTHUX objekaTta 1 akTUBHOCTU Npea-
CTaBrba jefaH of Kiby4YHWX MpeaycnoBa 3a eukacHO BOjHO AEMOBaHEe U CMaHEHE
konatepanHux nocneguua. Y tom oksupy BW, nocebHO kpo3 meToae MaLLMHCKOr U
Aybokor yyera, omoryhasa aytomaTtnaoBaHy obpagy BeMMKUX KONMUMHA BU3YENHUX
N CEH30PCKMX nogaTaka, LWTo 3HavajHo yHanpehyje cutyaumnoHy ceect. Mnatdopme
ca uHTerpmucaHom BW mory aa knacudmKyjy 1 KOHTEKCTyanmayjy youeHe eniemeHTe y
CIIOXEHUM OMepaTUBHUM YCIoBKUMa, JonpuHocehn noysgaHunjeM pasnukoBaky pas-
nuuuTKX KaTeropuja objekata u akTMBHOCTU. [Mopen Tora, aHanUTUYKLM MOAENU OMO-
ryhasajy npahete anHamuKe y OKpyxery 1 n3pagy npoueHa o moryhum passojuma
cuTyauuje, LWTO NpyXa AoAaTHY NOAPLUKY NiaHvpary U ynpasrbaky onepaumjama.
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TakBa ayTomaTti30BaHa aHanuTuka ybp3asa Lmknyc oasyynBara v nosehaea ykynHy
edUKacHOCT Y CIOXEHUM 1 BPEMEHCKN OCETIBUBUM YCIOBMMA.

KrbyyHu TexHonowku ctybosu BW, koju umajy AMpekTHy npumeHy y obrnactu
onbpaHe, 3acHWBajy ce npe CBera Ha MeToZama MallUMHCKOr 1 aybokor yyewa. Ma-
LUIMHCKO yyere omoryhasa fa CopTBEPCKM CUCTEMU pasBujajy CONCTBEHE Mopene
MoHallaka Ha OCHOBY aHanuse nofaraka, 6e3 notpebe 3a getarbHUM yHanpes ae-
¢huHncaHnm npasunmnma. OBa cnocobHOCT NpeacTaBiba OCHOBY 3a pa3Boj NPEAVKTIB-
HUX aHanWTUYKKMX anarta, knacudmkauujy objekata 1 aganTMBHO pearoBake Yy npo-
MEHJSBMBMM YCIOBMMA, LUTO je 0, MocebHOr 3Havaja 3a NpoLeHy NPeTHU, NPOCTOPHY
aHanuay 1 noapLLKy TakTuukom nnaHupamy (Russell & Norvig, 2020). dy6oko yyetse,
Kao HanpeaHuju obrnmk OBOr NPUCTYNa, KOPUCTU BULLECIOjHE HEYPOHCKE MpeXe 3a
obpazy KOMNNEeKCHUX TNOBa NoAataka, ykIby4yjyhu Bu3yenHe, 3By4He 1 TEKCTyanHe
cagpxaje. YnpaBo Taksu mogenu omoryhaeajy passoj codmcTuumpaHmx cuctema 3a
obaBelLLTajHy aHanu3y U PYHKUMOHKCAe ayTOHOMHKX NNaTopMK y CIIOXKEHNM one-
paTuBHUM OKpyxewuma (Goodfellow et al., 2016).

AyTOHOMHE nnaTtgopme, Kao WTo cy becnunoTHe netenuue u poboTM30BaHM
cuctemm, cee Yelwhe kopucte anroputme BU 3a opujeHTauujy y npocTopy, aHanusy
OKpYy>XeHba 1 U3BpLUaBak-e 3aaaraka y3 orpaHudeHy rbyacky uHTepeeHuujy (Scharre,
2018). Taksu cuctemm cy nocebHO MOrodHM 3a AenoBame Y cpeamHama Koje cy TeLKO
[OCTYMHe UnK pU3nYHe 3a JbYACKO MPUCYCTBO, YME Ce CMaksyje U3NOXEHOCT ibya-
CTBa MOTEHUMjanHUM OnacHOCTUMA. Y OKBUMpPY LUMPEr crekTpa Mucuja, of Haasopa
W NpuKynrbaka nofaraka A0 akTMBHUX onepauwuja, Nnatgopme ca MHTErpucaHoM
BV mory camocTanHo da ynpasrbajy KpeTaweM, NpoLekbyjy cutyauujy u ogpxasajy
npaheke penesBaHTHKUX objekaTta. CaBpemeHun cucteMu, nonyT amepuyke 6ecnunot-
He netenuue MQ-9 Reaper vnu kuHecke Wing Loong, npefctaBrbajy npumepe Tex-
HOIOLLKOT HanpeTka y obnactu BW, npu yemy ce koHauHe oanyke o ynotpebum cune un
[arbe 3agpxkasajy y JOMeHy Jbyackor dhakTopa.

becnocagHe konHeHe W MogBofHe nnatdopme NpefcTaBribajy CBE 3HavajHUju
CErMEHT CaBpEMEHUX BOjHUX KanaumTeTa y JOMeHMMa 13Buhara u noructuyke nog-
plke. TakBu cuctemu Beh ce KopucTe y OKBUPY MOjEQUHUX ONEpPaTUBHUX jeauHuLa
kako 61 ce cMarbuno usnyko ontepehere rbyACTBa M OrpaHMymna notpeba 3a we-
FOBUM AMPEKTHUM M3narakem pusnyHUM cuTyaumjama. Homxoea npuMeHa HapoumTo
je 3HavajHa y cpeguHama Koje Cy TeLKO MPUCTYNayHe Uiu KOHTaMUHUpaHe, YKIby-
qyjyhu nogpydja ca xemumjckim, GUONOLLIKUM UK PagMONOLLIKAM pU3nLMMa, rae bya-
CKO MPMCYCTBO HOCK BUCOke Ge3begHocHe pusuke. ctoBpemeHo, oBe nnatgopme
MOry [OMPWHETM NpeLmM3HujeM U3BpLUaBaky 3aJataka U NOoTeHUMjarHOM CMamehy
HEXerbeHux nocneauua y ogpeheHnm onepatmeHuUM cueHapujuma. MehyTum, wimxo-
Ba ehMKaCHOCT 3aBWCK O NOY3[aHOCTU HAaBUraLMOHNX U KOMYHUKALIMOHUX CMCTEMa,
Kao 1 of OTMOPHOCTY Ha cajbep NpeThe, WTO NpeAcTaBba jeaaH 04 KIby4HUX 13a30-
Ba 3a HMXOBY Jarby MHTErpaLujy y BOjHe CTPYKType.

AyToHOMHM BecnocagHu cucTeMu 3acHoBaHu Ha BW npeactaBrbajy BaxaH kopak
Yy eBOIyLMj1 BOjHUX TEXHOMOrWja jep yBoa4e anropuTaMcKy NOAPLLKY y npoLece ocMa-
Tpaa, NpoLEeHe 1 n3BpLUaBama 3agataka. MoryhHoCcT fa TakBe nnatdopme camo-
cTanHo obpafyjy nogaTke v reHepuLLly Npeasore 3a AenoBake OTBOPUIA je LUMPOKY
pacnpasy O NuTakbKMa OATOBOPHOCTU, NMOY34AHOCTU W MOTEHUMjanHKuX 3noynoTtpeba
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y koHTekcTy npumeHe cune (Allen, 2017). Y Tom oksupy nporpam MuHuctapcTea
onbparne CA[ (npojekaT Maven) unycTpyje Ha4uMH Ha KOju Ce TEXHUKE MaLUMHCKOT
yderba KopuCTe 3a yHanpehewe aHann3e BU3yenHUX nogataka v noapLUKy npoLecu-
Ma uaeHTudrkaumje, Yume ce yopsasa 1 cTaHgapanayje aHanuTUYku 4eo onepaTtus-
Hux npoueaypa (Department of Defense, 2017; Allen, 2017).

CaBpemeHu BecnocagHu cuCTeMU MOry Ce pa3BpcTaTi npema CTerneHy ayToHO-
Muje, of nnaTcopmu Koje Cy Y MOTMYHOCTM NOA AarbMHCKOM KOHTPOOM onepare-
pa, Npeko XMOpUOHMX pellerwa ca AeNMMUYHOM camocTanHowhy, 4O cucTema Koju
13BpLUaBajy nojeauHe hyHkuuje 6e3 HenocpeaHe rbyacke MHTepBEHLUM|E. Y OCHOBW
OBMWX MPUCTYNa Hanase ce anroputMu 3a o0bpay nogaraka y peasiHom BpeMeHy 1 3a
ayToMaTu3oBaHy MHTepnpeTauujy CeH30pCcKMX ynasa, wro omoryhasa Gpxe 1 KOH-
3UCTEHTHWje pearoBakbe Y NPOMEHIBLMBIM ONepaTUBHUM OKpyxeruMa. VckycTea 13
akTyenHux cykoba ykasyjy Aa je ynora BU cBe n3apaxeHuwja y hazama nnaHvipama,
M3BpLLEHA U HaKHaAHe aHanu3e BojHMX akTuHocTy (Dori¢ i Glidin, 2023). Y ToM KOH-
TEKCTY CUCTEMM 3a WMHTerpauujy nogaraka Koju noBesyjy BuLle W3BOpa, YKIby4dyjyhn
GecnunoTtHe nnatdopme K catenutcke cucteme, omoryhaeajy hopmupare jeauH-
CTBEHE CUTyaLlMOHe CM1Ke M NOAPLLKY NpoLecMMa OanyymBarba, LWTo UnycTpyje npu-
mep ykpajuHcke nnatcgopme Delta (Bondar, 2024).

ObaBeLwuTajHO-HaA30pHO-M3BMha4Yke CNOCOBHOCTM CaBpeEMEHMX OpYyXaHWX cHara
CBe BULLE Ce OCMnabajy Ha CUCTEME Koju CY Y CTaky Aa 0bpahyjy v CUHTETULLY noaaT-
ke 13 BenuKor Bpoja xeTeporeHux n3sopa. Y Tom npouecy BU nva krbyyHy ynory jep
omoryhaBa ga ce uHopmaLmje NpUKynbEHe NyTeM CaTENUTCKUX Nnatopmu, CeH-
30pCKUX Mpexa 1 KOMYHUKALMOHUX KaHana noBe3yjy Y KOXEPEHTHY aHanmMTuyky Lenu-
Hy. HanpegHu anroputmun omoryhaeajy naeHtudumkaumjy obpasaua, ogctynara v uH-
AuvKatopa noTeHumujanHMx NpeThU Y BPeMEHCKOM OKBUPY KOjU NpeBa3vnasu rbyacke
aHanuTuyke kanaumtere. MocebaH 3Ha4Yaj 0BM CMCTEMM MMajy Y 0Opaan BU3YENHMX
nogartaka, rage ce Kpo3 ayToMaTu3oBaHy aHanuay CaTenMTCKuX U CHUMaka JobujeHunx
13 Ba3gyxa omoryhaea KOHTUHyMpaHo npahere NPOMEHa y OnepaTUBHOM OKPYXEHY.
Y TOM KOHTEKCTY, aMepuyKe OpyKaHe cHare passujajy U NpuMekyjy MHTErpucaHe cu-
cteme 6asvpaHe Ha BW kako 61 nosesane pasnuunte obaseLuTajHe n3sope 1 0be3be-
Aune noysaaHujy aHanuTUYKy NogpLUKy npouecuma goHowena ognyka (Department
of Defense, 2017).

Kpo3 npuMeHy HanpeaHux aHanuTuyknx mogena B/ omoryhasa aa ce HeCcTpykTy-
puUcaHn 1 pa3HOPOAHM NodaLm npeTeope y obaselUTajHe UHGOPMaLMje, peneBaHTHe
3a npoueHy cuTyauuje. ANroputMu Mory Aa Knacudgukyjy u nparte pasnuyute kare-
ropuje objekarta 1 akTMBHOCTM Ha OCHOBY nogartaka f4oOujeHMx ca caTenuTCKux nnar-
opmmn 1 BecnunoTHMX neTenuua, Kao 1 aa perncTpyjy NPOMEHE Yy OKPYXeky Koje
yKasyjy Ha noteHuujanHe 6e3begHocHe pusuke (Allen & Chan, 2017). Mopea Tora,
TEXHWKe 3a obpagdy NpUPOAHOr jeauka omoryhasajy fa ce cagpxkaju 13 OTBOPEHUX
13Bopa, YKrbydvyjyhu Meaujcke usseluTaje, ApyLUTBEHe Mpexe W Apyre jaBHe KaHa-
ne, cMCTeMaTCKu MpeTpaxyjy, npesode W aHanuaupajy pagu yovasawa obpasaua,
HapaTvMBa W MHAukaTopa moryhux npetwsu. KombrHaumjom paHuje npuKynibeHnX u
nopataka gobujeHux y peanHom BpeMeHy B moxe ga nogpxu 1 uspagy aHanutud-
KuX NMpoLeHa 0 BEpOBaTHMM MpaBLMMa pa3Boja cuTyauuje y 6e36e4HOCHO CNOKEHUM
OKpYXeHuma.
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OpyxaHe cHare W3paena (Israel Defense Forces — IDF) ysene cy cucteme 3a-
cHoBaHe Ha BW, kao wTo je nnatcdopma Gospel, y unrby aa ce ybpsa U CUHXpO-
HU3yje aHanmn3a MPUKYNIbLEHWX NodaTtaka W NoapXu Npouec npuoputuaumje 3apa-
Taka y CrOXeHUM onepaTMBHUM YCroBMUMa. VIHTerpauuja Takeux anara JOnpuHoCK
Behoj KOH3UCTEHTHOCTM Y NPOLIEHN CUTYaLMja U CMakeHy KOTHUTUMBHOT onTepeherba
Y KOMaHgHUM CTPYKTypama, LITO je y cKknagy ca LUMpMM TPeHAoM ocnakarka Ha BU
y TaKTUYKOM OfJly4MBany y peanHoM BpemeHy (Allen, 2017). MapanenHo ca TuM,
Hanpepak y obnactn BW omoryhro je 3HadajHe nomake y pasBojy 6ecnunoTHuX K
ayTOHOMHMX Ba3gywwHux nnatcopmu. MHnumjatee kao wro je nporpam ACE (Art
Combat Evolution) Basgyxonnosctea CA[l ycmepeHe Cy Ha ucnuTmMBake Ha4ymHa Ha
KOjWu anropuTMK MOTY Aia NMOAPKE UNW yHanpeae nojeaynHe acnekTe Ba3ayLUHUX one-
pauuja, LTO yKasyje Ha NocTeneHy TpaHccopMmauujy KoHuenTa BasgylwHe Hagmohu
y npasLy Beher ocnararba Ha aurutanHe u anroputamcke kanaumtete (Department
of Defense, 2017).

Pa3Boj ayTOHOMHYX BasgyLUHUX NAaTtPopmMmu nnycTpyje HaunH Ha koju B nocte-
neHo npogupe y obnacTu koje cy TpaguumMoHanHo Gune y noTnyHOCTW y JOMEHY Ibya-
ckor ynpaerbakba. CnocoBGHOCT anroputamMcKux CUCTeMa [a y KpaTkuM BPEMEHCKUM
nHTepBanuma obpahyjy cnoxeHe ckynose nogartaka omoryhaea 6p3o npenosHaBare
MPOMeHa y onepaTUBHOM OKPYXXeHy W MpeLnsHuje pearoBake Ha pasnuunTe BpcTe
npeTHU. Mako oBakeW kanaumTeTn mMory JonpuHeTH Behoj noy3gaHocTy y AvHaMuny-
HUM cuTyaumjama, HKXoBa MPUMEHA Yy KOHTEKCTMMA KOjU noapa3ymeBajy ynotpedy
cune 3axTeBa jacHo AeduHMUCaHe MeXaHU3Me Haf3opa M OAroBOPHOCTY ynpaso 360r
puU3nKa 0f HeOYeKMBaHKX UK HenpumMepeHux ucxoga (Scharre, 2018).

Y purutanHom gomeHy BW nocTtaje jedaH o4 KibyYHUX MHCTpyMeHaTa 3a ouy-
Bakbe OTMOPHOCTU 1 6e306eHOCTM BOjHIX MHEDOPMALIMOHKUX cucTema. HbeHa npumeHa
omoryhaBa fja ce Benuka KonuumMHa nopataka KOHTMHyMpaHO Hadrnena U aHanmau-
pa, YMMe Cce yodaBajy OACTYyNaHa U UHAMKATOPU NOTEHUMjanHUX ynaaa unu 3noyno-
Tpeba (Vuleti¢, 2012; Vuleti¢ i Nojkovi¢, 2018). YmecTo ocnarara UCKbYYMBO Ha
pyYHy aHanuay, anroputMu B omoryhasajy paHo npenosHaBake obpasaua Koju
MOry yKa3vBaTh Ha HacTaHak cajoep npeThun U noapxasajy 6pke v KOH3UCTEHTHWMjE
pearoBare Ha nHumaeHTe (Geis et al., 2019). Y Tom koHTeKCTy amepuyka Cajoep
komanga (United States Cyber Command — USCYBERCOM) passuna je ctparteLu-
K1 NnaH 3a cuctemarcky uxterpauunjy BM y cajbep onepauuje, y uniby yHanpehera
aHanuTuaknx n ogbpambenunx kanauuteta (Clark, 2024). VictoBpemeHo, Hanpegak y
06nacTv MaLLMHCKOT y4etba YyTUYe U Ha eBOMyLyjy BOJHUX KOMYHMKALIMOHUX Mpexa,
rae ce Kpo3 MHTEMUIEHTHO ynpaBibake NPOTOKOM Modataka U NpuMeHy CaBpeMeHmX
kpunTorpadpckux pellera nosehaea Noy3gaHOCT U OTMOPHOCT CUCTEMA Y YCrOBUMA
denosata Henpujatersa (NATO, 2021).

Nornctnykm cuctemn npefacTtasrbajy PyHKUMOHANHY OCHOBY CBake BOjHe one-
pauuje, jep 04 HUXOBE NOY34aHOCTU 3aBUCK OOPXKMBOCT BOpPOEHMX aKkTMBHOCTU. Y
TOM KOHTEKCTY npumeHa BW omoryhaBa npenasak ca peakTWBHOr Ha NPeaUKTUBHO
ynpaBrbake TEXHUKOM U 3anixama, 3aCHOBaHO Ha KOHTUHYMPaHOj aHanuan nogaraka
0 cTakby 1 Kopuwhetrby onpeme. MIHTerpawmjom CEH30pCKMX cMcTeMa y BojHa cpeacTea
anroputmn B/ Mory ga npate wuxoBe nepgopmaHce 1 a npoLekryjy BepoBaTHohy
OTKa3a MojeaunHUX KOMMOHEHTH, LUTO oMoryhasa GrnaroBpeMeHO NiaHnpame oapxa-
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Batba M CMamere HeovekuBaHux 3actoja (US DoD, 2018; Scharre, 2018). MNopea
Tora, B/ ce cBe BULLE KOPUCTM 1 33 yNpaBrbake CNOXeHUM naHumMMa cHabaeBara,
roe oMmoryhasa onTMMU3aLmMjy TPaHCMOPTHUX pyTa, AMHaMUYKO npunarofasare 3a-
nuxa n edukacHujy anokauujy orpaHumyeHmx pecypca. MNpumepn kao wro je DART
(Dynamic Analysis and Replanning Tool), koju pa3suja amepuyka Bojcka, unycTpyjy
HaYMH Ha Koju anroputamcka nogpLuka MoXe yHanpeauTu nnaHupame NorucTUYKUX
TOKOBa U JOMPUHETH NPaBOBPEMEHO] UCMOPYLM KPUTUYHUX CpeacTaBa Yy CrOXEHUM
onepatusHum ycnosuma (Department of Defense, 2017; Allen, 2017). Ha Taj HauuH
npumeHa BW y noructuum AUpeKTHO yTnye Ha Noy3naHoCT U YKYMHY YCNeLwwHOCT BOj-
HUX MUCKja.

Mpumena BW y obnactu BojHe obyke omoryhaBa cTBapare AUrUTanHUX OKpY-
Xekba Koja penpogykyjy CROXEHOCT W HenpeaBuaMBOCT CaBpeEMEHOr onepaTuBHOr
npocTopa. YMeCTo CTaTu4HWX CLeHapuja, HanpeaHn CUMYNaLuuoHn CUCTEMU KOpU-
CTe ajanTvBHE MOJENe NoHallaka kako 6v reHepucany JUHaMU4He cuTyaumje koje
Ce Mekajy Y 3aBUCHOCTY Of MOCTYNaka jeauHuua Ha obyuu. Tako npunagHuLm opy-
XaHWX CHara Mory [a passujajy KOMaHgHe W Apyre BELUTUHE Y YCNoBUMa Npubnmx-
HUM peanHuMm, anu 6e3 pu3uka Koju npaTu cTBapHe onepauuje. [JogatHo, BUPTYENHK
WHCTPYKTOPU 1 @aHanUTUYK1N MOZYNu 3acHoBaHu Ha BW omoryhasajy nHansmuayanuso-
BaHW npuctyn obyuw, npunarohasajyhu MHTEH3NTET 1 cagpxaj obyke cneumduyHum
notpebama n nepcopmaHcama ceakor nojeanHua (Grand-Clément, 2023).

ETnyke nmnnukaumje v npasHa pasmarpara

WNako npumeHa B y BOjHMM cucTemMrma SOHOCH 3HaYajHe onepaTtBHE KOPUCTH,
OHa UCTOBPEMEHO OTBapa CrioXeHa nutara y JOMeHy eTUKe W Npaea, Koja 3axTesajy
cucTeMaTcku npucTyn. JeaaH of LEeHTpanHuX 13asosa OAHOCK Ce Ha pacnogeny of-
FOBOPHOCTM y CUTYaLMjaMa Kaga anropuTaMckyt CUCTEMM YHeCTBYjY Y AOHOLLIEHY Kpu-
Tn4HMX ognyka (Stanar, 2025: 119-121). C 063vpom Ha TO Aa MHOMM MoZenu GyHK-
LIMOHULLY Kao T3B. ,HEMPO3UPHK™ MU TELIKO 0bjallHMBM CUCTEMM, NMOCTOM PU3UK A
ce TpaanLMOHanHU NaHuy KOMaHa0BaHa 1 OAroBOPHOCTY YYMHE Mak-e jaCHUM Y Cry-
yajy HexerbeHux ucxopa. lNopen Tora, orpaHudeHa MoryhHOCT yBuaa y HauuH Ha Koju
BW reHepuLLe CcBOje NpoLieHe OTexasa 1 YHyTpaLlkby Ha30p ¥ CNOrbHY perynaTopHy
KOHTpONY, LWTO je nocebHO NpobrnemMaTuyHo y KOHTEKCTY NpuMeHe MefyHapoaHor xy-
MaHuTapHor npasa. OBW 13a30By MOCTajy jOLU U3PaKeHUjW Y ANHAMUYHUM BOpOEHNM
yCcrnoBuMa, rae ce ofnyKke [OHOCE Nof BPEMEHCKUM NMPUTUCKOM W Y3 OrpaHuyeH npo-
CcTop 3a FbyAcky uHTepseHuujy (Morgan et al., 2020).

MuTame ycknaheHoctu npumeHe BY ca npasunuma MefyHapoaHor XymaHuTapHor
npasa (International Humanitarian Law — |HL) npeactasrba jeaHo 0f KIby4HUX Nnorba
CaBpeMeHMX akadeMCcKMX 1 NonMTUYKKMX pacnpaesa. BojHu cuctemu Koju Kopucte an-
ropuTamcky noapLUKy Mopajy Aa Aenyjy y okBupy yTBpheHux npuHumna pasnmkoBama,
MPONOPLIMOHANHOCTW 1 BOjHE HYXKHOCTH, LUTO NOCTaBba BUCOKE 3aXTEBE NPe[, hUXOB
Aun3ajH u ynotpeby (Shehata, 2025). Y ToM KOHTEKCTY npumeHa By opyxaHum cy-
koGVMa HEMUHOBHO OTBapa NUTaka TPAHCMapPEHTHOCTY NpoLeca OanyyMBama, Kao 1
noLIToBaka XyMaHUTapHWUX cTaHaapaa. AHanmse uctpaxusadke kopropauuje RAND
(Research ANd Development Corporation) yka3syjy Aa noBehaHu cteneH ayToHomuje
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MoXe nosehaTn pusuK of HexerbeHe eckanauuje u ocnabutn eekTUBHY IbYACKY
koHTpony Hag ynoTtpebom cune (Morgan et al., 2020), gok MehyHapogHu KomMuTeT
LpseHor kpcta (International Committee of the Red Cross — ICRC) Harnawasa no-
Tewkohe y BepuduKkaLmju 1 NpoLeHn oanyka Koje reHepuLLly anroputaMcku CUCTeMM
(Klaus, 2024). LleHTpanHu HopmaTveHM NpobnemM ocTaje nuTake NpaBHe O4rOBOPHO-
CTU y CryyajeBMMa kaga ayTOHOMHU CUCTEMM M3a30BY LUTETY UK J0Bedy A0 KpLueta
mMehyHapogHor npasa. Y 0AcycTBy jacHor MeflyHapogHOr KOHCEH3YyCa, U Aarbe ocTaje
OTBOPEHO i@ N Ce OArOBOPHOCT NPUMNUCYje NporpaMepuma, nponssohayuma, onepa-
Tepuma unm komaHgHom Hueoy (Kallenborn & Reddie, 2020).

BpojHe apxase 1 MefyHapoaHe opraHusauuje, ykroyuyjyhu MehyHapogHu komu-
TeT LipBeHor kpcTa, 3acTynajy cTaB Aa ynotpeba opyaHux cuctema Mopa octatu
nog 3HayajHOM IbyOCKOM KOHTPOSIOM, HApOUunUTO y CUTyalmjama Koje nofpasymesajy
npumeHy cmpTtoHocHe cune (ICRC, 2019). Y Tom okBMpy nocTasiba ce U yHaameH-
TalnHo NUTawe Aa N1 anroputamckm CUCTEMM MOrY [a UCMyHe HOpMaTUBHE 3axTeBe
MefyHapOAHOT XyMaHUTapHOT Npaea, Kao LUTO Cy Pas3niKoBaHe BOjHWX U LIMBUMHUX
LuMrbeBa ¥ npoueHa nponopuuoHanHoctTn ynotpede cune (Klaus, 2024). AHanuse
NHcTuTyTa YjeaumweHux Hauuja 3a uctpaxueawe pasopyxama (The United Nations
Institute for Disarmament Research — UNIDIR) yka3yjy Ha notpe0y 3a jacHWm nonu-
TUYKMM 1 MPaBHUM CMepHMLAaMa Koje Bu ycmepaBane pa3soj u npumeHy BU y BojHOM
gomeHny (UNIDIR, 2024). Y oacyctsy Taksux OKBMpa MOCTOjU PU3MK Aa ayTOHOMHW
CUCTEMY LENYjy Ha HEMPEABMAMB HauvH unn aa Gyay 3noynotpebsbeHu, LWTo 6u mor-
1O JOBECTU [0 HEXErbEHUX XyMaHuTapHux 1 6e3beaHocHux nocneaumua. 36or Tora
je ycnoctaBrbake MehyHapoaHo npuxsaheHux npasuna u MexaHu3ama Hazsopa of
KIbyYHOr 3Hayaja 3a OAPXMBY 1 OATOBOPHY NPUMEHY BELUTauKe MHTENUreHuuje y Boj-
HUM onepauujama.

NHCTUTYT YjeanmeHux Haumja 3a UCTpaXnBame pasopyxatba y HoBUjUM nyonnka-
LmMjama 1 aHanUTUYKUM U3BELUTajMa CcUCTeMaTcKu pasmarpa npuMeHy B y BojHoM
[JOMEHY 1 HeHe nocneamue no mehyHapogHu mup 1 6e36egHocCT, Npy Yemy nocebHy
naxmy nocsehyje npenopykama 3a 6yayhe nonutuke v perynatopHe npuctyne (Al in
the Military Domain: A Briefing Note for States, 2025; Artificial Intelligence in the Military
Domain and lts Implications for International Peace and Security: An Evidence-Based
Road Map for Future Policy Action — 2025) (UNIDIR, 2024). Tu gokymeHTW npega-
CTaBIbajy cBeobyxBaTaH MoKyLwaj YjeauweHnx Haumja aa ce uaeHTuduKkyjy pusuum,
€TWYKM 1 HOPMATMBHU M3a30BY NOBE3aHW Ca BOJHOM NPUMEHOM BELLTAYKE UHTENUIEH-
umje. MNopeq Tora, 3Ha4ajaH Kopak ka hopmanmsauuju rnobanHor NnpucTyna oBoM nu-
Takby NpeacTaBrba yCBajame pesonyumje ,Belutayka MHTenureHuuja y BojHoj obnacTm
M HeHe nMmnnukauuje 3a mehyHapogHun mup n 6e36egHoct” (Artificial intelligence in
the military domain and its implications for international peace and security), kojom je
MPBKU NYT Ha HUBOY 'eHeparnHe CKynWTUHE YjeankeHnxX Hauwmja n3paxeH 3ajedHNYKn
CTaB 0 NOTpebu ynpaerbaka M perynucarwa OBE TEXHOMOrMje Y BOJHOM KOHTEKCTY.
Pesuaupanu HaupT pesonyumje (qokymeHT A/C.1/79/L.43), koju cy 3ajeoHWYku npesa-
noxwune Penybnuka Kopeja n KparbeBuHa Xonanauja, ycBojeH je y lMpBom komutety
leHepanHe ckynwtuHe 6. HoBembpa 2024. roguHe, a 3aTuM je NoTBPfEeH U Ha NneHap-
HOM 3acefamy 24. neuembpa 2024. kao pesonyumja A/RES/79/239 (UNGA, 2024).
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3aKrbyyak

BewwTayka nHTEnureHumja ce y caBpeMeHWM BOjHUM cucTeMuma npodunucana
Kao jefaH og Hocehux dhakTopa TEXHOMOLLIKE U AOKTPUHApHE TpaHcdopMauuje. Hbexa
NpYMEHa ce He orneda camo y yHanpeheky nojeauHavyHmx dyHkumja Beh y npome-
HW Ha4YMHa Ha Koju ce uHopmaumje npukynbajy, obpafyjy n Kopucte y npouecuma
KOMaHAoBakba, NnaHuparba 1 u3BpLieka onepaumja. Of aHanuTUke obaBeLlTajHUX
nogataka u norucTuyke nogpLuike Ao cajbep opbpaHe u cumynaumja y obyum, cuc-
Temu 3acHoBaHu Ha BW nocTajy nHTerpanHu geo BojHe Mohu M onepaTtuBHe edu-
KacHOCTW. MIcToBpeMeHO, OBa TEXHOIOLUKa TpaHcqopMaLmja HOCU 1 HUA3 CIIOXEHUX
HOPMaTUBHMUX M eTUYKMX u3a3oBa. lNoeehare ayTOHOMUWje BOjHUX CUCTEMA [OBOAM
y NUTawe TpaguLMoHanHe Mogene OAroBOPHOCTU, TPAHCNApPEHTHOCTU U KOHTPOre,
Koju cy ayro 6unu ocHoBa npasHor ypeferwa opyxaHux cykoba. lako anropmtamcku
cycTEMU MOTY 3Ha4ajHO ybp3aTh U yHanpeamuTy npoLece AOHOLLIeHa OAJyKa, hUXoBa
MPUMEHA Y KOHTEKCTMMA Koju noapasymeBajy ynotpeby cune 3axteBa jacHo aedu-
HUCaHe MexaHu3Me HaZ3opa, Kao M ycarnalleHoCT ca npuHuMnuMa mehyHapogHor
XyMaHWUTapHoOr npasa.

bByoyhun passoj BojHMX KanauuTeTa cBe Bule he ce ocnakati Ha UHTepakuujy
FbYACKMX U MALLMHCKMX cucTema, npu Yemy BU Hehe 3ameHuTy rbyae Kao foHocuoLe
oanyka, Beh he genoBatyt Kao CpedcTBO 3a NPOLUMPEHE HUXOBUX aHANUTUYKUX 1
onepaTuBHux MoryhHocTu. Ta cuHeprija, MefyTum, moxe OUTU ogpXKuBa caMo ako
je npaheHa MHCTUTYLMOHAMHUM W NpaBHUM OKBMpKMA Koju obesbefyjy da rbyacka
MpoLeHa 1 OArOBOPHOCT OCTaHy y cpeauluTy ynotpebe cune. Y Tom cMucny mehyHa-
pogHa capafra W pa3Boj 3ajefHUYKMX HOPMU NpeacTaBrbajy Krby4YHW Npedycros 3a
cTabunHy n npeasuamnsy npumeHy B y BojHoM gomeHy. bes TakBux OkBrpa nocToju
PU3MK [a TEXHOIOLKa TPKa Y ayTOHOMHUM W UHTENMIEHTHUM cUCTeMUMa AoBede [0
HOBMX 0DfMKa HeCTabuITHOCTM U HeHaMepHe eckanauuje cykoba. Hacynpot Towme,
npoMULLIbEHA perynaumja u OAroBopHa MHTerpauuja B mory gonpuHetu jadamy
6e36eQHOCTU N CMarEHY XyMaHUTapHWX NocrneauLa opyxaHux cykoba. lNocmarpaHo
y OyropoyHoj nepcnekTvsu, Jarbu passoj BU, y kombuHaumju ca apyrum HanpegHum
TeXHonorvjaMma Kao LUTO Cy KBaHTHO payyHapCTBO, HanpegHe KOMYyHWKaLyoHe Mpe-
Xe W ,MHTEPHET CTBapu’, UMa NoTeHUMjan aa npeobnukyje kapaktep 6yayhmx cyko-
6a. Ncxop Te TpaHcdopmauuje Hehe 3aBUCMTU CamMO Of TEXHOMOLLKMUX JOCTUrHyha
Beh npe cBera o Ha4MHa Ha Koju he MehyHapoaHa 3ajefHuUa ynpaBbaT HUXOBOM
npuMmeHoMm. Camo YKOMUKO Ce TEXHOIOLLKW Hanpefak Oyae ofBujao napanenHo ca
MPaBHUM, ETUYKUM U MHCTUTYLIMOHATTHAM MeXaHu3MumMa KoHTpone, B moxe noctatu
thakTop ctabunHocTy, a He HoBY M3BOP rmobanHux 6e3begHOCHUX N3a30Ba.
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Pe3sume

Beunaqxa WHTENUreHumja ce y CaBpeEMEHUM OpYXaHUM CHaramMa CBe BuLLe
MnojaBrbyje Kao CMCTEMCKa TEXHOMOrMja Koja Mera HauuH Npukynrbaka, obpa-
ae n ynotpebe nHdopmaumja y BOjHOM oanyunBamy. HheHa ynora BuULLIE HWje orpaHu-
YeHa Ha nojeMHayHe TeXHWYKe NpuMeHe, Beh obyxBaTta LWMpOK cnekTap yHKumja,
yKibydyjyhu komaHgoBake 1 KOHTpony, obaBeluTajHy nogpluky, becnocagHe nnar-
opme, fenosare y cajbep NpocTopy, NorucTuky 1 obyky. Noee3nBarem nogartaka
13 pa3nUuUTVX NNaTopMK 1 HUXOBOM ariropUTamMCcKOM aHanM3oM y peariHom Bpe-
MeHy, B/ gonpuHocy cTBapatby MHTErpucaHe cuTyaunoHe Crvke 1 ckpahvsamy Ly-
Knyca JOHOLIeHa oasyKa.

MocebHo MecTo 3ay3nma npuMeHa y obaBeLUTajHO-HaA30pHO-13BMHauKUM aKTWB-
HOCTUMa, rae HanpeaHu mogdeny omoryhaeajy aytomMaTnaoBaHy o6pajgy BU3yenHux u
CEeH30pCKUX nogartaka, ugeHtudumkauujy obpasaua v bnaroBpeMeHo youyaBare Mo-
TeHumjanHux 6e3benHoCcHMX pusimka. MictoBpemeHo, becnocagHe U 4eNUMUYHO ayTo-
HOMHe nnaTdgopmMe npeysumajy cee Behu Aeo 3agataka y OKpyKer1MMa BUCOKOT pu-
31Ka, LUTO YTUYE Ha CMakberse U3MNOXEHOCTU JbYACTBA U MPOMEHY CTPYKTYpe BOjHUX
onepauuja. 3Ha4yajHe NpOMeHe BUASbUBE Cy Uy 0ONacTu NOrMCTuKe, OapKaBamba U
obyKe, rae ce BeluTayka MHTENUIEHLMja KOPUCTY 3a NPEAUKTUBHO yNpaBIbake pecyp-
cvMa, CUMynaumjy CROXeHWX CLeHapuja U UHAMBMAyanu3auujy npoleca TPEeHWHra.
Y caj6ep npocTtopy B/ nocrtaje BaxaH hakTop 3awtTe U CTabWUIIHOCTM Mpexa jep
omoryhaBa KOHTWHyupaHo npahewe, aHanusy 1 pearoake Ha AUruTarnHe npeTke.

McToBpemMeHo, LUMpere anroputamcke NOAPLUKE Y BOjHUM cCMCTEMUMa OTBapa
030WrbHa NuUTaka y norneay OArOBOPHOCTM, TPAHCMAPEHTHOCTM U ycknaheHocTu ca
MefhyHapoaHUM XyMaHUTapHUM NpaBoM. 3adpxaBake CMUCIEHE IbyACKe KOHTpone
Hag NPYMEHOM cune, Kao U pa3Boj MefyHapoaHWX Npasuna 1 MexaHusama Haaso-
pa, NojaBrbyjy Ce Kao Krby4HW YCIOBM 3a OArOBOPHY MHTErpaLujy oBe TexHomnoruje. Y
TOM CMUCIY UHMUMjaTMBE YjeaumeHUX Hauumja u apyrux MefyHapoaHUX UHCTUTYLMja
yKasyjy Ha nocteneHo opmupatse rnobanHor okBrpa 3a ynpasibake pusulmma no-
BE3aHWM ca BOJHOM NPYMEHOM BelUTayKe MHTENUreHuuje.

Y uenuHu, BelTayka MHTENUreHuuja NpeacTaeiba jedaH of rnaBHUX NMoKpeTava
TpaHcopmMaLmje CaBpeMEHUX BOJHUX KanaumuTeTa, anv ke CTpaTeLUky 3Havaj 3aBu-
cv og Tora aa nv he 6utn npahexHa ogrosapajyhuM npaBHUM, ETUYKAM U NOMUTUYKAM
MexaHu3mmma Koju 06e36ehyjy oa TEXHOMOLLKM Hanpegak AOMPUHOCK CTabUMHOCTM U
©e3benHOCTH, a He HOBMM 0bnMUMMa rnobanHe HecTabumHOCTHU.

KrbyyHe peun: eewmayka uHmernuaeHyuja, 80jHU cucmemu, aymoHOMHO Opyxje,
caspeMeHo pamosarbe

© 2026 Aytop. O6jaBuno BojHo deno (http://www.vojnodelo.mod.gov.rs). Oso
je YnaHak OTBOPEHOr MpucTyna u auctpudympa ce y cknagy ca nuueHuom Creative
Commons (http://creativecommons.org/licenses/by/4.0/).
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bstract: Artificial intelligence (Al) is increasingly becoming a

structural component of modern military systems, transforming
the ways in which information is collected, processed, and utilized in
command-and-control processes and the use of force. The aim of this
paper is to examine the role and scope of Al application in the con-
temporary military environment, with particular emphasis on their im-
plications for security, operational conduct, and strategic stability. The
research is based on a qualitative analysis of available scholarly litera-
ture, official documents of international organizations, and a compara-
tive examination of selected examples of Al implementation in different
military systems.

The findings indicate that the application of Al significantly acceler-
ates and enhances decision-making processes, intelligence, surveil-
lance, and reconnaissance (ISR) activities, and logistical support, while
simultaneously generating new challenges related to system reliability,
legal accountability, and cyber vulnerability. A particular concern is the
risk of inadequate or non-transparent behavior of autonomous systems
in complex and dynamic security environments.

The paper concludes that Al will be one of the key drivers of the
transformation of military capabilities in the coming decades, but that
the sustainability of this transformation depends on the development of
international regulations, ethical standards, and effective mechanisms
of human oversight.

Keywords: artificial intelligence, military systems, autonomous weap-
ons, modern warfare
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Introduction

rtificial intelligence in the military domain does not represent a single technolo-

gy, but rather an integrated set of algorithmic and computational solutions en-
compassing methods of machine and deep learning, the analysis of large-scale data,
and systems for natural language processing and understanding. These approaches
enable software systems to independently extract relevant information from complex
and often incomplete datasets, identify patterns, and generate recommendations or
support decision-making under conditions of a high degree of uncertainty. It is precise-
ly this capacity for adaptive information processing that makes Al particularly signifi-
cant in the operationally demanding and time-sensitive environment of modern war-
fare. In a broader sense, Al refers to the development of systems capable of replacing
certain aspects of human cognitive behavior, such as learning from experience, ana-
lytical reasoning, and selecting among multiple alternative courses of action, but at a
speed and scale that exceed human capabilities.

In contemporary technological development, artificial intelligence stands out as
one of the main drivers of systemic changes in the way information is collected, pro-
cessed, and utilized in decision-making processes. In the military sphere, this trans-
formation carries particular weight, as it affects response speed, the accuracy of as-
sessments, and the ability to manage complex operations under high-risk conditions.
For this reason, leading military powers are directing significant resources toward
the development and implementation of Al-based systems, seeking to maintain or
enhance their operational and strategic advantage in future conflicts. The application
of these technologies not only transforms the technical aspects of military capabilities
but also affects fundamental elements of military activity, including planning, intelli-
gence support, logistics, and cyber protection. Technological progress, from early ex-
pert systems to contemporary machine learning algorithms, indicates the continuous
evolution of this field, with the past decade witnessing an accelerated integration of Al
into operational military systems (Morgan et al., 2020).

In an effort to preserve technological superiority, the military sector is increasingly
adopting Al systems as a means of enhancing reliability and operational efficiency
under high-risk conditions. These systems are particularly important in the processing
of large volumes of data originating from various sources, such as reconnaissance
sensors, satellite platforms, and surveillance systems, where human analysis is no
longer sufficient in terms of time or cognitive capacity. Al algorithms enable the early
detection of patterns and anomalies that may indicate emerging threats or changes in
the operational environment, thereby shortening response cycles and improving the
quality of decisions. In addition, a significant domain of application is the use of robotic
platforms in explosive ordnance disposal tasks, where the integration of Al allows for
more precise detection and neutralization of hazardous objects, while simultaneously
minimizing personnel exposure to direct danger.

Contemporary armed conflicts increasingly reflect the influence of technological
innovations that are reshaping the very foundations of military activity (Vuleti¢, 2018).
Rather than relying solely on numerical strength and firepower, military advantage is
increasingly built on the ability to manage information, the speed of analytical pro-
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cessing, and the integration of advanced digital systems, as confirmed by existing
research on the evolution of modern warfare (Jefti¢ et al., 2018). In this context, Al
acts as a key catalyst for change, enabling the automated integration of data from
diverse sources, supporting command processes, and facilitating the control of com-
plex operational activities, including logistical and intelligence functions. Research in-
dicates that the introduction of these systems affects not only the technical aspects of
operations but also the way military conflicts are planned and conceptualized within a
broader strategic framework (Miljkovi¢ & Berida, 2023; Zirojevi¢, 2024). As technolog-
ical innovations continue to accelerate, Al is becoming a tool for enhancing not only
operational efficiency but also strategic decision-making processes in conditions of
complex and dynamic security challenges.

Throughout history, the development of military strategies and doctrines has al-
ways been closely linked to technological innovations that have reshaped the ways
in which force is applied in armed conflicts (Vuleti¢ & Stanojevi¢, 2022). The transi-
tion from cold weapons to gunpowder, the emergence of mechanized units, and the
dominance of air power represent turning points that required adjustments in strategy,
organization, and the conduct of warfare. Within this continuum, artificial intelligence
represents a significant phase of technological evolution, as it enables military sys-
tems to operate faster, with greater precision, and across a broader spectrum of infor-
mation than ever before. For this reason, leading military powers, including the Unit-
ed States, China, and Russia, are heavily investing in the development of Al-based
systems, treating them as one of the decisive factors in the future balance of military
power (Horowitz, 2019).

Although Al significantly expands the technological capabilities of military systems,
its application simultaneously raises a range of complex normative and security is-
sues. Particular concern arises from the possibility that autonomous systems may
assume critical functions involving the use of lethal force, thereby calling into question
the role of human judgment, as well as the principles of accountability and control. An
additional risk stems from the potential for highly automated systems, operating under
conditions of limited time and incomplete information, to contribute to the unintended
escalation of crisis situations. In this context, a key challenge for military organiza-
tions and the international community is the establishment of frameworks that enable
technological innovation while preserving the fundamental principles of international
humanitarian law and the protection of human dignity.

Application of Al in Military Operations

In modern military systems, Al increasingly functions as a key support in the pro-
cesses of collecting, processing, and interpreting intelligence information, as well as
in decision-making within a dynamic operational environment. Although forms of au-
tomation were present as early as the Cold War period, particularly in the domain
of surveillance, it was only with the development of advanced machine learning al-
gorithms and neural networks that these systems became adaptive and capable of
continuous learning. This evolution has created the conditions for Al to be integrated
across a wide range of military functions, from analytical support to command to the
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management of complex computer networks. In this context, the application of Al in
military communication systems contributes to a higher level of security, faster data
transmission, and improved situational awareness, directly affecting overall operation-
al effectiveness (NATO, 2021).

Under conditions of high uncertainty and time pressure that characterize modern
military operations, Al-based systems are increasingly assuming the role of analytical
support for commanders. These systems are capable of integrating data from multiple
sources, assessing possible developments of the situation, and generating recom-
mendations that may contribute to more effective decision-making in complex oper-
ational scenarios. Such an approach is particularly significant in situations involving
limited or contradictory information, which traditionally complicates decision-making in
armed conflicts (Scharre, 2018). In addition, the application of Al enables the automa-
tion of a large number of routine and analytically demanding tasks, thereby allowing
human resources to be focused on those aspects of command and control that require
strategic judgment and responsibility.

The concrete application of Al in the military domain is most clearly manifested
through the development of systems capable of independently performing certain
combat and support functions. A particularly important role in this process is played
by autonomous platforms, including unmanned aerial vehicles, guided weapon sys-
tems, and robotic assets, which are designed to operate with limited or indirect human
intervention. Such an architecture enables a significant increase in operational flexi-
bility and a reduction in direct exposure of personnel to danger, while simultaneously
raising questions regarding the reliability of algorithmic decision-making and its com-
pliance with legal and ethical norms. For this reason, the use of these systems has
become the subject of intense debate within international institutions and the expert
community, particularly in relation to the risks of uncontrolled escalation and challeng-
es for the application of international humanitarian law (Allen, 2017).

One of the central areas of Al application in modern military systems relates to the
integration and analytical processing of diverse intelligence sources. Al-based algo-
rithms make it possible to extract relevant patterns and indicators of potential threats
from large and heterogeneous datasets, thereby supporting situational assessment
and response planning processes (Department of Defense, 2017; Allen, 2017). At the
same time, the digitalization and technological complexity of the security environment
are transforming the nature of threats, requiring new approaches in the organization
and functioning of defense systems (Buki¢, 2018). In this context, Al is increasingly
used for the management of military computer networks, where it contributes to op-
timizing data flow, enhancing resilience to disruptions, and protecting sensitive infor-
mation in cyberspace. In addition, the advanced analytical and generative capabilities
of Al are increasingly being applied in the domain of psychological operations, further
expanding the range of challenges faced by contemporary national security structures
(Prorokovi¢ & Parezanovi¢, 2023).

The integration of Al into military logistics systems has enabled a shift from reac-
tive to proactive resource management. Tools based on advanced analytics and pre-
dictive models allow for more precise supply planning, more efficient management of
transport capacities, and timely maintenance of equipment, directly affecting the relia-
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bility and sustainability of military operations. Such approaches not only enhance the
efficiency of armed forces but also contribute to cost reduction and better allocation
of limited resources. Beyond logistics, Al is also significantly applied in the domain of
training, where advanced simulation systems create realistic scenarios that replicate
the complexity and unpredictability of the modern battlefield. Such an environment en-
ables commanders and units to practice decision-making under pressure, with contin-
uous feedback, which represents an important factor in building operational readiness
for real-world security challenges.

Key Areas of Al Application
in Military Operations

Command and control represent the functional foundation of every military opera-
tion, as they integrate information, decision-making, and execution into a unified op-
erational process. The introduction of Al into these systems enables the synchronized
processing of data from various sensor, intelligence, and operational sources within a
timeframe that exceeds human analytical capacities. The concept of Joint All-Domain
Command and Control (JADC2), developed by the U.S. military, is based precisely
on such a digital architecture, in which information from land, air, maritime, space,
and cyber domains is integrated into a unified information framework. This integration
allows commanders to maintain a continuously updated operational picture, which
serves as the basis for faster and higher-quality decision-making. In this context, Al
algorithms are not used solely for data visualization but also for analytical process-
ing, including the identification of potential developments and the assessment of the
consequences of different operational options. Furthermore, the automation of routine
processes in command centers reduces the cognitive burden on personnel and allows
greater focus on more complex tasks related to assessment and planning. In this way,
Al-based systems contribute to accelerating the command cycle and enhancing the
overall efficiency of managing modern military operations (Pavic et al., 2024).

The precise and timely identification of relevant objects and activities represents
one of the key prerequisites for effective military action and the reduction of collateral
effects. In this context, Al—particularly through machine learning and deep learning
methods—enables the automated processing of large volumes of visual and sensor
data, significantly enhancing situational awareness. Platforms with integrated Al can
classify and contextualize detected elements in complex operational environments,
contributing to more reliable differentiation between various categories of objects and
activities. In addition, analytical models enable the monitoring of environmental dy-
namics and the generation of assessments regarding possible developments, thereby
providing additional support for operational planning and management. Such auto-
mated analytics accelerate the decision-making cycle and increase overall efficiency
in complex and time-sensitive conditions.

The key technological pillars of Al with direct applications in the field of defense
are primarily based on machine learning and deep learning methods. Machine learn-
ing enables software systems to develop their own behavioral models based on data
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analysis, without the need for detailed pre-defined rules. This capability forms the
basis for the development of predictive analytics tools, object classification, and adap-
tive responses in dynamic environments, which is particularly important for threat as-
sessment, spatial analysis, and support to tactical planning (Russell & Norvig, 2020).
Deep learning, as a more advanced form of this approach, utilizes multilayer neural
networks to process complex data types, including visual, audio, and textual content.
Such models enable the development of sophisticated intelligence analysis systems
and the functioning of autonomous platforms in complex operational environments
(Goodfellow et al., 2016).

Autonomous platforms, such as unmanned aerial vehicles and robotic systems,
increasingly rely on Al algorithms for navigation, environmental analysis, and task ex-
ecution with limited human intervention (Scharre, 2018). These systems are particu-
larly suitable for operations in environments that are difficult to access or hazardous
for human presence, thereby reducing personnel exposure to potential risks. Across a
broad range of missions—from surveillance and data collection to active operations—
Al-enabled platforms can independently manage movement, assess situations, and
track relevant targets. Modern systems, such as the U.S. MQ-9 Reaper or China’s
Wing Loong UAV, represent examples of technological advancement in Al applica-
tions, while final decisions regarding the use of force remain under human control.

Unmanned ground and underwater platforms represent an increasingly important
segment of modern military capabilities in the domains of reconnaissance and logis-
tical support. Such systems are already being used within certain operational units to
reduce the physical burden on personnel and limit the need for their direct exposure
to high-risk situations. Their application is particularly significant in environments that
are difficult to access or contaminated, including areas with chemical, biological, or
radiological hazards, where human presence entails substantial security risks. At the
same time, these platforms can contribute to more precise task execution and the
potential reduction of unintended consequences in specific operational scenarios.
However, their effectiveness depends on the reliability of navigation and communica-
tion systems, as well as resilience to cyber threats, which represents one of the key
challenges for their further integration into military structures.

Autonomous unmanned systems based on Al represent an important step in the
evolution of military technologies, as they introduce algorithmic support into process-
es of surveillance, assessment, and task execution. The ability of such platforms to
independently process data and generate operational recommendations has opened
a broad debate on issues of accountability, reliability, and potential misuse in the con-
text of the use of force (Allen, 2017). In this regard, the U.S. Department of Defense
program (Project Maven) illustrates how machine learning techniques are used to
enhance the analysis of visual data and support identification processes, thereby ac-
celerating and standardizing the analytical component of operational procedures (De-
partment of Defense, 2017; Allen, 2017).

Modern unmanned systems can be classified according to their level of autonomy,
ranging from platforms fully controlled remotely by operators, through hybrid solutions
with partial autonomy, to systems capable of performing certain functions without di-
rect human intervention. At the core of these approaches are algorithms for real-time
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data processing and automated interpretation of sensor inputs, enabling faster and
more consistent responses in dynamic operational environments. Experiences from
contemporary conflicts indicate that the role of Al is becoming increasingly prominent
in the phases of planning, execution, and post-operation analysis of military activities
(DPori¢ & Glisin, 2023). In this context, data integration systems that connect multiple
sources, including unmanned platforms and satellite systems, enable the creation of
a unified operational picture and support decision-making processes, as illustrated by
the example of the Ukrainian Delta platform (Bondar, 2024).

The intelligence, surveillance, and reconnaissance (ISR) capabilities of modern
armed forces increasingly rely on systems capable of processing and synthesizing
data from a large number of heterogeneous sources. In this process, Al plays a key
role by enabling the integration of information collected through satellite platforms,
sensor networks, and communication channels into a coherent analytical framework.
Advanced algorithms allow for the identification of patterns, anomalies, and indica-
tors of potential threats within a timeframe that exceeds human analytical capacities.
These systems are particularly significant in the processing of visual data, where auto-
mated analysis of satellite imagery and aerial footage enables continuous monitoring
of changes in the operational environment. In this context, the U.S. armed forces are
developing and implementing integrated Al-based systems to connect various intelli-
gence sources and provide more reliable analytical support to decision-making pro-
cesses (Department of Defense, 2017).

Through the application of advanced analytical models, Al enables the transfor-
mation of unstructured and heterogeneous data into intelligence information relevant
for situational assessment. Algorithms can classify and track various categories of
objects and activities based on data obtained from satellite platforms and unmanned
aerial vehicles, as well as detect environmental changes that may indicate potential
security risks (Allen & Chan, 2017). In addition, natural language processing tech-
niques allow content from open sources—including media reports, social networks,
and other public channels—to be systematically searched, translated, and analyzed in
order to identify patterns, narratives, and indicators of potential threats. By combining
previously collected data with real-time inputs, Al can also support the development of
analytical assessments regarding likely directions of situational development in com-
plex security environments.

The Israel Defense Forces (IDF) have introduced Al-based systems, such as the
Gospel platform, with the aim of accelerating and synchronizing the analysis of col-
lected data and supporting the prioritization of tasks in complex operational condi-
tions. The integration of such tools contributes to greater consistency in situational
assessment and reduces cognitive burden within command structures, in line with the
broader trend of increasing reliance on Al in real-time tactical decision-making (Allen,
2017). At the same time, advancements in Al have enabled significant progress in
the development of unmanned and autonomous aerial platforms. Initiatives such as
the U.S. Air Force’s ACE (Air Combat Evolution) program are focused on examining
how algorithms can support or enhance certain aspects of air operations, indicating
a gradual transformation of the concept of air superiority toward greater reliance on
digital and algorithmic capabilities (Department of Defense, 2017).
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The development of autonomous aerial platforms illustrates how Al is gradually
penetrating areas that have traditionally been entirely within the domain of human
control. The ability of algorithmic systems to process complex datasets within short
timeframes enables rapid identification of changes in the operational environment and
more precise responses to various types of threats. Although such capabilities may
enhance reliability in dynamic situations, their application in contexts involving the use
of force requires clearly defined mechanisms of oversight and accountability, precisely
due to the risk of unintended or inappropriate outcomes (Scharre, 2018).

In the digital domain, Al is becoming one of the key instruments for maintaining the
resilience and security of military information systems. Its application enables continu-
ous monitoring and analysis of large volumes of data, allowing the detection of anom-
alies and indicators of potential intrusions or misuse (Vuleti¢, 2012; Vuleti¢ & Nojkovic,
2018). Instead of relying solely on manual analysis, Al algorithms enable early recog-
nition of patterns that may signal emerging cyber threats and support faster and more
consistent responses to incidents (Geis et al., 2019). In this context, the United States
Cyber Command (USCYBERCOM) has developed a strategic plan for the systematic
integration of Al into cyber operations, aimed at enhancing analytical and defensive
capabilities (Clark, 2024). At the same time, advances in machine learning are also in-
fluencing the evolution of military communication networks, where intelligent data flow
management and the application of modern cryptographic solutions increase system
reliability and resilience in adversarial conditions (NATO, 2021).

Logistics systems represent the functional foundation of every military operation,
as the sustainability of combat activities depends on their reliability. In this context,
the application of Al enables a transition from reactive to predictive management of
equipment and supplies, based on the continuous analysis of data regarding the con-
dition and usage of assets. Through the integration of sensor systems into military
equipment, Al algorithms can monitor performance and assess the probability of com-
ponent failure, enabling timely maintenance planning and reducing unexpected dis-
ruptions (US DoD, 2018; Scharre, 2018). In addition, Al is increasingly used for man-
aging complex supply chains, where it enables the optimization of transport routes,
dynamic adjustment of inventories, and more efficient allocation of limited resources.
Examples such as DART (Dynamic Analysis and Replanning Tool), developed by the
U.S. military, illustrate how algorithmic support can enhance the planning of logistical
flows and contribute to the timely delivery of critical assets in complex operational
environments (Department of Defense, 2017; Allen, 2017). In this way, the application
of Al'in logistics directly affects the reliability and overall success of military missions.

The application of Al in military training enables the creation of digital environ-
ments that replicate the complexity and unpredictability of modern operational space.
Instead of static scenarios, advanced simulation systems use adaptive behavioral
models to generate dynamic situations that evolve depending on the actions of train-
ing units. This allows members of the armed forces to develop command and other
skills in conditions close to real ones, but without the risks associated with actual
operations. Furthermore, virtual instructors and Al-based analytical modules enable a
personalized approach to training by adapting the intensity and content of training to
the specific needs and performance of each individual (Grand-Clément, 2023).
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Ethical Implications and Legal Considerations

Although the application of Al in military systems brings significant operational ben-
efits, it simultaneously raises complex ethical and legal issues that require a systemat-
ic approach. One of the central challenges concerns the allocation of responsibility in
situations where algorithmic systems participate in critical decision-making processes
(Stanar, 2025, pp. 119-121). Given that many models function as so-called “opaque”
or difficult-to-explain systems, there is a risk that traditional chains of command and
accountability become less clear in cases of unintended outcomes. Moreover, the
limited ability to understand how Al generates its assessments complicates both inter-
nal oversight and external regulatory control, which is particularly problematic in the
context of the application of international humanitarian law. These challenges become
even more pronounced in dynamic combat conditions, where decisions are made un-
der time pressure and with limited room for human intervention (Morgan et al., 2020).

The issue of aligning Al applications with the rules of International Humanitarian
Law (IHL) represents one of the key areas of contemporary academic and policy
debate. Military systems that rely on algorithmic support must operate within estab-
lished principles of distinction, proportionality, and military necessity, which imposes
high requirements on their design and use (Shehata, 2025). In this context, the use of
Al in armed conflicts inevitably raises questions regarding the transparency of deci-
sion-making processes, as well as compliance with humanitarian standards. Analyses
by the RAND Corporation (Research ANd Development Corporation) indicate that
increased levels of autonomy may heighten the risk of unintended escalation and
weaken effective human control over the use of force (Morgan et al., 2020), while the
International Committee of the Red Cross (ICRC) emphasizes the difficulties in veri-
fying and assessing decisions generated by algorithmic systems (Klaus, 2024). The
central normative issue remains the question of legal responsibility in cases where
autonomous systems cause harm or lead to violations of international law. In the ab-
sence of clear international consensus, it remains unresolved whether responsibility
should be attributed to developers, manufacturers, operators, or the command level
(Kallenborn & Reddie, 2020).

Numerous states and international organizations, including the International Com-
mittee of the Red Cross, advocate the position that the use of weapon systems must
remain under meaningful human control, particularly in situations involving the use of
lethal force (ICRC, 2019). In this context, a fundamental question arises as to whether
algorithmic systems can meet the normative requirements of international humani-
tarian law, such as distinguishing between military and civilian targets and assessing
the proportionality of the use of force (Klaus, 2024). Analyses by the United Nations
Institute for Disarmament Research (UNIDIR) highlight the need for clear political and
legal guidelines to direct the development and application of Al in the military domain
(UNIDIR, 2024). In the absence of such frameworks, there is a risk that autonomous
systems may operate unpredictably or be misused, potentially leading to undesirable
humanitarian and security consequences. Therefore, the establishment of internation-
ally accepted rules and oversight mechanisms is of crucial importance for the sustain-
able and responsible use of artificial intelligence in military operations.
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The United Nations Institute for Disarmament Research (UNIDIR), in its recent
publications and analytical reports, systematically examines the application of Al
in the military domain and its implications for international peace and security, with
particular attention given to recommendations for future policies and regulatory ap-
proaches (Al in the Military Domain: A Briefing Note for States, 2025; Artificial Intelli-
gence in the Military Domain and Its Implications for International Peace and Security:
An Evidence-Based Road Map for Future Policy Action, 2025) (UNIDIR, 2024). These
documents represent a comprehensive effort by the United Nations to identify risks,
as well as ethical and normative challenges associated with the military use of artificial
intelligence.

In addition, a significant step toward the formalization of a global approach to this
issue is the adoption of the resolution Artificial Intelligence in the Military Domain and
Its Implications for International Peace and Security, which for the first time expressed
a shared position at the level of the United Nations General Assembly regarding the
need to govern and regulate this technology in the military context. The revised draft
resolution (document A/C.1/79/L.43), jointly proposed by the Republic of Korea and
the Kingdom of the Netherlands, was adopted in the First Committee of the General
Assembly on 6 November 2024, and subsequently confirmed at the plenary session
on 24 December 2024 as resolution A/RES/79/239 (UNGA, 2024).

Conclusion

Artificial intelligence has emerged in modern military systems as one of the key
drivers of technological and doctrinal transformation. Its application is not limited to
improving individual functions, but extends to fundamentally changing the way infor-
mation is collected, processed, and utilized in command, planning, and operational
execution. From intelligence data analytics and logistical support to cyber defense
and training simulations, Al-based systems are becoming an integral component of
military power and operational effectiveness. At the same time, this technological
transformation brings a range of complex normative and ethical challenges. The in-
creasing autonomy of military systems calls into question traditional models of respon-
sibility, transparency, and control, which have long formed the foundation of the legal
regulation of armed conflict. Although algorithmic systems can significantly accelerate
and enhance decision-making processes, their application in contexts involving the
use of force requires clearly defined oversight mechanisms, as well as compliance
with the principles of international humanitarian law.

The future development of military capabilities will increasingly rely on the in-
teraction between human and machine systems, with Al not replacing human deci-
sion-makers, but rather acting as a tool to augment their analytical and operational ca-
pacities. However, this synergy can only be sustainable if accompanied by institutional
and legal frameworks that ensure human judgment and accountability remain at the
core of the use of force. In this regard, international cooperation and the development
of shared norms represent key prerequisites for the stable and predictable application
of Al'in the military domain. In the absence of such frameworks, there is a risk that the
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technological race in autonomous and intelligent systems could lead to new forms of
instability and unintended escalation of conflict. Conversely, well-considered regula-
tion and responsible integration of Al may contribute to enhancing security and reduc-
ing the humanitarian consequences of armed conflicts. From a long-term perspective,
the continued development of Al, in combination with other advanced technologies
such as quantum computing, advanced communication networks, and the Internet of
Things, has the potential to reshape the character of future conflicts. The outcome of
this transformation will depend not only on technological advancements, but primarily
on how the international community manages their application. Only if technological
progress is accompanied by legal, ethical, and institutional control mechanisms can
Al become a factor of stability rather than a new source of global security challenges.
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Summary

rtificial intelligence is increasingly emerging in modern armed forces as a sys-

temic technology that transforms the way information is collected, processed,
and utilized in military decision-making. Its role is no longer limited to isolated techni-
cal applications but encompasses a wide range of functions, including command and
control, intelligence support, unmanned platforms, operations in cyberspace, logistics,
and training. By integrating data from multiple platforms and enabling its algorithmic
analysis in real time, Al contributes to the creation of an integrated operational picture
and accelerates the decision-making cycle.

A particularly important area of application is intelligence, surveillance, and recon-
naissance activities, where advanced models enable the automated processing of
visual and sensor data, pattern recognition, and the timely identification of potential
security risks. At the same time, unmanned and partially autonomous platforms are
assuming an increasing share of tasks in high-risk environments, thereby reducing
personnel exposure and transforming the structure of military operations. Significant
changes are also evident in logistics, maintenance, and training, where Al is used for
predictive resource management, simulation of complex scenarios, and the individu-
alization of training processes. In cyberspace, Al is becoming a key factor in network
protection and stability, as it enables continuous monitoring, analysis, and response
to digital threats.

At the same time, the expansion of algorithmic support in military systems raises
serious concerns regarding accountability, transparency, and compliance with interna-
tional humanitarian law. Maintaining meaningful human control over the use of force,
as well as developing international rules and oversight mechanisms, emerges as a
key requirement for the responsible integration of this technology. In this regard, ini-
tiatives by the United Nations and other international institutions indicate the gradual
formation of a global framework for managing risks associated with the military appli-
cation of artificial intelligence.

Overall, artificial intelligence represents one of the primary drivers of the transfor-
mation of modern military capabilities. However, its strategic significance will depend
on whether it is accompanied by appropriate legal, ethical, and political frameworks
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that ensure technological advancement contributes to stability and security, rather
than to new forms of global instability.

Keywords: artificial intelligence, military systems, autonomous weapons, modern
warfare
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